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Should GDPR be an engineer’s job?
(Tip: It seems it should indeed)
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https://spectrum.ieee.org/at-work/tech-careers/what-developers-need-to-know-about-europes-data-privacy-rules


The privacy and data protection engineering gap

What engineers get… What engineers want…
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GDPR PbD

PETs PPM/PEM



PDP4E response: what engineers need
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Engineers are not privacy experts, yet they will face privacy issues (even if they may get expert advice)

Privacy adoption entails for methods and tools integrated within the large heritage of sw. & sys. engineering

1. Seamlessly include privacy & data protection into software & system engineering tools 

2. Integrate privacy & data protection activities into the SDLC stages

3. Provide a readily available body of knowledge with existent wisdom

4. Foster a community of privacy & data protection engineering

“Endow engineers with privacy and data protection tools aligned to their mindset”



PDP4E response: what engineers need
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Risk-orientation of GDPR

Even if there is no damage to the data subject, 
you are not compliant if you don’t assess and mitigate risks.

Multilateral risk management:
Data protection impact assessment
Security impact analysis, security measures
Compensations, liabilities and fines
Supply Chain and Vendor Relationship Management (i.e. 

processors’, joint controllers, third parties, transfers…)
Risks to rights and freedoms of the data subjects
Risks derived from data breaches
Derived business risks
…

But not everything in GDPR is a risk:
- e.g. “risk of not asking the data subjects their age” GOAL
- e.g. “risk of not providing a transparent poilcy” GOAL
- vs “risk of misidentifying a child as an adult” UNCERTAINTY
- vs “risk of users having low reading skills” UNCERTAINTY
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MUSA risk management tool for
security impact assessment
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GDPR modelling in OpenCert:
Reference Framework and Assurance Patterns
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Papyrus overview
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Privacy & data protection requirements 
metamodel (through Papyrus) 
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PDP4E Privacy & data protection 
requirements engin. method 
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Personal 
data 

detector

Modelling-driven design for Privacy and Data 
Protection engineering (through Papyrus)
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Privacy & data protection 
model-driven design. method

1)Choose design 
strategy to fulfill 

goals/requirements

2)Design/enrich 
system Process 

view(s)

3)Apply strategy 
(e.g., inform, 

control, enforce, 
demonstrate)

1)Choose design 
strategy to fulfill 

goals/requirements

2)Design/enrich 
system Data 

view(s)

3)Apply strategy 
(e.g., minimize, 

separate, 
abstract, hide)
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Thank you for your attention

Questions?

For more information, visit:
www.pdp4e-project.org
We’ll be waiting for you

at the APF exhibition booth!
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