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n DISCUSSION POINTS

 Digital verification with
QR-scanning apps

* Interplay between
national legislation and
EUIls’ privileges and
immunities




Digital verification via

QR-scanning apps

« Manual vs. digital verification
 Data controllership
- DPIA







EDTS

Personal Data accessible with Covid Certificate QR Code

Ver Scan the visitor's QR code Check if the details in the QR Are the details correct? Then the
code are the same as those on visitor is allowed to enter
their identity document

&  Scan QR code Check proof of identity

Last name

First name

[E.1) of birth dirth momth

- AUG (o)

Check done

What should | pay attention to?




Offline DGC Verfication
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Source: EC Green Pass technical specs
(apps)
https://ec.europa.eu/health/sites/default/files/ehe

alth/docs/digital-green-certificates v4_en.pdf

How does digital verification work?

* Name & date of birth

» Certificate type (v, t, r)

 Vaccination certificate
details (type of vaccine,
date, etc.)

 Test certificate details
(type of test, date, etc.)

 Recovery certificate
details (validity, etc.)

Source: EC Green Pass technical specs
(schema)



https://ec.europa.eu/health/sites/default/files/ehealth/docs/digital-green-certificates_v4_en.pdf
https://ec.europa.eu/health/sites/default/files/ehealth/docs/digital-green-certificates_v4_en.pdf
https://ec.europa.eu/health/sites/default/files/ehealth/docs/covid-certificate_json_specification_en.pdf
https://ec.europa.eu/health/sites/default/files/ehealth/docs/covid-certificate_json_specification_en.pdf
https://ec.europa.eu/health/sites/default/files/ehealth/docs/covid-certificate_json_specification_en.pdf

Comparison

_ Manual Verification QR Code Verification

Included Dataset
Requires additional ID

verification

Visible Dataset
Personal Dataflows
Technical safeguards

Design across countries
Fake fabrication

Processing of personal data

Entire dataset
Yes

Entire dataset

None

None

Various

Scanner/phone camera +

MS Word

No

Entire dataset
Yes

validity and
parts of) name, birthdate

Local processing within the
verification app (offline)

Digital signature
verification,
Expiry verification

Standardised

Hack or bribe
doctor/pharmacy/health
ministry

Yes




Who is the controller ?

Who is the controller of the processing

that takes place in the mobile
application: the EUI or the national
government that has set-up the mobile

app concerned?

* Article 10(6) Regulation 2021/953




Who is the controller ?

* |n the light of what scanning a
QR code technically implies

= B 2]

EUls are —- B i,
processing personal data as
controllers for the purpose of

access control.




Data protection risks
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Do we need a DPIA?

B%t?ection-related risks of the use of a




Interplay between

national law and EUIs’
privileges and
immunities

=K



To what extent is an EUI obliged to follow
national law If the latter mandates employers to
impose COVID certificate checks?

 Look at Seat Agreement

e Do EUIs need to conduct a necessity and.
proportlonaﬁgty assessment? hgyes, ¥o WﬂlCh extent?




Other points for discussion

* Differen 1,%lated application of access controls to staff &
non-sta

* Necessity and proportionality assessment

. Relmbursemgnt of costs of tests (relevant f?r the
nmeecaessg}e proportionality assessment o

e others?




8 Differentiated application of access controls to staff &

non-staff?

How to define ‘non-staff’?

Interplay between EU rules and national legislation
(e.g. external contractors covered by national law?)

Necessity and proportionality: what compelling reasons
might justity a differentiated application of controls?

Controls for visitors only? Necessity and proportionality
considerations will be specific to each EUI: no. of visitors, nature
of visits (e.qg. individuals/small groups or larger events)?

(Return to Workplace Guidance)




Necessity / proportionality: Criteria ?

How to carry out the necessity and
proportionality assessment that would é
precede COVID certificate checks as —
access controls? What criteria,
thresholds?




Necessity
What do the EDPS Guidelines suggest ?

To assess the necessity of this
measure, EUls should take into consideration the full range of parameters underlying
occupational risk assessments in the context of the pandemic, including infection prevalence
in the general population; transmission dynamics in the workplace concerned (including
existence of clusters); and the exposure risk of staff.

The latter may be determined via the collection of aggregated staff vaccination data (see
section 4 above) and this step should be an essential pre-condition before considering
processing of EU Digital COVID certificates. EUls must be able to demonstrate that relying on
less intrusive controls, such as organisational arrangements to ensure physical distancing,
sanitary precautions and other risk mitigation measures is not feasible/not sufficient to protect

the health of staff.




Proportionality
What do the EDPS Guidelines suggest ?
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Who reimburses tests?

Current JSIS rules:

“IF prescribed by a doctor AND carried out an approved
medicg[ proﬁ eryCovid-19 tests wam be rePr%bursé)c?"

https://myintracomm.ec.europa.eu/coronavirus/Pages/fag.aspx#healthcareandtesting

~ Costs of tests T_or unvaccinated staff should be factored
into proportionality assessment



https://myintracomm.ec.europa.eu/coronavirus/Pages/faq.aspx#healthcareandtesting
https://myintracomm.ec.europa.eu/coronavirus/Pages/faq.aspx#healthcareandtesting

DPOs’ relevant questions




Reporting

1. Key messages from EDPS
2. Experience & challenges in EUIs
3. Best practices & next steps
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