EDPS - European Data Protection Supervisor
CEPD - Contréleur européen de la protection des données

Opinion on the notification for prior checking received from the Data Protection Officer at
the Court of Justice of the European Communities relating to the ""SUIVI des traductions™

Brussels, 13 January 2006 (Case 2005-212)

1. Procedure

1.1. On 20 July 2004 the European Data Protection Supervisor (EDPS) wrote to the
Data Protection Officers (DPOs) asking them to prepare an inventory of data
processing that might be subject to prior checking by the EDPS as provided for
by Article 27 of Regulation (EC) No 45/2001 (hereinafter referred to as "the
Regulation™). The EDPS requested notification of processing operations subject
to prior checking, including those begun before the Supervisor was appointed, for
which checking could never be regarded as prior, but which would be subject to
"ex post facto"” checking.

1.2. On the basis of the inventories received from the Data Protection Officers, the
EDPS identified priority topics, namely data processing operations in
disciplinary, staff evaluation and medical files.

1.3. On 30 November 2004 the EDPS wrote to the DPO at the Court of Justice of the
European Communities, asking to be notified of the data processing operations
which fell within the scope of the priority topics.

1.4. On 4 August 2005, the EDPS received the notification for prior checking
regarding data processing in the context of the use of the "SUIVI des traductions"
application.

1.5. Questions were asked on the following dates: 8 September 2005, 19 September
2005 and 15 November 2005. Answers were received on 16 September 2005,
14 November 2005 and 21 December 2005 respectively.

2. Examination of the case
2.1. The facts

SUIVI is an Oracle database for the entire management of the workflow of the Translation
Directorate.

Data on work rates are collected and processed in order to draw up periodical reports on
officials and temporary staff in the Directorate, in accordance with Article 43 of the Staff
Regulations of Officials of the European Communities, Article 15(2) of the Conditions of
employment of other servants of the European Communities, and the Decision of the Court of
Justice of 18 October 2000 adopting the general implementing provisions on staff reports
(Annex 1). The data are also used to analyse the production capacity of the service, particularly
in relation to its workload.
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Those concerned by this processing are the legal/linguistic experts, proofreaders and secretaries
in the twenty language units of the Translation Directorate.

The various sorts of data which might be used in connection with the productivity of officials
and other staff in the Translation Directorate - legal/linguistic experts, proofreaders, and
secretaries - are as follows (see Annexes Il, 111, 1V and V).

Surname and first name of the person

Unit to which he or she belongs

Category (LA, B or C)

Production (number of pages translated, revised, corrected or typed) by court (Court of Justice
or Court of First Instance)

Types of document processed

Type of processing

Original language of translated documents

Translation deadlines

Production period (see Annexes Il and I11: for example from 1.1.2004 to 31.12.2004)
Weighting (division by 2 of number of revised pages)

Working days during a reference period (working days - part-time, corrected by dates of arrival
and departure)

Effective days during a reference period [working days following deduction of leave and
absences (The table relating to days of service (Annex Il of the dossier) shows that the cause of
absence is specified as follows: annual leave, special or maternity leave, sickness, mission,
training, other, public holidays)].

Staff in the Translation Directorate are individually informed of the personal data concerning
their work rate in their annual periodical reports. In addition, every official or other member of
staff may have manual access to the personal data concerning them in the SUIVI application
upon request to the data controller. In practice, this happens regularly in respect of work rate
data.

It is intended that in future all members of staff will be able to access directly the personal data
concerning them in the SUIVI application, via the Intranet. Access will be protected by a
password. The technical implications of this direct access via the Intranet are currently being
studied.

If a data subject considers that his personal work rate data are not correct, he may ask for them
to be corrected (e.g., as regards the number of effective days, or the production figure). This
correction is made following verification.

The information listed in Article 11 of the Regulation will be provided to staff when direct
access is established and introduced, and whenever anyone accesses their personal data (pop-up
window).

The procedure is partly manual and partly automatic. The head of the secretariat or management
assistant in each language unit enters data in SUIVI concerning the activities of officials as
regards documents handled, on the basis of the worksheet for each translation request (Annex
VI).



The secretariat of the Translation Directorate enters in SUIVI the data needed to calculate
working days and effective days. Absences for training are entered directly in SUIVI by a
secretary in the General Services Division.

The surname and first name, date of birth, unit, staff number, post and status under the Staff
Regulations can be entered in SUIVI automatically from the personnel management database of
the institution.

In the case in hand, after each reporting exercise, the heads of unit destroy the tables distributed
to them. However, the data sources are kept. After asking an additional question, the EDPS was
informed that the period for which data have to be kept in the SUIVI database depending on
their purpose is currently under consideration.

The new Staff Regulations create new obligations for the administration as regards the
evaluation of an official's career: the certification and attestation procedures, and the possibility
of promotion for officials who were previously at the end of their career paths. These procedures
reflect the progress of officials' careers over what may be long periods, and require all the
information on which evaluation is based to be kept, for example to make possible a
comparative examination of situations and a complete overview of the service of every official
concerned.

The internal annual promotions mechanism takes account of an official's entire career in his
grade before promotion. This overall view may be a determining factor in the rate at which his
career progresses. On the other hand, once an official has been promoted, the retention of the
data on which his promotion was based is no longer necessary.

To meet these obligations, the administration must have comprehensive data on which to justify
the decisions it takes.

For this reason, the data controller has emphasised that it is difficult to determine a fixed period
for the retention of data. Only experience will show what is the minimum retention period
allowing data to be deleted as soon as possible while at the same time ensuring that there is fair
and transparent handling of officials' careers, on the basis of all the relevant information.

At the end of every promotions exercise, the data concerning those officials who have been
promoted may be erased.

Access to the data is restricted to those persons who are involved in evaluating officials, namely
the Director for translation, the two deputy Directors and the head of the unit concerned.

The data are not transferred to third countries or international organisations.
Security measures have been taken.

2.2. Legal aspects

2.2.1.  Prior checking

The management of work rate data constitutes processing of personal data ("any information
relating to an identified or identifiable natural person™ - Article 2(a)). The data processing is



carried out by an institution in the exercise of activities which fall within the scope of
Community law (Article 3(1)), and it is done wholly or partly by automatic means or involves
data intended to form part of a filing system (Article 3(2)). It therefore falls within the scope of
Regulation (EC) No 45/2001.

This case relates to processing activities in the context of use of the SUIVI application. The
EDPS has already issued an opinion in case 2004-0279 concerning "SUIVI: Sick leave of
Translation Directorate™. The area to be evaluated in the present case, as in case 2004-0279, is
defined by the purpose of the processing, i.e. the drawing up of a periodical report on officials
and other staff of the Translation Directorate in accordance with the Staff Regulations, and the
checking of absences on grounds of sickness, respectively.

Article 27(1) of Regulation (EC) No 45/2001 imposes prior checking by the EDPS on all
"processing operations likely to present specific risks to the rights and freedoms of data subjects
by virtue of their nature, their scope or their purposes”.

Article 27(2) of the Regulation contains a list of processing operations likely to present such
risks.

This case qualifies for prior checking (Article 27(2)(b)) since it involves "processing operations
intended to evaluate personal aspects relating to the data subject, including his or her ability,
efficiency and conduct™ (Article 27(2)(b) of the Regulation). The processing carried out using
SUIVI is "intended" to evaluate the efficiency of officials, even if decisions on reports are not
made solely on the basis of the results from SUIVI.

In principle, checks by the European Data Protection Supervisor should be conducted prior to
the introduction of the data processing operation. In this case, since the European Data
Protection Supervisor was appointed after the system was created, the check necessarily has to
be ex post facto. However, this does not alter the fact that it would be desirable for the
recommendations issued by European Data Protection Supervisor to be implemented.

The DPOQO's notification was received on 4 August 2005. In accordance with Article 27(4),

this opinion had to be delivered within two months, i.e. by 5 October 2005. The procedure was
interrupted for 100 days. The Supervisor therefore has to deliver his opinion by 13 January
2006.

2.2.2. Legal basis and lawfulness of the processing operation

Processing is carried out on the legal basis of Article 43 of the Staff Regulations of Officials of
the European Communities (the Staff Regulations), Article 15(2) of the Conditions of
employment of other servants of the European Communities (the Conditions of employment),
and the Decision of the Court of Justice of 18 October 2000 adopting the general implementing
provisions on staff reports (the Decision of the Court).

Article 43 of the Staff Regulations states that: "The ability, efficiency and conduct in the service
of each official shall be the subject of a periodical report made at least once every two years as
provided for by each institution in accordance with Article 110. Each institution shall lay down
provisions conferring the right to lodge an appeal within the reporting procedure, which has to
be exercised before lodging a complaint as referred to in Article 90(2).



As of grade 4, for officials in function group AST, the report may also contain an opinion as to
whether, on the basis of performance, he has the potential to carry out an administrator's
function.

The report shall be communicated to the official. He shall be entitled to make any comments
thereon which he considers relevant.”

Article 15 of the Conditions of employment states that: " (...) 2. The provisions of Article 43 of
the Staff Regulations, concerning reports, shall apply by analogy" to the staff referred to in
Article 2(a), (c) and (d).

The Decision of the Court, annexed to the notification, establishes the procedure to be followed
in reporting on staff.

Alongside the legal basis in relation to the Regulation of the lawfulness the processing must also
be considered. Article 5 of the Regulation provides that "Personal data may be processed only
if: (&) processing is necessary for the performance of a task carried out in the public interest on
the basis of the Treaties establishing the European Communities or other legal instruments
adopted on the basis thereof or in the legitimate exercise of official authority vested in the
Community institution or body or in a third party to whom the data are disclosed (...)."

In the present case, the legislative acts mentioned above relate to the exercise of a task carried
out in the public interest, such as the evaluation of the ability, efficiency and conduct of officials
and other staff of the European institutions.

That being so, the proposed processing is therefore lawful.
2.2.3. Data quality

"Personal data must be adequate, relevant and not excessive in relation to the purposes for
which they are collected and/or further processed” (Article 4(1)(c) of the Regulation).

The data processed in the "SUIVI des traductions” application, described in paragraph 2.1 of
this opinion, must be considered as fulfilling these conditions for processing, since they do not
include data other than those directly connected with the work rate of the data subject.

The data must also be "processed fairly and lawfully” (Article 4(1)(a) of the Regulation).
Lawfulness has already been considered in paragraph 2.2.2 of this opinion. As for fairness, this
relates to the information which must be transmitted to the data subject (see paragraph 2.2.7
below).

Finally, the data must be "accurate and, where necessary, kept up to date; every reasonable step
must be taken to ensure that data which are inaccurate or incomplete, having regard to the
purposes for which they were collected or for which they are further processed, are erased or
rectified” (Article 4(1)(d) of the Regulation).

The notification for prior checking sent by the DPO of the Court of Justice specifies that if a
person considers that his personal work rate data are not correct, he may ask for them to be
corrected (for example as regards the number of effective days, or the production figure). This
correction is made following verification.



2.2.4. Processing of special categories of data

Article 10(1) provides that "the processing of personal data revealing racial or ethnic origin,
political opinions, religious or philosophical beliefs, trade-union membership, and of data
concerning health or sex life, are prohibited".

The table on days of service (Annex I11) shows that the cause of absence is specified as follows:
annual leave, special or maternity leave, sickness, mission, training, other, public holidays. The
term "sickness" implies data on health, and a justification under Article 10(2) of the Regulation
must therefore be found to authorise its processing.

Article 10(2) reads as follows: "paragraph 1 shall not apply where: (...)(b) processing is
necessary for the purposes of complying with the specific rights and obligations of the controller
in the field of employment law insofar as it is authorised by the Treaties establishing the
European Communities or other legal instruments adopted on the basis thereof (...)".

This point has already been covered in case 2004-0279, mentioned in paragraph 2.2.1 above,
which noted that "The Directorate has also justified the inclusion of this element in the data
base on the grounds that, in a notation exercise or in view of promotion, it enables the persons
involved in this exercise to have a more precise picture of the personal circumstances of data
subjects and to take this into account when evaluating them or establishing proposals for
promotions” (Opinion of 15 November 2005, case 2004-0279, page 5).

Paragraph 2.2.2 of this opinion sets out the legal basis for the reporting exercise, and thus the
inclusion of this data is justified in the light of Article 10(2)(b) of the Regulation. Nonetheless,
the EDPS would like to stress that specific guarantees must be provided to ensure that such data
is not used to the detriment of the data subject. For example, the information provided to the
data subject must specify the existence of such data and the purpose for which they are to be
used. Those who have access to such data must use them strictly for the purpose for which they
were collected (see the opinion of 15 November 2005, case 2004-0279, page 5).

2.2.5. Retention of data

Personal data must be "kept in a form which permits identification of data subjects for no longer
than is necessary for the purposes for which the data were collected or for which they are
further processed (...)" (Article 4(1)(e) of the Regulation).

As already indicated in paragraph 2.1, the period for which data will be retained has not yet
been determined. The EDPS notes this, and would like to stress how important it is for this
period to be determined as soon as possible. Account must be taken of the fact that the purpose
of the processing is the reports and promotion of officials and other staff. The data must be
retained, in principle, until the evaluation and promotion exercises have taken place, and until
the end of the period in which reports and promotions may be contested. A more precise time-
limit should be determined as soon as possible on the basis of this practice. After that period the
data must be deleted.

The data are not kept for historical, statistical or scientific purposes (Article 4(1)(b)).



2.2.6. Processing including the staff number or identification number

Article 10(6) of the Regulation provides that the European Data Protection Supervisor shall
determine the conditions under which a personal number or other identifier of general
application may be processed by an institution. The official's staff number is collected and
processed in the context of this procedure, and Article 10(6) therefore applies. However, it
should be pointed out that there is no need to examine how the staff number is used in general,
but only how it is used in the current case.

The use of an identifier is in itself no more that a means - a legitimate one, in this case - to
facilitate the work of the personal data controller; however, such use may have significant
implications. This is what induced the European legislator to control the use of identifiers in
Article 10(6) of the Regulation, which provides for the involvement of the European Data
Protection Supervisor. In this case, the use of the staff number may have the result of allowing
data processed in different contexts to be linked. The use of identifiers is reasonable since its use
is a means to facilitate the processing task.

2.2.7.  Provision of information to the data subject

The Regulation stipulates that the data subject must be informed when his personal data is
processed, and lists points which must be included in the information provided. In the current
case, the data are obtained partly from the data subject. Article 11 (Information to be supplied
where the data have been obtained from the data subject) and Article 12 (Information to be
supplied where the data have not been obtained from the data subject) on the provision of
information to the data subject apply in this case.

The EDPS has been informed that the rules laid down in Articles 11 and 12 will be fulfilled in
future by the various means described in paragraph 2.1. The EDPS would like to stress that this
obligation must be complied with as soon as possible, as it is a key element of data protection
and therefore one of the principal responsibilities of the data controller, constituting the
measures necessary to guarantee fair processing in respect of the data subject.

2.2.8. Right of access and rectification

Article 13 of the Regulation provides that there should be a right of access - and lays down the
form it should take - at the request of the data subject. Article 14 of the Regulation gives the
data subject a right of rectification. In the case in hand, any member of staff may, on request,
access his personal data in the SUIVI application. In practice, this happens regularly in respect
of work rate data. It is intended that in future all members of staff will be able to access directly
the personal data concerning them in the SUIVI application, via the Intranet.

If a data subject considers that his personal work rate data are not correct, he may ask for them
to be corrected (e.g. as regards the number of effective days, or the production figure). This
correction is made following verification.

The provisions concerning the right of access and rectification have therefore been complied
with.



2.2.9. Automated individual decisions

SUIVI processes data concerning work rate in an automated fashion, so that a periodical staff
report can be produced. However, report decisions are not based only on the figures produced
by SUIVI. Article 7 of the Court's Decision states that before drawing up the report, the
reporting officer must consult the official's immediate superior, if they are not one and the same
person. He may also consult anyone else he deems appropriate. He must also hold a preliminary
interview with the reportee.

The Court's Decision also provides various procedural guarantees ensuring the official's right to
be heard (see Articles 8, 9, 10, 11 and 12). For example, Article 8 of the Decision stipulates that
the reporting officer must draw up the report and forward it to the reportee within 45 days of the
end of the reference period. The official has ten working days to initial the report and return it to
the reporting officer; he may add any comments he deems to be relevant. Within the same time-
limit, the reportee may refer the matter to the appeal assessor under the conditions set out in
Article 10.

Article 19 of the Regulation provides a guarantee in respect of automated individual decisions,
to ensure that the legitimate interests of the data subject are safeguarded. In the case in hand, the
decision (in this case the evaluation in the report) is not made solely on the basis of automated
processing, since the reporting officer consults the immediate superior of the reportee, and the
official has an opportunity to put his point of view.

2.2.10. Security

The EDPS considers that the security measures described in the notification are adequate in the
light of Article 22 of the Regulation.

Conclusion

The proposed processing does not appear to violate the provisions of Regulation (EC)
No 45/2001, so long as account is taken of the observations set out above. In particular:

e Specific guarantees must be given to ensure that processing operations involving special
categories of data (in this case, data relating to health) are not used to the detriment of
the data subject.

e The period for which data may be retained must be determined. Data must be retained, in
principle, until the reporting and promotion exercises have taken place, and until the end
of the period in which reports and promotions may be contested. A more precise time-
limit should be determined as soon as possible, on the basis of this practice.

e The data subject must be informed when his personal data are processed, in accordance
with Articles 11 and 12 of the Regulation.

Done at Brussels, 13 January 2005

Peter HUSTINX
European Data Protection Supervisor



