EUROPEAN DATA
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Opinion on the notification for prior checking from the Data Protection Officer of the
Committee of the Regionsregarding the " recruitment of officials’.

Brussels, 16 June 2009 (Case 2008-694)

1. Procedure

Notification within the meaning of Article 27(3) of Regulation (EC) No 45/2001 concerning
the "recruitment of officials’ was sent by the Committee of the Regions Data Protection
Officer (DPO) to the European Data Protection Supervisor (EDPS), by letter dated
20 November 2008.

The notification form was accompanied by:

- Decision No 307/04 of the Secretary-Genera of the Committee establishing general
implementing provisions on the criteria applicable to step classification on
appointment or on taking up employment;

- Decision No 037/05 of the Secretary-General of the Committee establishing general
implementing provisions on the procedure governing the engagement and the use of
contract staff;

- theevauation grid for applicants used at recruitment interviews.

Some questions were addressed to the DPO on 19 December 2008. The replies were provided
on 12 February 2009. The draft opinion was sent to the DPO for comments on 9 March 2009.
The comments were received on 9 June 20009.

2. Thefacts
Purpose and legal basis of the processing

The overal purpose of the processing operation under consideration is to select and recruit
new officials and to carry out internal and interinstitutional transfers while complying with the
provisions on conditions of employment laid down in the Staff Regulations of Officials of the
European Communities (Staff Regulations). Those provisions are set out in Article 4 and in
Chapter 1 (Recruitment) of Title I11 of the Staff Regulations.

The secondary purpose, in the case of new officials, is to obtain some of the information
needed to establish the rights of the data subjects on taking up their appointment.

The data controller is the head of the Recruitment and Careers Unit. The department
responsible is the Committee's Recruitment Department.
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This natification concerns only the interna recruitment procedure by the Committee's
departments and does not concern the organisation and conducting of internal or external
competitions. Nor does it concern the storage of personal files.

Description of the processing operation
The procedure for filling a vacant post is as follows:

The first stage is to preselect applicants on the basis of the CVs obtained following
publication of the notice on the post to be filled. If necessary, having exhausted the list of
applicants attracted by the notice of vacancy, the head of unit seeking staff will explore the
possihilities offered by EPSO's ERL database containing successful candidates.

This preselection is on the basis of the admissibility requirements in relation to the conditions
in the vacancy notice. The Recruitment and Careers Unit is responsible for forwarding CVsit
has presel ected to the head of the unit seeking staff and their director.

The second stage is to select the future official by making a further preselection on the basis
of CVs and interviews. That is the responsibility of the unit seeking staff and involves
evauating and comparing the applicants professional skills. More specifically, the
department seeking staff selects candidates for interview from the applications received (or
from EPSO reserve lists on the basis of CVs if the publication of a vacancy notice has not
yielded the expected result). At the request of the department seeking staff, the Recruitment
and Careers Unit calls the preselected applicants for interview. The head of the department
seeking staff then sends a summary note to the Recruitment and Careers Unit, attaching the
standardised evaluation grids for all the applicants interviewed. Selected applicants are then
informed by letter that they have been successful and those not selected receive a letter of
refusal.

The third stage is actual recruitment. It is a purely administrative function performed by the
Recruitment and Careers Unit. The work done by the medical officer to check that the
applicant is fit for work is not covered by this notification. A recruitment file is created and
will be the basis for the future personal file.

If the applicant selected is already an officia in another Community institution (inter-
ingtitutional transfer), the data subject is sent an informal e-mail when the results of the
selection procedure have been sent to check that they are still interested in the post. When the
official has accepted the informal offer, a letter requesting a transfer is sent to the institution
concerned for assent. Once the institution's assent is received, the applicant is informed of the
date of the transfer. The Committee's transfer decision is drawn up based on the agreement of
the institution of origin. The personal file and a record of the transferred officials leave are
sent to the Committee after the actual transfer.

If the applicant selected is a new official (on the EPSO reserve list), heis called to a medical
examination to check his medical fitness and the appointing decision is drawn up and
submitted to the Secretary General for signing. He is asked to produce official documents so
that his eligibility for the grade proposed can be checked, his persona file prepared and his
entitlements established. Once those documents have been received and the medical clearance
certificate has been forwarded by the Committee's medical officer, the applicant receives a
formal offer of employment signed by the appointing authority (the Secretary-Genera of the
Committee of the Regions) stating the date on which he is to take up service. He is aso
assigned an NUP (unique payroll number) in Reto and encoded in the Centurio database.

Data subjects



The data subjects are successful competition applicants in the process of being recruited and
officials transferred from another EC institution.
Personal data processed

All applicants:

- letter of application

- CV

- certificate of successfully passing an EPSO competition (in the case of new officials)

- offici:ll) document attesting to the grading and status of the officia (transfer of an
offici

Applicants selected for interview:

- standardised evaluation grids
- summary note drafted by the head of the department seeking staff

Successful applicants (applies to new officials only, in the case of atransfer the official'sfileis
transferred):

- Beforetaking up the post:
0 photocopies of attestations relating to professional experience
0 photocopies of diplomas
o theoriginal of arecent extract from criminal records
o medical clearance certificate (supplied by the institution in cooperation with
the European Commission laboratory)
Moreover, the EPSO dossier is sent by the Office to the Committee and includes a
photocopy of an identity card, a photocopy of the qualification giving access to the
competition, aphoto ID and a European CV.

- Ontheday of taking up the post:
0 2 photocopies of the identity card or passport
certificate of nationality (or photocopy of passport)
proof of residence
birth certificate
attestation of military service status
o0 language knowledge certificates
Additional documents to be supplied by applicants who are married and/or have a
child at the time of taking up their appointments:
birth certificate for each child
statement of child benefits received from elsewhere
marriage (or divorce) certificate
spouse's recent payslip or statement of taxable annual income
atestation that the applicant or his spouse is not receiving a household
allowance from elsewhere

O 00O

(@]

O 00O

Information to the data subject



The department responsible does not provide any information to data subjects on the
protection of their personal data. The information supplied by EPSO is considered adequate.

Data-storage medium
Documents are kept only on paper.
Recipients or categories of recipient to whom the data may be disclosed

The data recipients are officials and other staff in the Recruitment and Careers Unit. In
addition to the department responsible, the head of unit and director of the department seeking
staff and those conducting the selection interview receive applicants CVs.

The evaluation grids and the summary note are drafted by those conducting the selection
interview.

Where an official istransferred to another ingtitution, his personal file will be transferred.
Personal data storage policy

All data relating to all applicants (CVs, internal notes, summary note, evaluation grids) are
kept for five years so as to be able to reply to any requests from the Internal Audit department
or the Court of Auditors.

Data relating to the applicants appointed are put into their persona files, the persond
documents supplied by the recruited applicants are stored by the Recruitment and Careers
Unit throughout their career at the Committee.

Storage for historical, statistical or scientific purposesis not envisaged.
Measures taken to ensure security of processing

Security measures have been taken. [...]

3. Legal aspects
3.1. Prior checking

The notification describes processing of personal data. Applicants personal data are collected
and processed within the meaning of Articles2(a) and 2(b) of Regulation (EC) No 45/2001.
The data processing in question is carried out by the Committee in the exercise of activities
which fall within the scope of Community law (Article 3(1)). The processing is both manual
and automatic, and the data are intended for inclusion in a filing system as defined in
Article 2(c) of the Regulation: "any structured set of personal data which are accessible
according to specific criteria”. The processing therefore falls within the scope of Regulation
(EC) No 45/2001.

Article 27(1) of Regulation (EC) No 45/2001 requires prior checking by the EDPS of al
"processing operations likely to present specific risks to the rights and freedoms of data
subjects by virtue of their nature, their scope or their purposes’.

Article 27(2) contains a list of processing operations likely to present such risks, such as
"processing of data relating to health and to suspected offences, offences, criminal
convictions or security measures" (Article 27(2)(a)) and "processing operations intended to
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evaluate personal aspects relating to the data subject, including his or her ability, efficiency
and conduct” (Article 27(2)(b)). In question are persona data processed in order to evaluate
personal aspects relating to the data subjects, namely their suitability for employment at the
Committee. Furthermore, since data relating to criminal convictions and health will also be
collected, the processing operation is likely to present risks under Article 27(2)(a). This
processing operation therefore falls within the scope of the prior checking procedure on
several grounds.

This prior check is limited to the recruitment of officials, i.e. to the filling of staff posts by the
Committee's departments. This opinion therefore does not cover the medical examination to
determine whether applicants are fit or competitions organised by EPSO.

In principle, checks by the EDPS should be performed before the processing operation is
implemented. In this case, the check is necessarily ex post. This does not make it any the less
desirable that the recommendations issued by the EDPS be implemented.

The DPO's notification was received on 20 November 2008. Under Article 27(4) of the
Regulation, this opinion must be delivered within two months of that date. The period
allowed for delivery of the EDPS's opinion was suspended for 55 + 92 days, so the EDPS will
deliver his opinion no later than 17 June 2009.

3.2. Lawfulness of the processing

The lawfulness of the processing operation must be examined in the light of Article 5(a) of
Regulation (EC) No 45/2001, which stipulates that the processing must be "necessary for the
performance of a task carried out in the public interest on the basis of the Treaties
establishing the European Communities or other legal instruments adopted on the basis
thereof or in the legitimate exercise of official authority vested in the Community institution”.

Recital 27 stipulates that "(...) the performance of tasks carried out in the public interest by
the Community institutions and bodies includes the processing of personal data necessary for
the management and functioning of those institutions and bodies."

For the Committee to be well managed and to run smoothly, it is necessary for it to recruit
officials possessing the highest levels of skills, performance and integrity, and to fill vacant
posts by internal or interinstitutional transfer. These procedures are based on the Staff
Regulations, which in turn are based on the Treaties establishing the European Communities.
The processing operation is therefore lawful.

The legal basis for the processing operation is set out in Chapter 1 (Articles 27 to 34) of Title
11 and in Article 4 of the Staff Regulations. The legal basis thus supports the lawfulness of
the processing.

3.3. Processing of special categories of data

Article 10(1) of the Regulation provides that "the processing of personal data revealing racial
or ethnic origin, political opinions, religious or philosophical beliefs, trade-union
membership, and data concerning health or sex life is prohibited" unless grounds can be
found in Article 10(2) or 10(3).

As regards the data relating to health, and more specifically the medical clearance certificate
forwarded by the Medical Service, the processing is justified by virtue of Article 28(e) and
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Article 33 of the Staff Regulations, and therefore complies with Article 10(2) of the
Regulation.

If, because of a disability, the applicant requests special facilities for the interview, that data
should be deleted once it is no longer necessary for the purposes of recruitment or
reimbursement. However, special categories of data in the application file of a successful
applicant may be transferred into his personal file if it proves necessary to provide specia
facilities throughout his employment.

In principle, the Committee does not collect other special categories of data; however,
applicants may themselves reveal special categories of data, for example if they
spontaneously communicate information about their political opinions, religious or
philosophical convictions or trade-union membership in the letter setting out reasons for their
application or the attached CV. If so, the controller should, as far as possible, delete such
information on receipt.

The justification for the processing of data concerning offences, crimina convictions or
security measures is taken from Article 28(c) of the Staff Regulations, and therefore complies
with Article 10(5) of the Regulation, which stipulates that the "processing of data relating to
offences, criminal convictions or security measures may be carried out only if authorised by
the Treaties establishing the European Communities or other legal instruments adopted on the
basis thereof or, if necessary, by the European Data Protection Supervisor, subject to
appropriate specific safeguards.”

3.4. Data quality

Personal data must be "adequate, relevant and not excessive in relation to the purposes for
which they are collected and/or further processed" (Article 4(1)(c)). In principle, the data
required are necessary for the procedure for recruiting officials to be properly run. In this
respect the EDPS considers that the conditions imposed by Article 4(1)(c) of Regulation (EC)
No 45/2001 appear to be fulfilled.

As regards the birth certificate, it has not, however, been shown that the data contained in it
are adeguate and not excessive in relation to the purpose of the processing. The data it contains
are in principle redundant given the data appearing on the passport or identity card. If the birth
certificate contained other data (e.g. the fact that the data subject was adopted, a change of
surname, parents' occupations, etc.), the collection of such data would be excessive in relation
to the purpose of the processing. The EDPS therefore asks the Committee not to request birth
certificates of persons recruited except where it is impossible to obtain a copy of the passport
or identity card.

Particular attention should also be drawn to the obtaining of extracts from criminal records or
equivalent documents (certificates of good conduct, certificates from the police, etc.). The
EDPS notes that such documents have different names and very different content from one
Member State to another. In some Member States, those documents contain information on the
behaviour of the data subject that goes beyond the legitimate purpose of the processing (see
point 3.3 below). While the EDPS considers the collection of such documents lawful in
principle, the controller should analyse in each case whether or not the content of the
documents requested is appropriate for the purpose specified in Article 28 of the Staff
Regulations.

Moreover, the data must be "processed fairly and lawfully® (Article 4(1)(a) of the
Regulation). Lawfulness has already been considered in point 3.2 of this opinion. As for
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fairness, this relates to the information which must be transmitted to the data subject
(point 3.8).

Personal data must also be "accurate and where necessary kept up to date". The Regulation
further provides that "every reasonable step must be taken to ensure that data which are
inaccurate or incomplete, having regard to the purposes for which they were collected or for
which they are further processed, are erased or rectified" (Article 4(1)(d)). The system itself
helps to ensure that data are correct, in that it is the responsibility of the applicants themselves
to produce the applications and the responsibility of the successful applicants to produce the
documents needed to establish their entitlements. Moreover, the data subject must have the
right to access and rectify data in order to ensure that they are kept up to date and that the file
is as complete as possible. This is a second way of ensuring the quality of the data. See
point 3.7 below on the rights of access and rectification.

3.5. Data storage

Article 4(1)(e) of Regulation (EC) No 45/2001 establishes the principle that "personal data
must be kept in a form which permits identification of data subjects for no longer than is
necessary for the purposes for which the data were collected or for which they are further
processed"”.

For the record, the procedure for storing data makes a distinction between persons recruited
and persons not recruited.

Asto thefiles of applicants not recruited, the EDPS considers that in this particular processing
operation, the storage period of five years is reasonable in relation to the purpose of the
processing. This storage period is necessary to deal with any complaints to the Ombudsman or
the EDPS, for appeals to the Court of Justice and for the requirements of audit services that
might need access to the data under Article 49 of the implementing rules for the Financia
Regulation.

Some elements of the application files of persons recruited are kept in their personal files. In a
similar case, the EDPS considered that it was reasonable to set the storage period at 10 years,
starting from the moment when the official leaves or after the last pension payment. This
would apply to those parts of application files stored in personal files. This long-term data
storage in personal files will have to be accompanied by appropriate safeguards. The data kept
are personal.

The EDPS requests that a specific period be set for storing extracts from the criminal record or
equivalent documents kept in personal files. Any offences committed by the data subject will
be gradually deleted from the records of the Member State concerned, according to criteria set
by that State. The Committee cannot keep these data longer than the Member State in
question. Keeping the data in the long term would not respect the right to oblivion or the right
to erasure of criminal records, rights which the Member States share. Furthermore, a clean
criminal record is clean at the specific time when it is issued and its acquisition meets a
requirement of the official's being appointed. This condition is laid down in Article 28 of the
Staff Regulations, in the "Recruitment” chapter. The criminal record is therefore strictly
necessary for the recruitment of the official, and once this has taken place, there is no need to
keep the criminal record. The EDPS therefore requests that the Committee not keep the extract
from the criminal record after recruitment. An attestation like that following the medical
examination would be adequate as a supporting document.



3.6. Transfer of data

The processing operation should aso be scrutinised in the light of Article 7(1) of Regulation
(EC) No 45/2001. The processing covered by Article 7(1) is the transfer of personal data
between or within Community institutions or bodies "if the data are necessary for the
legitimate performance of tasks covered by the competence of the recipient”.

The EDPS considers that Article 7(1) is complied with as regards the transfer of applicants
CVsto the head of unit and director of the department seeking staff and those conducting the
selection interview. They need the datain order to select staff.

Access may also be granted to the bodies authorised to carry out external checks, such as the
Court of Auditors and OLAF. In addition, the courts with jurisdiction, the European
Ombudsman and the EDPS may, on request, receive copies of items from those files in the
context of an appeal or a complaint. The EDPS considers that data transfers carried out under
the above conditions are necessary for the legitimate performance of tasks assigned to the
recipients. The requirements set out in Article 7 of the Regulation are therefore fulfilled.

Moreover, Article7(3) of Regulation (EC) No 45/2001 provides that "the recipient shall
process the personal data only for the purposes for which they were transmitted”. A reminder
should be provided that no-one receiving and processing data in the context of the selection
procedures for officials of the institutions may use them for other purposes.

3.7. Rights of access and rectification

Article 13 of Regulation (EC) No 45/2001 makes provision, and sets out the rules, for right of
access at the request of the data subject. Under Article 13 of the Regulation, the data subject
has the right to obtain from the controller, without constraint, communication in an intelligible
form of the data undergoing processing and any available information as to their source.
Article 14 of the Regulation allows the data subject aright of rectification. In addition to being
given access to their personal data, data subjects may also have the data amended if necessary.

The EDPS notes that the Committee has not set up a formal procedure to make it possible for
those rights to be exercised.

The EDPS notes that applicants must have access to their whole file, including the notes and
evaluation grids on them drafted by the selection board. The EDPS is aware of the limits on
that right of access. Those limits may be justified, in accordance with Article 20(1)(c), by the
protection of the rights of others, both other applicants and the members of the various
selection bodies. Thus, data relating to individual members of those bodies and any
comparative data relating to other applicants cannot be made available to applicants.

Asto theright of rectification, it applies only to factual data. Notes and assessments which are

made at the discretion of selection bodies may not be "rectified” by the data subject other than
through appeal or complaint procedures.

3.8. Information to be given to the data subject



Regulation (EC) No 45/2001 provides that the data subjects must be informed when their
personal data are processed and lists a series of specific items of information that must be
provided. Article 11 (Information to be supplied where the data have been obtained from the
data subject) on informing the data subject applies in the case in point since the data subject
provides some of the data collected. Article 12 (Information to be supplied where the data
have not been obtained from the data subject) on information to be given to the data subject
also applies in this case, since information is collected from the different participants in the
process, particularly the Medical Service, EPSO or members of the selection panel.

However, it appears that no specific information on the processing operation in relation to
recruitment is provided to the data subjects. Articles 11 and 12 are nevertheless vital in
ensuring fair data processing for the data subject. The EDPS therefore asks the Committee to
provide all data subjects (applicants for the posts to be filled) with the information listed in
Articles 11 and 12 of the Regulation in a comprehensive manner, specifically relating it to the
processing operation under consideration. Such information could be provided, for example, in
a specific privacy statement attached to every vacancy notice and enclosed with each call for
interview. Such a statement could aso be posted on the Committee web page where vacancy
notices are published.

3.9. Security

Article 22 of Regulation (EC) No 45/2001 provides that the controller must implement
appropriate technical and organisational measures to ensure a level of security appropriate to
the risks represented by the processing and the nature of the personal data to be protected.
Those security measures must in particular prevent any unauthorised disclosure or access.

Given the available information, the EDPS has no reason to think that the Committee has not
implemented the security measures required by Article 22 of Regulation (EC) No 45/2001.

Conclusion

The proposed processing operation does not seem to involve any breach of the provisions of
Regulation (EC) No 45/2001, provided that account is taken of the observations made above.
This means, in particular, that the Committee should:

e remind the department responsible of the limits on obtaining extracts from criminal
records;

e refrain from collecting the birth certificates of persons recruited;

e not keep extracts from criminal records after the recruitment procedure;

e review the period for which data are kept in personal files, in the light of point 3.5 of this
opinion;

e issue areminder that no-one receiving and processing data in the context of the selection
procedures for officials of the institutions may use them for other purposes,

e guarantee the right of access to data, including the evaluations carried out during the
recruitment procedure;

e guarantee theright to rectification of factual data;



e ensure that data subjects are fully provided with al the information listed in Articles 11
and 12 of the Regulation.

Done at Brussels, 16 June 2009
(Signed)

Giovanni BUTTARELLI
Assistant European Data Protection Supervisor
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