PSA THE PRIVACY BY DESIGN APPROACH OF
DEUTSCHE TELEKOM

Frank Wagner, VP Business, Services & Infrastructure

Deutsche Telekom Group Privacy
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DATA PRIVACY, LEGAL AFFAIRS & COMPLIANCE (DLC)
ORGANIZATION

Antitrust Law (GPRA) Board Member Support

Group Group Group Group Group
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GROUP PRIVACY ORGANIZATION

Our goal: Privacy is an integrated part of the brand Telekom
Our mission: Creating areas of trust!

Top Excellence Compete - Transform - Innovate
Trust Simplicity

Privacy by Design Innovation by cooperation

Organization Internal & External Interfaces

GROUP PRIVACY - GROUP DATA PRIVACY OFFICER (Dr. Uimer) International

Privacy
. \ Oraanization /
Security Board / GHS-
CONSUMER, EMPLOYEES, BUSINESS, PRIVACY STRATEGY &
PRODUCTS & COMMUNI- SERVICES & AUDITS & STEERING Units
PARTNERING CATIONS & INFRA- STANDARDS (Schrief) PRIVACY Grou p

(Kluin) AWARENESS STRUCTURE (Lichtenberg) OFFICERS .
(Eichhorn) (Kern) INTERNATIONAL Prlvacy
BUSINESS UNITS/

SUBSIDIARIES Operating Units Councils
PRIVACY-COORDINATORS o
Associations and
Regulators
DATA PRIVACY BRIDGEHEADS
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PRIVACY & SECURITY ASSESSMENT (PSA)
PSA CATEGORY

A project . C A project

© pe—esreRrewenl Oc|-declaration and individual release Involvement of a project
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% C project SpOt check C project
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relevant to data privacy relevant to security
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PRIVACY & SECURITY ASSESSMENT (PSA)
PSA CATEGORY C

Categorization Self certification
(tool-based) (specialist
department)
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C projects: Irrelevant

Spot checks by the Data Privacy, Legal Affairs, and Compliance Board department

. I moEn LIFE IS FOR SHARING. PSA - the privacy by design approach of Deutsche Telekom



PRIVACY & SECURITY ASSESSMENT (PSA)
PSA CATEGORY B

Self certification If applicable, review by local
(specialist Project Security Manager and

Categorization
local Chief Privacy Officer

(tool-based) department)

M\ Feasibility @, Implement. 2 Live operation

B projects: Self-assessment (+ review)
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PRIVACY & SECURITY ASSESSMENT (PSA)

PSA CATEGORY A

Security

Categorization
(tool-based)

-@ Feasibility

A projects: Consultation/review by GIS
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Initial
nsultation guidelir

Personal initial consultation,
verification and validation of
categorization

P idea B> Feashbilly

A projects: Consultation/review by (4R

GPR framework approval based on test
report from initial consultation

Reality checks through optional focus
audits *)

Implement.

Live operation

Confirmation of implementation by
specialist department + GPR approval

\ N\

Self certification (specialist

department)

GPR - Group Privacy; GIS - Group IT Security

*) Once a decision has been made by the CPO (Chief Privacy Officer), the
focus audit can either take place before or after gate 3.
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DEUTSCHE TELEKOM CLEAR LEADER IN CUSTOMER TRUST

Which company do you consider to be trustworthy when it comes to dealing with personal data?

Survey conducted by IfD Allensbach (/nstitut fiir Demoskopie), June 2014
46%

240/0 240/0 240/0 230/0

21% 21% 21%
- > - 19% 18% 179
o
15%
11 %
9% 8%

Telekom Microsoft Apple Vodafone Web.de eBay E-Plus  Amazon 02 &1 Google  Yahoo Alice  Facebook
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THANKYOU!

-
frank.wagner@telekom.de



