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This Opinion outlines the position of the EDPS on the Proposal for a Regulation of the
European Parliament and of the Council on strengthening the security of identity cards of
Union citizens and of residence documents issued to Union citizens and their family members
exercising their right of free movement.

In this context, the EDPS observes that the Commission has clearly chosen to prioritise the free
movement aspects of the Proposal and to treat the security-related objective as corollary. The
EDPS remarks that this might have an impact on the analysis of necessity and proportionality
of the elements of the Proposal.

The EDPS supports the objective of the European Commission to enhance the security
standards applicable to identity cards and residence documents, thus contributing to security of
the Union as a whole. At the same time, the EDPS considers that the Proposal does not
sufficiently justify the need to process two types of biometric data (facial image and
fingerprints) in this context, while the stated purposes could be achieved by a less intrusive
approach.

Under the EU legal framework, as well as within the framework of Modernised Convention
108, biometric data are considered sensitive data and are subject to special protection. The
EDPS stresses that both facial images and fingerprints that would be processed pursuant to the
Proposal would clearly fall within this sensitive data category.

Furthermore, the EDPS considers that the Proposal would have a wide-ranging impact on up
to 370 million EU citizens, potentially subjecting 85% of EU population to mandatory
fingerprinting requirement. This wide scope, combined with the very sensitive data processed
(facial images in combination with fingerprints) calls for close scrutiny according to a strict
necessity test.

In addition, the EDPS acknowledges that, given the differences between identity cards and
passports, the introduction of security features that may be considered appropriate for passports
to identity cards cannot be done automatically, but requires a reflection and a thorough analysis.

Moreover, the EDPS wishes to stress that Article 35(10) of the General Data Protection
Regulation (hereinafter d a m)d would be applicable to the processing at hand. In this
context, the EDPS observes that the Impact Assessment accompanying the Proposal does not
appear to support the policy option chosen by the Commission, i.e. the mandatory inclusion of
both facial images and (two) fingerprints in ID cards (and residence documents). Consequently,
the Impact Assessment accompanying the Proposal cannot be considered as sufficient for the
purposes of compliance with Article 35(10) GDPR. Therefore, the EDPS recommends to
reassess the necessity and the proportionality of the processing of biometric data (facial image
in combination with fingerprints) in this context.

Furthermore, the Proposal should explicitly provide for safeguards against Member States
establishing national dactyloscopic databases in the context of implementing the Proposal. A
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provision should be added to the Proposal stating explicitly that the biometric data processed
in its context must be deleted immediately after their inclusion on the chip and may not be
further processed for purposes other than those explicitly set out in the Proposal.

The EDPS understands that using biometric data might be considered as a legitimate anti-fraud
measure, but the Proposal does not justify the need to store two types of biometric data for the
purposes foreseen in it. One option to consider could be to limit the biometrics used to one (e.g.
facial image only).

Moreover, the EDPS would like to underline that it understands that storing fingerprint images
enhances interoperability, but at the same time it increases the amount of biometric data
processed and the risk of impersonation in case of a personal data breach. Thus, the EDPS
recommends to limit the fingerprint data stored on the documents chip to minutiae or patterns,
a subset of the characteristics extracted from the fingerprint image.

Finally, taking into account the wide range and potential impact of the Proposal outlined above,

the EDPS recommends setting the age limit for collecting children's fingerprints under the
Proposal at 14 years, in line with other instruments of EU law.
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Having regard to the Treaty on the Functioning of the European Union, and in particular Article
16 thereof,

Having regard to the Charter of Fundamental Rights of the European Union, and in particular
Articles 7 and 8 thereof,

Having regard to Regulation (EU) 2016/679 of the European Parliament and of the Council of
27 April 2016 on the protection of natural persons with regard to the processing of personal
data and on the free movement of such data, and repealing Directive 95/46/EC (General Data
Protection Regulation)?,

Having regard to Regulation (EC) 45/2001 of the European Parliament and of the Council of
18 December 2000 on the protection of individuals with regard to the processing of personal
data by the Community institutions and bodies and on the free movement of such data®, and in
particular Articles 28(2), 41(2) and 46(d) thereof,

Having regard to Directive (EU) 2016/680 of the European Parliament and of the Council of
27 April 2016 on the protection of natural persons with regard to the processing of personal
data by competent authorities for the purposes of the prevention, investigation, detection or
prosecution of criminal offences or the execution of criminal penalties, and on the free
movement of such data, and repealing Council Framework Decision 2008/977/JHA®,
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1. On 17 April 2018, the European Commission (hereinafter 2 | £ =~ - «)dsfiet] the§ - -
Proposal for a Regulation of the European Parliament and of the Council on strengthening
the security of identity cards of Union citizens and of residence documents issued to Union
citizens and their family members exercising their right of free movement® that aims to
improve the security features of EU citizens' identity cards and non-EU family members'
residence cards (hereinafter 2 | £ =m°.- ®- + ~ 2

2. This proposal for a Regulation is part of the Action Plan of December 2016 “? - =+ 2 ° £ 2 ¥ 2 | |
21 £E=Db3%3°-®E£~-=°££®- 7t £ =(lkreimaftér° > £2 2 2 § & «£ M2 =
afif« £ 5,3nGvhith $he Commission identified actions to address the issue of
document security, including identity cards and residence documents, in the context of
recent terrorist attacks in Europe.

3. ID cards play an important role to secure the identification of a person for administrative
and commercial purposes, which has been underlined by the Commission in its
Communication adopted on 14 September2016? b = | ~=j 8§ - ¥ =+ £ 3 ° §2 . =§ - =-
§«®°-"£¢6=8-0-°«~28-a=£Fj | ~-¥£=8-=2] £=08¥]
- ° ¢T£ Thetn@ed to improve the security of these documents was also highlighted in
the EU Citizenship Report 2017.
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4. Part of the EDPS’ mission is to advise the Commission services in the drafting of new
legislative proposals with data protection implications.

5. The EDPS welcomes that he had already been consulted informally by the European
Commission on the draft Proposal and was given the opportunity to provide input on data
protection aspects.

OK gb gfsbp=~"ka="| kqgqbug=1 c=qgeb=mo

6. The EDPS notes that the Proposal places great emphasis- -~ =+ £ 3 ° §2 . =~-2¢=2 | £ =

2 £°° - ° & & =—-8¢ £The=Explaterst Memorandum begins by stating that
XEz-+23°8-¥=21! £=4+4£f-3=°08-2| 3=«-£0-=2 2+°=~§ +£8 £=Cff ¥=8 K
~¥~8§-+x2=2£°°-° §i<<¥tﬁ1ﬁhdrstress%s¥hat—-§(£{-‘z¢—|—, FhgEL=C- 3
i2 =8§-=8«®°-"8-¥=2] £=%£]

t £ 3% ° 88« @-§8°+2=——2 =0 ~

§-=+3 ®®- °2 8§ =2:£ £=2-|J.~°¢i=U~Theqnﬁnﬂﬁ£i2§'
objective of the Proposal isto  + 2 ° £ = ¥ l E-x=2 1 £=+x£(8%°82 . =4+2 ~-
| ~°8e+3 £¢= =] £« £°=p2~2fr=2.=2! £§°=~2§-

jE« £°=p2~2f£+=2-=1r28§--=j828 £-+t=~-¢=2) £8§° =

g° E£LE=«-" E«E 2

7. The Impact Assessment accompanying the Proposal also mentions other objectives of the

Proposal, including 2 - = °£¢3 j £=¢-j3 «£-2=0°~3¢] = 2-= 8§
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8. The EDPS notes that the legal basis for the Proposal is Article 21(2) TFEU. This provision
states that, X 8§z @ = ~j 2 §- A= - =2 £=1 8- =% |«-3YEKER®?Z- T |
i 28 £1 =2 £=Db3%3°-®E~"=m~°2§~c«
8§ £=@®°-jE£C3°EL£] =~ =~¢
p=- =z£° E£H&F24=2<=R373(£%£f ~
=@o°

~

see below) K

9. At present, the Citizens’ Rights Directive (EU) 2004/38!' ¢ - £+ = - - 2 =° £¥3 a ~2 £ =
~a 0 =«8-8«3 «=1t2 ~a¢~%¢LLP=F-E(EFFCEIE=R? - Z§LEEH - °
asregards ° £ £ 8 ¢ £ = | £ Fsdbied fo gitizefas—of the Union and their non-EU family
members. Consequently, the Directive (EU) 2004/38 ¢ - £ £ = - - 2tlmt th€ idehtify ° £
cards, residence documents delivered to citizens of the Union or residence cards delivered
to non-EU family members of EU citizens j - = 2 ~88 « £ 2 °s&l as alfaeidl mage
of the holder of the card and/or fingerprints in interoperable formats.

T|Page



10. The Proposal aims to strengthen the security of the EU citizens' identity cards and the non-

11.

12.

P

13.

EU family members' residence cards by addingthe j - € ® £ - ° - =8 - @83 £ 8- a=-1¢
¢~2 ~=E2 - =08-¥E£°®° §-2 %=~ Cdelivereddto-theiBcitiems § « ~ ¥ £ F
by Member Statesand8 - =° £+ 8¢ £ - £ = | ~ ° Cwheare nof nationalsoB8a? - = « £ «

Member State. In this respect, the Proposal provides that the identity cards issued by
Member States shall be produced in ID-1 format and comply with the minimum security
standards set out in ICAO Document 9303 (seventh edition, 2015). According to the ICAO
Document 9303 (seventh edition, 2015) (hereinafter 2 | £ =f ~ N | 3 the-bipmietdicE - 2
data will be stored to be used with facial, fingerprint or iris recognition systems'2,

Asregardsthe® £E£ 8 ¢C £ - j £ = ~° ¢ £ =whe ate not matwRl§ of =Mciber £ ° *
States, Article 7(1) of the Proposal states that: X W z§ £+3 §-¥=° £+ 8 ¢C £~ £
«f« £°*=-0=r-18--=]828 £-%t=p| -=~°£=2-2=2~2§
3 +tf£=2  £=t~«f=0-°«~2=~+t=f£+2~ 2/ £¢= . =21 ¢

ol

Nl

|
NMP ML OMMO= 28 ~. §-2¥= ¢- U2£ +FCEn§E="R&EE BB &2 o=-
- ~ 2 §” Foda$, Article 5 of the Regulation (EU) 1030/2002'%, which lays down a
uniform format for residence permits for third country nationals, provides that the

Regulation (EU) 1030/2002 does not apply to, inter alias, 2 }|J8~° ¥ -2 ° . =2 ~2 §- 7 ~2 4
«f« £°+=-p=2! f=zo~«8288§L£+t=-0=j828 £-+t=-0=2]fF
E K KAK &result, at present Article 4a of the Regulation (EU) 1030/2002, which requires

to include in the residence permits for third country nationals a facial image and two

fingerprints as biometric identifiers, does not apply to the third-country nationals who are

members of the families of citizens of the Union.

g, £E=bamp=x3 ®®- °2+t=2] £=- £Ei?G§ESEFE~asEFEFRERE
t2 ~a¢~°¢C+t=~®®28§j ~ 2af£=2- =§¢£ 282 .=j~°¢Cxt=~a¢
+t£i3°82 . =-0=2] Atthe sarfctimeas-sdt cutir=d¢tajl bebovE K| £ = b a mp

i -"x8CE° =2 ~2 =22 REomM8; @L H2L2=-@FFECR 2 F#2=52 2 £
®° - j2f-+=2 - ®E+t=-0= 8§-«£2°8§j=¢C~2~=En~j§~2=8«
M) 82 £=2 | £=%22~2 £¢=®3%3°®-£+£=j-32¢= =~i 8£ £
Ko | I N Nk a= Kb bppfgyv:-

ml oqgf | k f
mol " bppfkd=1c

PKNK pE-+8§2§ £=-~23°f£=-0= §-«£2°§|=¢~2~

The EDPS would like to emphasise that? | £ =®° - | £+ 8 ¥ =- o= §- «£2 °E
8 8§«8§2~28§- a=-a=2] f£=03 a¢~«E£-2~2=°°8¥dndlkke?2 - =®°
any interference with a fundamental right, « 3 +2 = j - « ®2 - = n82 | =2 £=j ° ¢
Ane2§jaf= ROENF= -o= 2! £= "1 ~°2£¢=pha2 cOLHLrxE

E! £° £ 8§ 2~ of2=£" °f* Jrf adldfiSn to being provided for by law, any limitation
must respect the essence of the right and, subject to the principle of proportionality, be
necessary and genuinely meet objectives recognised by the Union or the need to protect the
rights and freedoms of others.
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14. Fingerprints constitute personal data, as they objectively contain unique information about
individuals which allows those individuals to be identified with precision'®. In the EU legal

order, 8- «£2°8j=0¢~2~=~° £ = (réSulti®gfrént specifit tecBhkedl + - - ~ 2

processing relating to the physical, physiological or behavioural characteristics of a natural

person, which~23 8 - p=-°=j - -08°«=2]) £=3 28 3 £=8C¢C£-2808§

~+=0~j8§~2=8«~¥L£+xFrLE2 =2 L=dhjr =FFE¥=-G=2p£ 2 & £
HME2 ) 8§-=21 £=0°~«EUu-"°0C=- oY § CEL2-CRELEEE &L LEEE &
~t=- af£=-0=2] £=+@REL£| 8§~ ¢2L£¥L£28BF +=£ pEBRE" 2+ BE

their processing is prohibited in principle and there are a limited number of conditions
under which such processing is lawful. This specifically applies to biometric data processed
for the purpose of identifyingaperson.q | £E=bamp=+x2° £+ + £+ =2

B8 ¥E£°@®°§~22=2 ) ~2=-38¢= £=0@°-jE£LTEC

H§2! §-=2! §+=2£-128§28 £=¢~2~=] ~2L£¥-°.

15. Consequently, the EDPS stresses the need to ensure that the processing of biometric data

pursuant to the Proposal remains® 8 « 8§ Uff ¢-22=8 + =+ 2 ° §j 2 8 . =P £~j2f££40+ ~ °

- 7 £ % KoBeovér, given the particularly sensitive nature of biometrics data, it will be
necessary to provide for~ ®® ° - ® ° § ~ 2 fsee further Bebw)k ° ¢ +

PKOK t S®PE~-¥8 - ¥=%j - ®RE=~-C=8§«®~j2=-0n=2

16. The EDPS would like to recall that, as provided in the EDPS Necessity Toolkit?* = £ | £ *
§xt=~=03% 2¢~«£-2~2=@R°E=s7E®2EFU? § s =< muEhs

as the right to the protection of personal data. According to case-law, because of the role
the processing of personal data entails for a series of fundamental rights, the limiting of the

fundamental right to the protection of personal data must be strictly necessary. K £ | £ + + § 2 .

+:~aa: £="3+2 80 §8§EC=-=2"! f= ~+8§+=-0o0=-

21 £=0®° - ®- ° 2 §- -~ 2 Netessity is also furjdafinenthl vkeBadsessin@the - K

lawfulness of the processing of personal data. The processing operations, the categories of
data processed and the duration the data are kept shall be necessary for the purpose of the
processing.

17. The Proposal does not require Member States to introduce identity cards or residence
documents where they are not provided for under national law, nor does it affect the
competence of the Member States to issue other residence documents under national law

i§2 .
+846¥z

outside the scope of Unionlaw?!. Thus,2 | £=-£pu=°3 2 £ £=@" - ®8 ¢t ¢ = 8§22
21 £+ f=] £« £°=p2~2f£+=21 ~2=-8°¢_¢. =Glictht £=8§ ¢ £ -

they are compulsory or not.

18. In this context, it is worth underlining that Denmark and the United Kingdom do not issue
identity cards at all. Out of the 26 Members States who do issue identity cards, possession
of such a card is compulsory only in the 15 Member States??. Identity cards issued by 13

Member States currently do not include any biometrics*. In conclusion,3 ®=2 - =P T M= - @ =
QOM=«§%82 §~4=F&=0S=] £« £°+=p2~2f£+=p-3a¢= £=
i - °°E£+®- 1¢C+x=2-=~23¢«- +2 =URB -The37 tillion bitizenst = QQ M=
isthe 2 -2 ~8=338¢« £°=-0=0-2£-28§~2 ORF5njillioRof =! - 2 ¢ £
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whom would be subject to a new obligation to provide fingerprints for identity cards®® (16
Member States). The remaining 195 million of EU citizens, who are already under an
obligation to possess an identity card according to existing national law, would also be
affected by the new requirements — once introduced at EU level, it would not be possible
for Member States to reverse requirements for fingerprints in identity cards through
national measures alone.

.Consequently, 2 | £ = b amp = j +8CEL£° +t=2 ] ~2 uB|FPE=MWS--@- £ ~
§«®~|2:-—-=3®=2-—PTM «8§22a8§.- u=phr=;828, £ =@®-
2 - z«¢~=aC~2-°. 208 -¥E£°q@ 8 FUPLE="1f - 3®§EI£—«.£— «2 K& - £
+t£-12828 £=¢~2~=®°-jE£+xt+£C¢C=En~j 8§~2&gre¥Exrq ¢
+]°328.=~j{-°¢C8-¥=2-=~=4+2°8;2=9fF£]F£++8§2. =2,

PKPK g3 +28n08j~28-4a=p-°=2!£=m°-®-+~2W=-~28- 5
§«®~ (22| F£=«-" £ «E?

. The EDPS notes that the Proposal attempts, on multiple occasion, to present national

identity cards issued by EU Member States to their citizens as 2 £ ¥ ~2 8 . = ~ ¢ =03 o

£ 3 8  ~2af 52 =The-Expl@hatarytM®mofartdum of the Proposal states?’ that the

inclusion of the two biometric identifiers will “~2@ 8§ ¥ = =2 | £=23 £ £a8 = - o= ¢ - j
§8¢C£-282.=j~°¢Cxt=-0=Dpbr=j828, £ax=~-C=°£+8CE |

2 . 21 £=4+2 ~5¢~°¢+=-0| =°£+®F| 28§ £l E—@RE+" +«BB-2°
§++3f£¢=2-=2!18§°¢=j-322°. =93~28§- a~x=py! . =~°f=

+ 1

. The Proposal refers to identity cards and passports almost interchangeably in relation to

exercising the right of free movement by EU citizens (and their family members) and

introduces requirements equivalent to those applicable to passports. According to the

Council Regulation (EC) 2252/2004, currently?2 | £ =®~+ £+ ®- ° 2 =~ asged ° ~ £ 2 =
by the Member States+ | ~23 @ =8 - @3 ¢ £ =~ =| 8§ ¥ |whichshall§ j- %>2 £8+H2 - °
~=o~j §~2 =8 «~¥£ = +takef flat?inlinteroperdble Hridts @it c8nseduance,

the Proposal introduces the compulsory inclusion of a facial image and two fingerprints as

biometric identifiers into the residence cards that are issued by the Member States to family

members of Union citizens.

.In this context, 2 | £=bamp=+3 ®®- °2+=2] £=" - ««8§++8§- - =+
«-" E£E«RE2EL£°2) £af++] =2 £=bamp=--2 £ IFRL ~228§22.] £
i ~°CEt=~CEHR®ELEER8BBE - @R8 0oL £-2 | = -2 Zop° - «=2]

8§ - =21 £ 8§ ° = ®Vemrwhere8s¢gdastravél dodurifents in the free-movement context,
national identity cards, unlike passports, can only be used to travel to EU Member States
and these third countries, which allow EU citizens to travel using their national identity
cards. In this context, EDPS questions the added value of including biometric data in the
identity cards as they are not routinely checked when traveling between the EU Member
States.

. Even more importantly, § ¢ £ -2 §2 . = j ~°¢+t=] ~" £=~=" ~°8£2 . =-n
£ETE£° i 8§+x£=-0=2"! £ = 9irked to BUxRizenship,rafighgfrom intekactibng 2
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with a citizen’s home country administrations, through interactions with a variety of actors
from across the private sector (banks, airlines etc.). Furthermore, according to the Impact
Assessment accompanying the Proposal, around 15 million EU citizens reside in another
EU Member States, while 11 million work in another Member State®®. The EDPS concludes
that, for the vast majority of EU citizens the primary functions of identity cards are not
directly linked to freedom of movement. By far not all EU citizens potentially affected by
the requirements of the proposal to have their fingerprints included in national identity
cards can be assumed to exercise their free movement rights. On the contrary, mobile EU
citizens constitute a small minority of those potentially affected by the Proposal. Moreover,
even those who do exercise their free movement rights in practice, can and often do so on
the basis of a passport, not an identitycard.q | £ =" 3 £2 § 0 § | ~ 2 Putforwand- ° =
by the Commission§ + =2 | £° £ - ° £=>-2=£228°£2. =j - " §

N

w th

d

24. The Proposal also refers to the need to combat document fraud, in particular forgery of
documents or false representation of material facts concerning the right of residence. It is
unclear to what extent enhanced security features including biometrics could help address
the issue of @ ~ 2@ + £ = ° £ ®At &ny rite; & mént®nrednin the Impact Assessment
accompanying the Proposal, 8 = =2 | £ = JEMMIEwopeMBd2der and Coast Guard
Agency (FRONTEX) has collected statistics on fraudulent identity cards and residence
documentsand8§ 2 = ¢ £2 £ | KRKUTM=:@~3=P3U2 £22k2 = §¢ £ -2 §2 .

1
l

25. Furthermore, as stated in the Annex 6 to the Impact Assessment, the number of persons
using fraudulent identity cards and residence documents arriving from third countries
CE£j°E~+£¢= -EUNWEHRIFendiONMINGRIirmed by the 2017 FRONTEX
Risk Analysis®!, where the number of persons using fraudulent documents & 3 © 2 | £°
CE£j°E£~=x£¢=8QGHOMNM Speciically for f a = | s Sifilar to fraudulent
documents overall, witha¢ £ | * £~ £=8§-MNB2 £;28§- -+=8§-=0

26. Inthe EDPS view,2 | 8 + =° £ 2 ~ 2 § PBffrauduldntidertity Gards anfl residence
documents and the fact that 2 | £ = =3 « £ ° msingfrau@uierlt Wentityards and
residence documents arriving from third countries 8§ + = ¥ ° ~ ¢ 3 ~ H&¥onstthfis¢lf° £ ~ + § -
justify the far-reaching solutions put forward in the Proposal.

27.Consequently,2 | E=bamp=j--+28CE£°+t=2] ~2] =¥8§ £-=2] £=¢
~=2¢=@®~+x+*t®-°2+] =2 £=8§-2°-¢8%j28--=-o==x£j3°
~®®R° - ®-F=RVE-*++®- °2+t=2-=8C£-282.=j~°Cxt=j ~n~n--
~=°£@2f£j28-a=~a¢=~=2]-°-3¥ =~a~2. +8+
PKQK kf££¢=0-°=~=a~2~=m°-2£j28--=f«®~j2="x=x¢£
28. The EDPS also notes that pursuant to Article 35(1) of the General Data Protection
Regulation (hereinafter d a m)¥*, a Data Protection Impact Assessment (hereinafter
a mf) 8hall be conducted before a processing activity thatis & § ©£2 . =2 - =° £ +3 &
°©°8+0©=2- =2 £=°8¥,| 2 +=~ -tlkespldcE Th€ EDRSiconsidersthat~ 2 3 ° ~ 2
this requirement is fully applicable in the context of the Proposal. Thea mf ¥} - 3 @ ¢ =j - = £°

~328=-@R°- |£+t+8-¥=-Q®®E£°~28-a+t=£-  §xt~¥E£C¢=o-"°= -
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29.

30.

31.

32.

g ~j 8§~2=8«~¥£ + =Inparicalar, e DPIA 3h@ufd SrclutictarKassessment of
the risks to the rights and freedoms of the data subjects as well as measures envisaged to
address these risks such as safeguards and security measures.

The EDPS wishes to stress in this context that » ° 2 £ = PRENMF=- o =2 £=da |
~®®2 8§ ~ af=2-=2|(kEhrl®VouldihdvetcpaBbasi¥ in Hn?ori:lérw:i.e'. the

Proposal). Consequently,® -2 £+ + =2 | £=amf *"=8+x=j; ~°°8§£¢=-232=
-o=2! £=m°-@®-t~2] = £« ££=°—=p"2§~¥2~8§ &R & = | £23° 5 (¢
+ 2 ~I¥ thiKcontext,2 | E=bamp=- =£° £+=2] ~2 =21 f£=f «®~j 2
21 E£E=mM°-®-t~2=¢C-£+=2-2=~R®E£~°=2-=%+3@®- °2 =2 ;
i.e. the mandatory inclusion of both facial images and (two) fingerprints in ID cards (and

residence documents).

Indeed, when considering the different Policy Options ID, the Impact Assessment states

that: rﬂ¢£°:-®2§-—|+:fa:OF:~—|¢:fa:PF—,§2§ =\
Ul E-=FT a5~ £=FIEELEL+2ELFK~28§- -=8§-2L£°oL£° £i=u§
®° 8" ~j - =®°-C2=KG228~ §-1'"£p|§1u1-|=2pf£:£—‘gbr=:£a¢:2:
§8-2£L£°0f£° £ £=nN82 | =°E£¥~°¢C=2-=®~%2+x®-°2+=8=+=
i£i3§’2§:2£=|=i-—|2£ﬂ2=-ﬁ=fa=i~°¢i=2:£=2:°£i:-a¢=
V 8¥  £° 1 = £j~3txtf£=fa=j~°¢Cxt=~°£=j-«®32+-°. =8~
~°£=_,_2:i300PK_|2a :i_aa£|2£¢

Following the comparison of policy options, the Impact Assessment indicates Option ID 1)

as the most suitable to promote the objectives of improving security at borders and

internally within Member States, and freedom of movement. Remarkably, that Option ID

1) preferred by the Impact Assessment report would involvea « ~=¢ ~2 - ° . =ocf a=
§-j23¢8§-¥= 8§-«£2°8j+t=Eo~j §~2=%Inotherfwords~ ¢ ~2 -
the policy option supported by the Impact Assessment accompanying the Proposal would

include fingerprints - ®2 § - = ~2 238 . | =~ 0= =s"E£=3 82 £KE~Ad®3 2 + -

Surprisingly, the Commission decided, despite the result of the Impact Assessment that
accompanying the Proposal, to include the mandatory inclusion of fingerprints in identity
cards in the Proposal. In the Explanatory Memorandum of the Proposal is it stressed that

] ~m¢~2-°. 208 ¥E£°®°8§-2xt=pPE°E=~CCEL£C=2- =2 ] £ =(
a3 ° 21 £°=8-j°L£~+¢ £—£OQ£|2q§££-—|§£-I+| B §8§= 2 £ =24
§C£-2808£°+t=En~|8~2=8a2¥£FE568-¥5v@1888F=p
21 =2  £f2=z-p=C¢C-j3«E£-~2=x£j3°82. =-0=8¢CE£-~282.
2-:2:§°¢:i-3—|2°.:Q~«§a.:«£« £°i:2_:2:£:12~
i 828, £t =~a0C= °H3HECELX-j £ 2 RE" KB F £ §%° . = - ~2 § -
« £ « £°i=-0'—95r:|§2§ £-xK

337 - mx£ 3 £-22. ] = 21 = f«®~j2="t2xE£xx«E 2= ~j |-«
i - +t8CE£°E£C¢C=~x=+3008j8§£-2=0-°=2]£=20R%°@®-=+£z+=
Therefore,? | £E=bamE£EXLx=2 - =° £~ £++=2 | £=-£] £++8§?2
21 £=®°-j£++8-¥=-0= §-«£2°8§j=¢~2~=Eno~j §~2=8§
21 §+x=j--2£972K
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34. Article 3(3) of the Proposal would require identity cards issued in the EU to include ~
' 8§¥ ) 2. o+£;3° L whichshdllr ¥562«8683+zrno0~j] §~2 =8«~¥E=-
i ~°¢=~-2¢=2p-=08§-¥£°®°§-2+=8§-=§-2£°-R®E£°~ 2af

QKN mi3 °®-+t£=+t®E£) 8§88 ~2 8-

35. The purpose limitation principle’® requires that personal data must be collected for
specified, explicit and legitimate purposes and it cannot be further processed in a manner
which is incompatible with those purposes. In this context, 2 | £ =bamp=p£2; -
Ne28j2E=NM=-o02228=H%-@2*28+22E£F] £=0% °®- £t £+
pgaa= £=®°-jE£x+£C

36. Furthermore, according to Article 10(3) of the Proposal the processing of the biometric data
included in the ID cards and residence documents is allowed for two purposes:

o -£°°=8'o0 . § ¥ W
~F 2! =~321 £,28; §2 =-o=2! £=8§¢C£-28§2. =] ~°¢=
F21£=8C£-282. . =-n=2]£=]-2¢C£°= - =«f~at=-
Ml £E-=2 1 £=8¢C£-282 . =j~°¢C=-°=°£+8C¢CE£-~j£=¢
a~uK K
37. As a preliminary remark, the EDPS observes that 2} £ = «~2 j | = S£XHEEL §j = ¢ ~7
t2-865¢2 | £oxsPE8PA=-Gnd] B« &K£E2°8§j=¢C~2~=®°-"8§CEC=
P -2 Bbnfy~=®%2-| -2 £=C- | E&E£ 2 +£2C- | 3 « £fThatnmtth- 2 ¢ £ °
does not as such constitute a proof of identity unless the document has been also proved to
be authentic.
38. The authenticity of the document could be provedbya« ~2 j | = £2 p££-= 8- «£
+2 - °£¢=8and2={£f=Q-|=8-®=2"! £= §- «£2° § jHowkver2 ~=j - 2 ¢

the creation of a nationals dactyloscopic databases, which is not anyway envisaged in the
Proposal, should be avoided. Thus, the only option would be to check the matching of the
data stored in the chip with the data printed in the document. The integrity of the data stored
in the chip relies on the digital certificate that is also stored in the chip. Digital certificates
have an expiry date and could be revoked by the issuing authority. Thus, any verifying
system would need an Internet connection or an alternate method to update its certificate
revocation list.

39. It has to be acknowledged that using biometric data reduces the likelihood of successfully
forging a document, so it may be considered as a legitimate anti-fraud measure. However,
the practical implementation of an authentication procedure based on the biometric data
stored in the identity cards is a complex and long term project. Such a project is not
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40.

41.

42.

43.

44,

mentioned anyway in the Proposal and without it the storing of biometric data can’t achieve
its intended purpose.

Furthermore, the Action Plan of December 2016 lays downthat X 8§ z = =- ° ¢ £° =2 - =
I £ = ~
I

£2a£j2°- 28| =i®~«tHRERrERAERLGR=FLL =RELE° «8§2 +| =
j E« E£°=p2~2£=2] ~2= ] ~+=8§x+x3£¢=2]£=2¢-j°% «En

i £° 2 § 8Mpjthat ?hdy taf access the fingerprints stored on the chip. The systematic
electronic checking of the chip data would lead to the detection of the most common cases

o]

of document fraud, such as manipulations of the photo of the holder.r - a3 § 22 £2a . |
2 §

contains an action foreseeing that the Commissionwould? ® ° - ~ 8§ ¢ £ = o - ° = ~ =

~2a=j f« £°=p2~2£+= £ 1. iThe Acti¥nfPrn2of Be&ihber R0L6°

2

o §
£ ¥3

i

a8+2=-0=j£°2808] ~2£+=2££CE£C=g3%KEXRPHE=LBL ¥

21 §° ¢="3 ~Q¥gpYever; the InPavt MIs@sment accompanying the Proposal

affirms that 72 | £= ©F£ - += 2 -= ~j j£++= ¢~2~= | ! ~2¥£= -~

i -««3 18] ~2£¢C=8««EC8§~2f£a. =2Q0=21 g=°gag’

1 —_
| £ =

1@ t £+

£ +2 §|2§__,__g:2:5—03_,¢~«£_,2~a—o§¥|2
m° - ®,-indpartfeular as regards the inclusion of fingerprints in the identity cards issued
by Member States to their nationals. It highlights that as regards the inclusion of
fingerprints, account has to be taken of the case law of the Court of Justice. In this context,
in the pj | U~ °%PthejCoutt £oncluded that although the taking and storing of
fingerprints in passports constitutes an infringement of the rights to respect for private life
and the protection of personal data, the inclusion of fingerprints in passports is lawful given
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the general objective of preventing 8§ 2 2 £ ¥ ~a =f£.2°. =8 R¥Howevet, £ = b 8 ° -
the Impact Assessment recognises that ¥ § ~ =2 ~2=2 f£f=fa=j~°¢Ct
i °-*tx8-¥=2] f£= -°¢£°=~—-¢—¥§ E2a=2 8 f= £¢§°0:°2£'°E,—3‘
i~°§tzi=t§i£%§¥t£iﬂ£a'§:~2—2:£—i~«£Q£|-—|ia3i§-—|—|-

Furthermore, the EDPS emphasises that the processing of personal data must be limited to
the legitimate purpose for which that personal data was originally collected from the data
subject. In particular, the proposal + | - 3 2 ¢ = £®2 §; §22 . = ®° -
] E« E£°=p2~2£+=£+2~ a8+, §¥= -anthe8context df=
implementing the Proposal. A provision should be added to the Proposal stating explicitly

" 8§¢£
¢~

N

that2 | £= 8- «£2°8j=¢~2~=®°-j£+x+t£¢=8§-=82+=j - 2

8 - j @3 + 8- - =and-mayadt e Ffujthpr $r@essed for purposes other than those
explicitly set out in the Proposal.

QKO a"'z"':«§ﬂ§«§i~2§_ﬂ

The EDPS wishes to stress that- = £=- 8 =2 | £=0Cf - =®° §-j §®2 £+ =- 1

¢ ~2 ~ =« 8 - . RAecc&ding # Ris principle, personal data must be adequate, relevant
and limited to what is necessary in relation to the purposes for which they are processed™®.

While biometrics techniques have inherent advantages over traditional personal
identification techniques, the problem of ensuring the security and integrity of the
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45.

46.

47.

48

49.

50.

biometrics data is critical. For example, if a person's biometric data (e.g., his/her fingerprint
image) is stolen (e.g. illegally accessed and copied), it is not possible to replace it, unlike
replacing a stolen or lost credit card, a paper identity card, or a password. A biometrics-
based verification system works properly only if the verifier IT system can guarantee that
the biometric data came from the legitimate person at the time of enrolment.

Against this background, fingerprint recognition technologies can be divided in three
classes*’:
e those that store and compare § « ~ ¥fHidgerprints

e those that store and compare « § = 3 2a Subsdl of the characteristics extracted from
fingerprint images

e those that store and compare ® ~ 2 2 &tfacted from fingerprint images.

The ICAO Document*® requires the storage of the images of the fingerprints to ensure
interoperability among the different types of fingerprint recognition technologies. There
are standards that allow fingerprint recognition systems of different vendors to be
interoperable amongst their class, but the fingerprint recognition systems are not
interoperable between classes.

Storing fingerprint images allows the calculation of subsets of its characteristics while the
opposite is not possible. Having the image of the fingerprint stored in the documents chip
allows Member States that opted for any class of fingerprint recognition technology to use
the biometric data. However, if the chip stored a minutiae, a Member State that deployed
an image based fingerprint technology could not use the biometric data, as fingerprint
images can’t be obtained from minutiae. At the same time, in case of a security breach the
fingerprint image stored on a lost or stolen identity document could be accessed by
criminals and used to cast a fake set of fingerprints allowing to impersonate the identity
card owner.

"3 +28n8£C] =2 ~08-¥=2] £= Ak putpdsed foreseen it Arfick ~ £ + =

10(3) of the Proposal can be achieved with just one type biometric data. The Proposal does
not explain if both types of biometric data should be checked to ascertain the identity of the
holder or not.

Double checking on biometric data raises its own risks, associated to the ratio of false

negatives (a failure result in a verification process that should have ended successfully) of
the given technology (fingerprint or facial image). Making checks on fingerprints and facial

I5|Page

gy E=bamp=3-¢C£° 2 ~a¢+£t=2] ~2=+2_-°8-¥=-ogBU¥E°® ®°
atthesametime82 =8 - j " £~2£+=2 | £=~«-322=-@0o= §-«£2°8§
§«®£°+-—-~2§-ﬂ=§ = j ~ % £ Fherefore,?2 F BEDA-MP=F £¢ ~ x«£ =
a§<<§2= 'l £E=08-¥£°®°8§-2=¢~2~=+2-°£¢=--=2]£=¢
+3 *£2 :-022:£:|:~°~i £°8x28j+t=£9f2°~j2EL£¢=n°
c3°2! £°«-°"£]l =bamp=j--x8¢C£°+t=2] ~2=21£=0R°-jL
¢t~2 ~=—Eo~j| &§4228R~¥E0ug-¥£°®° 8§12 +t=z«~=a¢C~2-°.F=
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images could lead to situations in which the facial image check is successful while the
fingerprint check fails or the other way around. Even if the percentage of false negatives
for a certain biometric recognition technology is low, it could affect to a significant number
of individuals when applied to a very large population like in the present case. Finally, it is
possible that both types of biometric data are not going to be used, In this situation, only
the one that is going to be used should be stored.

. Article 3(1) of the Proposal sets the minimum security standards envisaged in the ICAO
Document. Details of the required, recommended and optional security measures are
defined in the part 11 (Security mechanisms) of the ICAO document. In the section 3.1 it
is stated that m~ + + 8§ © £ = ~ 3igtHe énly fe@ired-medurefor the chip. According
to the ICAO document, that measure does not prevent an exact, copy or IC substitution and
neither prevents skimming®. In the section 3.1 it is stated that _ ~ + § | =" j j ifthex = - -2
only required measure for the verifying system. According to the ICAO document, that
measure does not prevent an exact copy or IC substitution although it requires also copying
of the conventional document and adds complexity. The EDPS considers that, if biometric
data of 85% of the EU population are to be stored on identity cards, the Proposal should
increase the minimum requirements to avoid this risks.

. According to this Proposal anyone with access to an identity card and a reader that fulfils
the standards set out in the ICAO document could access the biometric data of an individual
by just having access to the document, even if the biometric data are not going to be used
to check the identity of the holder by the third party.

. Consequently, the mandatory inclusion of fingerprints the EU citizens' identity cards as
foreseenin2 | £ =m° - ®- + ~2 = § 1®°-§ ?|=B®2=£ B« -JR/INg=2 § £~
to which a data controller should limit the processing of personal data to what is relevant
and necessary to accomplish a specified purpose.

Nevertheless,? | £=bamp=pu§+| £+=2-=22°£++=Ikdthetsc t £ 3 ° !

of holograms or watermarks, ¢ - = --2 =8§8-" - 28" £=2 1 £=@®° - | £+x+£8-¥=
~328 .- P=@®° £  £-28§-¥=2] f£=-p-°¥£° ~==8B@EL£-£88n=§ ~
CE+X8CEAjE£=C- % «Ea2K

QKP bﬂE((®2§-ﬂi:0°-<(:0§—|¥£°®o§—|2§—l¥

. Article 3(5)(a) of the Proposal states that children under the age of 12 years and persons

where fingerprinting is physically impossible are exempted from the requirement to give
fingerprints. q | £= bamp= p£E£2j-«£+=2] £=8§-2°-¢3j28--=
B8 ¥£°®+tEALx=x =2 | £=~¥f£=-0=2 | £=E£° - =-°=] 8%

These exemptions are part of the fallback procedures that should be implemented.

. At the same time, the EDPS draws attention to the need to considerthe £ 2 =8 -2 £° £ +2 =
i | Sirfall actions public authorities and private actors take concerning children, in line
with Article 24 of the Charter. Similarly, Recital 38 of the GDPR states that “xj z 8§ 2 ¢ ° £ =
«£°82 =+@®£j 808 =®°-2£j28--1=u82 | =°£¥~°¢=2
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57. In this context, the EDPS would like to stress that as regards large populations the age limit
for collecting children's fingerprints is currently established at the level of 14 years>’.
Takingintoaccount? | E=yH 8§ C £ =° ~-¥ £ =~-¢ =®- 2 Butide@abo¥es § « ®~ | *
the EDPSrecomments+ £2 2 § - ¥ =2 | £=~¥£f£ =28 8«82 =@po-°=j-2af;?2
21 E=m°-@®-*t~2=~2=NQ=:-£~°%2] =8§-=2a88-£=pnp82 | =-2 .

58. Furthermore, we note that the Proposal aims alsoto £ 12 £-¢ =2 | £=°£ 3 8° £« £
a8 -¥£°®° 8§82 8§¥=f-=oum j-=8 2-0°CE—?| | =£2="BxaiS &ffhe | £ =C -
fact that they are non-EU family members of EU citizens. In line with the EDPS remarks
above,2 | E=bamp=°£j-««Ef£-¢C+t=2-=x£2=2! £=~¥£=28§«§*

gl £E=bamp=- zz£°- gx§R4L& 221l £+= ;238 L£~°2. = ! - +£~:
«- £«E£A2=~+t@®EL£j2x=-0=2]£=mMFPEL£®~2£=~-0C0£3 282 E&£~
gy £E=bamp=°£«~°0x=2) ~2=2 ] 8§+=«8¥|2=|~"£=~2=§.
®° - ®- °2 F=2~EFALBEIXILLEEM® - ®- £ ~2 K
g, £E=bamp=%23 ®®- °2+=2] £=- £i28 £=-wo=21£=DpD3°-¢G
t2 ~2¢~°¢C+t=~®®28j~ @a£=2-=28C¢C£-282.=j~°¢C+t=~a¢=
i£i3°§2.:- :2:£:r—|§-—|:~i:~:u:--|a:£2|(' —-1\22=22::E=m°~-«
¢C-£+=--2=+3p008j8£-22.="38+28p.=2 ] £=££¢=2-=0°
~—2¢=08§-¥£°®°§-2+tF=8§-=2"!8§+=j--2£02¢0=p.' BEEEL 4 4
§-22°3+8  £=~0®®°-~j | K
r-C£°=2!£=phr=28fLY-Pa3p’—wLP§?2POFs=2%2f1= 0° ~«£ |-
- £-228-a=NMUI = 8§8-«£2°8j=¢C~2~=~°£=j--28CE°f{
®°-2£i28§--K=q! £E=bamp=+2°£++£+=2! ~2= .2! =g~
®°- | £+ £¢C=®3°+3 ~-2 32 £=28=MeP@erpu8EL®S28¢L£=2¢~
c3°2:£°«-°£I:2:£=bamp=i-ﬂi§¢£°+f2+¥§a¥#§@®1~°i-
- =3®=2-=PTM=«822 8- a=Dpbr=j828, £-x] =®-2£-28-~
«~=C~2-°.=08-¥E£° ®° §t—2USSCYE="1F] -3$€I£—«i£-—«2|<§—-q£'¢§—u§2
¢~2~=®°-|£ii£¢=E0~i§~a=§«~¥£i=§—u—|-« §-~28§-
~ij-°¢8-¥=2_.=~z=%2°8§ij2=a£j£+x+x82.=2£+x2K
fa=~¢¢8§28--1=2!£=pbamp=~j ©-- U2 £C¥E+=2-1°¢2] = ¥§
~a2¢=®~*+®-°2+| =2 ] £=8-22°-¢3(28-a=-0o=+£]3°82. =
g-°=®~+x+®-°2+=2-=8¢C£-282. =) ~°¢C+x=j ~£EqP-8-== =£-=AC
~=21 _.°_3y¥l =~,-a + 8+ K
j-°E£-"E£°1 =2 £=pamp=pu8§+! £+=2-=4+2°FLf++=2! ~2=A°2
2 . =21 £=®°-j£+t+8-¥=~2=] ~a¢K=f-=2]8§+x=j--2£92] =
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i -« 8§-~2®BE "¥EAUBR®IEE-2+tF=8§-=2]8§+t=j--2£72K
c3°2 | £°«-°"£1 =2 £=m° - -- ~§a¢—£+'0--3°a=¢f~£0ﬂ£.ﬁ3§~°§¢ =
p2~2£+x=£+2 ~ a§i:§—|¥=—|~2§-—|~ =¢C~j2.2-+ij-0®8j =«
me - ®- +~2K="r=@®° - 8§8+8- =] -833a¢= £=~CCE£C¢=2-=21¢
C~2~=®°-jE£x2E£C¢C=8CERBLAEG=GFREACEF«Z A2 ==£02 £° =2 | |
~a¢=z«~-==-2= f£=zp3°2! £°=2@R°-jEL£+x+rE£C=0-"°=@®3°®- *1{
m° - ®- +~2K
g £E=bamp=3-¢£°+2~-¢+=2] ~2=38+8-¥= §-«E£2°§;=¢
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