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Second interim Report on remote inspection of publicly accessible registers under Article 31(5) of the Regulation (case 2020-0209) 

[bookmark: _Toc42872357]Executive Summary
Under Article 31(5) of Regulation 2018/1725 (‘the Regulation’), “Union institutions and bodies shall keep their records of processing activities in a central register. They shall make the register publicly available.” In February 2020, the EDPS launched a remote inspection of how EUIs comply with their obligation to make their registers publicly accessible. Our intention is to add momentum to getting registers out, because they now have become a transparency tool that under the current circumstances has become more important than probably ever imagined.

During a first phase, websites of all EUIs were screened as to whether any register was indeed publicly available. Then, the Data Protection Officers (DPOs) of those EUIs found “non-compliant” or “mostly non-compliant” were contacted individually. At the end of the second phase of the inspection (11/03/2020), only 15 out of a total 67 EUIs examined were fully compliant (see First Interim Report published 20/04/2020). 

Section 1 of this document gives an update on this situation, which has developed very positively in the meantime.

In mid-April 2020, the EDPS inspected during a third phase those 15 initially ‘fully compliant’ registers (+1 additional one) in more detail, namely in terms of coverage, format following the template published in EDPS guidance regarding the records of processing operations or an equivalent and accuracy of the register made public. This also included a sample check on whether records of five main processing operations are included in the registers. The Data Protection Officers (DPOs) of those 16 EUIs were contacted individually and were invited to confirm the accuracy of the findings. 

Section 2 of this document summarises the results of phase 3; Annex 1 gives a detailed outline of phase 3 of this exercise as per EUI concerned.

The results and different phases of the exercise were then shared with DPOs from all EUIs during a virtual DPO meeting held on 08/05/2020. 

Section 3 of this document outlines some best practices presented and Annex 2 provides actual examples and additional documentation. 


What’s next? Audit activities have so far only covered compliance efforts by those EUIs that were considered non-compliant to largely non-compliant (examined during phase 1+2) and those considered compliant or largely compliant (covered in phase 3). 

During a fourth inspection phase, the EDPS is therefore going to further explore compliance levels of EUIs that have been assessed as somewhat compliant during previous phases or loved up into this category compared to the previous results. 
The best practice examples and fruitful discussions during the virtual DPO meeting of 08/05/2020 were meant to already inspire progress.

For those EUIs considered compliant or largely compliant, the challenge is to keep their performance up, including on the proper and timely publication of COVID-19 related processing operations. 

For those wanting to take this exercise regarding registers one step further, Annex 3 A, B and C contain self-audit  tools regarding recruitment, anti-harassment and administrative procedures. These allow each EUI interested to test whether these processing operations correspond to the guidance in the respective thematic EDPS guidelines. 
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[bookmark: _Toc42872358]Section 1: Update on developments since the first report 
At the end of the second phase of the inspection (11 March 2020), only 15 out of a total 67 EUIs examined were considered fully compliant according to the limited scope of phase 1 and 2 of the inspection (see First Interim Report published 20/04/2020 for further detailed information).
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During phase 2 of the exercise, the Data Protection Officers (DPOs) of those 24 EUIs found to be “non-compliant” or “mostly non-compliant” were contacted individually. Most committed to achieve compliance by a certain date, and although undoubtedly challenged by the COVID-19 situation, actually managed to deliver. 

In the meantime, 26 out of a total 67 EUIs have achieved full compliance with the (limited) requirements of phase 1 and 2 of this exercise, namely:
· There is some form of list of processing operations available on their website availability);

· The register contains records following the template published in EDPS guidance or comparable formats – as opposed to only providing links to data protection statements (format);

· the plausibility of the number of records listed (given staff baseline needs, any register only consisting of four or less records will be incomplete) (coverage).


Those EUIs previously straightforwardly “non-compliant” have all made some efforts: Three months -lockdown months- on, there is no “non-compliant” EUI left. Only nine remain largely non-compliant, most have made respective commitments and all will receive further attention in the next phases of this exercise.  

32 EUIs are now in the “somewhat compliant” category, which will be covered during the fourth phase of this exercise. The best practice examples and fruitful discussions during the virtual DPO meeting of 08/05/2020 were meant to already inspire progress.

Some DPOs came up with interim solutions, such as e.g. the “centralized” publication of data protection statements, which is quite an improvement if, previously, no such central list was publicly available at all. 

However, as the records and the data protection statements serve different purposes (see below section 3), this does not make these EUIs “mostly compliant” or “fully compliant” quite yet. 

As regards making the register publicly accessible in the sense of Article 31(5) of the Regulation, the EDPS Guidelines on Accountability on the Ground Part I, p. 8, recommend publication on the internet: "EUIs are obliged to make Article 31 records publicly accessible, preferably through publication on the internet, continuing the practice of many EUIs for Article 25 notifications under the old Regulation". It is this comprehensive publication on the internet that allows it to fulfil its purpose: contribute to the transparency of EUIs (see also Article 15(1) TFEU), help strengthen public trust and make knowledge-sharing between EUIs easier (see EDPS Guidelines on Accountability on the Ground Part I, p. 8).

Whilst publishing e.g. all data protection notices / privacy statements can be considered a welcome temporary improvement compared to not having any information publicly available at all (hence “interim solution”), it does not lead to compliance with Article 31(5) of the Regulation. Where not already accomplished by the date of publication of this report, the EDPS will follow up on this with the EUIs concerned to ensure full compliance at a later stage.

[bookmark: _Toc42872359]Section 2: Inspection findings from phase 3

At the end of the second phase of the inspection (11/03/2020), 15 EUIs examined were fully compliant (see First Interim Report published 20/04/2020). Starting mid-April 2020, the EDPS inspected during a third phase those 15 initially ‘fully compliant’ registers (+ one additional one) in more detail, namely in terms of coverage, format and accuracy aspects of the register made public. This included: 
· Numbers: the evaluation of the number of records listed in the light of expected baseline, core business and size of the EUI;
· Format: Does the template used for the available records follow the template published in the EDPS Guidelines on Accountability on the Ground Part I or any other equivalent format?
· Up-to-date: Are the records up-to-date and when have they been updated last?
· Coverage: Given the particularities of the core business activities of EUIs, the EDPS decided to not examine whether any given register is ‘complete’. With the number of records varying between 102 and 12 for the 15 ‘fully compliant’ EUI (and an average number of roughly 50 records per EUI), this would also have been simply impossible to do within a reasonable timeframe.
Instead, we performed a sample check on whether records of five basic processing operations are included in the registers. These five processing operations were chosen for their communality in all EUIs: recruitment, video surveillance, anti-harassment, staff evaluation and, leave & flexitime. 
As for previous phases, the Data Protection Officers (DPOs) of those 16 EUIs were then contacted individually and, with one exception, all confirmed the accuracy of the findings.

· [bookmark: _GoBack]All 16 EUIs have records of processing operations available in a register on their website (this confirms findings in the First Interim Report).
· 11 EUIs follow a template identical or similar/equivalent to the one published in the EDPS Guidelines on Accountability on the Ground Part I, pp. 14-18 for their records. 
However, the template used by each EUI does not need to copy the EDPS guidance - any other equivalent format is fine and might be better in meeting specific requirements of a given EUI. Annex 2 contains a best practice example (EFSA) of a very comprehensive template that contains a number of useful additional guidance points for the controller.
· Regarding the five main processing operations examined, 14 EUIs have a record on staff recruitment, 12 have a record on leave & flexitime, 11 on their anti-harassment procedure, 11 on video surveillance, and 12 on staff evaluation (state of play end-April 2020). Eight EUIs have published records on all these five processing operations.
Where such records were missing, commitments have in the meantime been obtained from all EUIs concerned to address this, for most by mid-2020 at the latest. The follow-up given to these commitments will be closely monitored in future phases of this exercise.


In two cases, we noted that EUIs have published records that lack essential pieces of information and, therefore, could not be considered as ‘fully compliant’ for the third phase on the content of their records. Both EUIs have committed to address this and the follow-up given to these commitments will be closely monitored in future phases of this exercise.
All other 13 EUIs were indeed ‘fully compliant’ also in the light of the increased requirements of the third phase of this inspection (state of play end-April 2020). 
A more detailed analysis on each EUI is included in Annex 1 to this document. As this exercise only implies positive naming and contains no element of shaming, information on accuracy and the five records of five basic processing operations has been omitted. Where aspects were not fully compliant, they are now covered by respective commitments, which will be closely monitored in future phases of this exercise.

[bookmark: _Toc42872360]Section 3: Best practices identified so far
The inspection results obtained in phase 1 and 2 as well as best practice examples identified so far were shared with DPOs from all EUIs during a virtual DPO meeting held on 08/05/2020. At that point, up from the initial 15 ‘fully compliant’ EUIs, 10 additional EUIs (i.e. a total of 25 of 67) had already managed to qualify as ‘fully compliant’ under the criteria of phase 1 and 2 of the inspection. 

Annex 2 provides actual examples of best practices and additional documentation. 

[bookmark: _Toc42872361]Accessibility
The first focus was on the accessibility of the register in practice. As stated in Recital 20 of the Regulation, and noted in the Transparency Guidance Paper, the principle of transparency requires that any communication relating to the processing of personal data be easily accessible. The respective rule of thumb is “The less clicks needed to get there, the better!” - the objective is to make searching for the register easy.

This can be achieved by optimising the location of the register on the EUI’s homepage, e.g. under “Home > Records Register” (ESMA), “About > Public register of processing operations” (EACEA), “About us > Data protection > central register of records” (EEA) or “Home > data protection” (EASA) (see Annex 2 for a comprehensive overview). 
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The next point regarded the structure of the register, i.e. the way the records are grouped for ease of reference by all internal and external stakeholders, including the general public. 
Mere unstructured lists of records accumulated over time (“dumping grounds”) or search engines implying that data subjects need to know what they are looking for do not really add to transparently communicating about the processing operations in place at EUIs.
Where only a few processing operations are in place, the register published by Shift2Rail provides a good option (see Annex 2). As of a certain number of processing operations though, EUIs might consider grouping processing operations by topics (EU-OSHA).
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[bookmark: _Toc42872363]Records - not just data protection notices
The EDPS Guidelines on Accountability on the Ground, Part I, p. 5, state that “The information items in records are very similar to those you have included in data protection notices / privacy statements informing people about your processing operations. You may reuse text from one for the other” and that “Records are not new: under Article 25 of the old Regulation (EC) 45/2001, you had to submit notifications with similar content to the DPO. You may reuse those to generate your records”.

However, reusing text from data protection notices / privacy statements or notifications under Article 25 of the old Regulation (EC) 45/2001 for establishing a record does not make providing a separate data protection statement for each processing operation redundant.

This is because the record and the data protection statement serve different purposes:

· Records (whether based on reused texts or not) will go to a central register under Article 31(5) of the Regulation, serving the purpose of transparency vis-à-vis the general public (see also Article 15(1) TFEU), helping to strengthen public trust and making knowledge sharing between EUIs easier (see Guidelines, p. 8);

· Data protection statements aim at informing individual data subjects concerned by a specific processing operation. This implies e.g. that they must be transparent, clear and concise, i.e. targeted vis-à-vis the data subjects concerned. This can be quite different from the (usually more elaborate) information that needs to be contained in a record, e.g. when a particular processing operation aims at children.

Whilst the part of the record that needs to be made publicly available under Article 31(5) of the Regulation might be very similar in content to the data protection statement of the processing operation at stake, it does not necessarily encompass all pieces of information required for a record. E.g. parts of the compliance check and risk screening (see EDPS Guidelines on Accountability on the Ground Part I, pp. 16-18 for details) will remain internal, i.e. they will be part of the record, but not be made public and not be part of the data protection statement.

These differences between records and data protection notices also explain why the centralised publication of all data protection notices does not fulfil the obligation under Article 31(5) to keep records of processing activities in a central register (see also above section 1 on interim solutions in place at some EUIs).
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1. COUNCIL - Link
Availability: Records of processing operations are available on the website of the Council. 
Coverage: The register contains 98 records and 116 notification under Article 26 of Regulation 45/2001.
Format: All 98 records included in the register follow a template similar to the one published in EDPS Guidance. 

2. EEAS - Link
Availability: Records of processing operations are available on the website of EEAS. 
Coverage: The register contains 23 records.
Format: All 23 records included in the register follow the template published in EDPS Guidance.

3. SRB - Link   
Availability: Records of processing operations are available on the website of SRB. 
Coverage: The register contains 26 records. 
Format: All 26 records included in the register follow a template similar to the one published in EDPS Guidance. 

4. Frontex - Link
Availability: Records of processing operations are available on the website of Frontex. 
Coverage: The register contains 70 Records. 
Format: Records 41-70: These records follow a template similar to the one published in EDPS Guidance. 

5. ESMA - Link	
Availability: Records of processing operations are available on the website of ESMA 
Coverage: The register contains 28 records. 
Format: All 28 records included in the register follow the template published in EDPS Guidance. 

6. EEA - Link
Availability: Records of processing operations are available on the website of EEA
Coverage: The register contains 12 records, but only seven of them are accessible.  
Format: All seven records included in the register follow the template published in EDPS Guidance. 

7. ECA - Link
Availability: Records of processing operations are available on the website of ECA. 
Coverage: The register contains 15 records
Format: The 15 records included in the register do not follow the template published in EDPS Guidance.

8. EASME - Link
Availability: Records of processing operations are available on the website of EASME. 
Coverage: The register contains 49 records. These records only reflect the notifications of the processing operations before the entry of Regulation (EU) 2018/1725. The register is for the moment only available on the EASME Intranet, which is not publically accessible. Delays are linked to the COVID-19 situation and there is a commitment to publish the register as soon as possible under the circumstances.
Format: The DPO provided a template of the currently not publically accessible records which is similar to the one published in EDPS Guidance. 

9. EASA - Link
Availability: Records of processing operations are available on the website of EASA. 
Coverage: The register contains 70 records. 
Format: All 70 records included in the register follow the template published in the EDPS Guidance.

10. EACEA - Link
Availability: Records of processing operations are available on the website of EACEA. 
Coverage: There are 41 records listed in the Register, however only 17 are accessible. 
Format: All 21 accessible records included in the register follow a similar template to the one published in the EDPS Guidance.	 

11. eu-LISA - Link
Availability: There is a list of processing operations available on the website of eu-LISA, but no records per se.  In order to have further information regarding processing operations at eu-LISA, data subjects are required to contact the DPO. 
Coverage: The list includes 102 processing operations
Format: Working on completing the publically available version of the register with all required fields in their internal record template (which is in line with the template published by EDPS). 

12. EDPS - Link
Availability: Records of processing operations are available on the website of EDPS. 
Coverage:  The register contains 45 records. 
Format: All 45 records included in the register follow the template published in the EDPS Guidance.

13. ACER - Link
Availability: Records of processing operations are available on the website of ACER. 
Coverage: The register contains 52 records. 
Format: All 52 records included in the register follow a template similar to the one published in the EDPS Guidance.

14. S2R JU - Link
Availability: Records of processing operations are available on the website of S2R JU. 
Coverage: The register contains 76 records.
Format: All 76 records included in the register follow a template similar to the one published in EDPS Guidance. 


15. EU-OSHA - Link
Availability: Records of processing operations are available on the website of EU-OSHA. 
Coverage: The register contains 47 records.
Format: All 47 records included in the register follow a template similar to the one published in EDPS Guidance. 

16. EUROJUST - Link 
Availability: Records of processing operations are indeed available on the website of Eurojust. 
Coverage: The register contains 35 records. 
Format: All 35 records included in the register follow the template published in EDPS Guidance. 
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[bookmark: _Toc42872366] Best practice examples accessibility 
[bookmark: _Toc42872367][image: ]


[image: ]
[image: ]


[image: ]



[bookmark: _Toc42872368]Best practice examples for structure
[image: ]

[image: ]



[bookmark: _Toc42872369]Best practice example record (other than EDPS template)
[image: ]


[image: ]


[image: ]


[image: ]


[image: ]


[image: ]


[image: ]


[bookmark: _Toc42872370]ANNEX 3A

	[image: ]
	
(Self-)audit recruitment procedures
(name EUI, date)
[case 20XX-XXXX]



	
(Self-)audit conducted by:
Name, EUI, function

	
contact institution / body (controller)
address / locations institution / body


	
See Guidelines concerning the processing operations in the field of staff recruitment, 
https://edps.europa.eu/sites/edp/files/publication/08-10-10_guidelines_staff_recruitment_en.pdf 

References in this template are to Regulation (EU) 2018/1725 (unless otherwise indicated).


	
The above Guidelines (GL) are very comprehensive in the sense that they concern a broad scope of processing operations on staff recruitment carried out by the EUIs; data subjects are candidates in the recruitment procedures for permanent staff, temporary agents, contractual agents, national experts and trainees. 

In particular when conducting a self-audit and in view of available resources, you might want to consider being selective about which of these similar, but in some respect different procedures you want to audit, possibly in line with the staff structure of your specific EUI. If so, document the reasons for limiting the scope of the audit.


	
As part of the audit announcement (for external audits: by means of an announcement letter), invite the controller to provide you with a list of recruitment procedures conducted over the past X years / months (this will depend on the size of your EUI, maybe differentiate e.g. by departments / DGs recruiting or by category or specialisation of staff recruited). 

This list should include information on whether data subject rights have been exercised. NB: Such list should not contain personal data (the controller should use e.g. a case reference number or similar) - unless you already have a specific case in mind, e.g. based on a complaint case.

· Establish criteria for the selection of cases to inspect from that list & document them (e.g. “all cases in which an access request was filed”, “cases in which data subjects’ rights were restricted”, “cases in which data transfers took place” or “every even numbered case”);
· Consider requesting info on cases in which access was requested and/or restricted (see below section 6) or in which transfers took place and to whom (see below section 5); 
· If possible inform the controller, which cases have been selected prior to the audit (to ensure availability of background documentation, paper files, staff responsible).

Prior to the audit, request copies of 
· the decision regarding trainees and Seconded National Experts (section 1 below);
· any DPIA conducted, if applicable (see section 1 below);
· the application form(s) (section 2 below);
· the data protection notice(s) (section 6 below);
· the “standard form" (section 3 below) stating that the person is suitable for the performance of his duties and enjoys his full rights of citizen;
· any rules on storage of personal data in the context of recruitment, whether digital or on paper;
· any contract with a processor (if applicable) (section 7 below).


	

	
1. Decision regarding Trainees and Seconded National Experts


	
According to the GL (section 1), “Concerning the legal basis for trainees and Seconded National Experts recruitment procedures, a decision shall be drafted by the body.”
NB: For all other staff of EUIs, specific legal instruments adopted on the basis of the Treaties are the legal basis of the processing operation. See Title III Chapter 1 (Articles 27-34) of the Staff Regulations for the case of the permanent staff and Articles 12 - 15 and 82 - 84 of the Conditions of Employment of other servants of the European Communities (CEOS) in the case of temporary and contract agents. 


	
1. Request a copy of the respective decision prior to the audit

	
insert doc (EDPS: CMS link)

	
2. Evaluate content against GL (prior to audit)
	
Retention periods: 

· In the case of pre-selected, but not recruited candidates: starting date for computing the storage period (dies a quo) should be the immediate official starting date of the traineeship period (and not the end of the traineeship period to which the application relates);
· for successful candidates, personal data necessary for discharging the budget may be retained for up to 5 years after the traineeship budget is discharged in accordance with the Financial Regulation;
· Once the above 5 years period is completed, only the data necessary for providing a copy of the trainee certificate i.e. information on the duration of the traineeship, the department to which the trainee was assigned, the name of supervisor and the nature of work performed should be stored (in case the data subjects require that a certificate of their traineeship is re-issued, a period of 50 years is acceptable, but only for the above-mentioned data).

Information on selection criteria for trainees:
· Although applicants are selected on the basis of their qualifications, the issue of maintaining an appropriate geographical distribution and gender balance during the selection is also taken into consideration by some EUIs. For consequences regarding the data protection notice, see below section 6).  

Document findings & raise during kick-off with controller.


	
3. Any processing requiring a DPIA (to be) conducted, e.g. e-recruitment tool automatically pre-selecting/excluding candidates without human intervention?

See GL on Accountability on the ground: Guidance on documenting processing operations for EU institutions, bodies and agencies for details (https://edps.europa.eu/data-protection/our-work/publications/guidelines/accountability-ground-provisional-guidance_en) + positive / negative lists (https://edps.europa.eu/sites/edp/files/publication/19-07-16_edps_dpia_list_en.pdf) 

	
If applicable: insert doc (EDPS: CMS link)

Document findings & raise during kick-off with controller.




	

	
2. Application form(s)


	
1. Request a copy of the respective form(s) prior to the audit

	
insert doc(s) (EDPS: CMS link)

	
2. Evaluate content against section 3 of the GL (prior to audit), see below a) to e)
	
Where applicable, document findings for each document & raise during kick-off with controller.


	
a) Voluntary vs mandatory questions (section 7 GL)

	
Is it clearly indicated in the form whether questions are voluntary or mandatory?


	
b) Photos of applicants (section 3 i) GL)
	
· Has the EUI considered and documented why it is asking for a photo (verify reasons stated - data minimisation principle, Article 4(1)(c) of the Regulation);
· Does the application form or any other document contain enough specific information to consider that the data subject has given informed consent (Article 3(15) + recital 26 of the Regulation)?
· Are data subjects informed about the consequences, if any, of not providing a photo? If so, what are the consequences?


	
c) Criminal record or similar (section 3 ii) GL)

	
· Does the document contain a request for a current criminal record or a similar official document issued in accordance with the respective national law?

· If so, does the application form or any other document explain the purpose of this request? 
· If so, does the purpose stated correspond to “necessary to support that the applicant enjoys his full rights as a citizen” and that “he produces the appropriate character references as to his suitability for the performance of his duties”. (NB: Questions of the type “have you ever been convicted or found guilty of any offence by any court?” are excessive and goes beyond what is necessary);

· Only short-listed candidates invited to an interview should be invited to provide this document. 


	
d) Questions related to the "reasons for leaving a previous post”  (section 3 iii) GL)

	
· Does the application form ask for the "reasons for leaving a previous post"?
· If so, does the application form state that any reply to this question is voluntary / optional / not mandatory (see also section 7 GL)?
· How does the EUI ensure that applicants not answering this optional question are not put to any disadvantaged position due to their failure to give an answer?


	
e) Question on "Interests and skills not related to work, including social and sport activities"
	
· Does the application form contain such a question?
· If so, does the application form state that any reply to this question is voluntary / optional / not mandatory?
· How does the EUI ensure that applicants not answering this optional question are not put in a disadvantaged position due to their failure to give an answer?


	

	
3. Standard form: Criminal / police record or certificate of good conduct


	
GL section 4 iii): It is inappropriate to keep information about crimes that have expunged and which would be no longer reflected in a criminal record, police record or certificate of good conduct. These three documents are a snapshot which may not reflect the reality the day after their emission and the principle of accuracy of data is therefore not respected Article 4(1)(d) of the Regulation).

Moreover, the legal basis provided by the institutions is strictly limited to “a condition for recruitment”. Once the recruitment is terminated, EUIs do not have a legal basis to store these documents (except for limited (!) information for auditing, Article 5(1)(a) of the Regulation). 

Consequently, the EDPS recommends the creation of a "standard form" stating that the person is suitable for the performance of his duties and enjoys his full rights of citizen.


	
1. Request a copy of the respective form(s) prior to the audit

	
insert doc(s) (EDPS: CMS link)

	

	
4. Retention periods/storage


	
Regarding officials, contract, temporary agents and national experts, the GL (section 4) highlight the need to differentiate between three different categories of data subjects, namely the recruited applicants, the non-recruited applicants and the non-recruited applicants whose names were put on the "reserve lists for appointment" (Article 4(1)(e) of the Regulation, “storage limitation”). 
For trainees, see above section 1.1 of this template.

Article 33 of the Regulation stipulates the obligation of the controller to ensure the security of the processing.


	
1. Recruited applicants
	
· data stored in personal file (Article 26 of the Staff Regulations)?
· data retention period of ten years as of the termination of employment or as of the last pension payment?


	
2. Non-recruited applicants
	
· Differentiation from recruited applicants?

Retention period in accordance with
· time-limits for the possible review of the decision taken in the selection procedure (complaint to the European Ombudsman, appeal with the Civil Service Tribunal);
· Article 49 of the Implementing Rules to the Financial Regulation (for budgetary and audit purposes);
· two years following the recruitment procedure (= the length of time during which a complaint may be brought to the European Ombudsman).  


	
3. Non-recruited applicants on the “reserve list for appointment”
	
· Determined in terms of the validity and the actual extension of the respective reserve lists.   


	
4. Criminal record, police record or certificate of good conduct

	 
The criminal / police record or certificate of good conduct should be returned to the person immediately after the selection and possible recruitment.   

· Collect copy of respective instructions. 
· Verify by checking several files.


	
5. Sensitive data (e.g. disability), Articles 10, 3(19) of the Regulation
	
Sensitive data, such as data on disability, should be deleted once they are no longer necessary for recruitment or reimbursement purposes or following the date when any follow-up procedure has been completed. However, in the case of successful applicants, such data can be forwarded to the personal file in case special arrangements are required throughout the whole period of employment.


	
6. Demonstration implementation retention periods

· For documents kept in paper, inspect storage for outdated documents (usually, folders in cupboards will carry dates...)

· For documents filed electronically, have someone demonstrate the filing system, try to establish that no outdated docs are present and, if possible, verify logs documenting deletion of docs (at least for the last exercise)

	
Take pictures if required (e.g. of a cupboard containing files marked by years)

Collect screenshots/docs if required, insert 

Collect evidence of physical deletion where applicable (e.g. invoice of company destroying paper documents), insert

	

	
5. Transfers


	
1. Internal transfers (within or to other EUIs)
	
Internal transfers of data within the EUI or between EUIs must necessary for the management of the selection procedure of the staff (i.e. selection committees in the human resources sector, Head of Units) as well as for the performance of the respective supervisory task including the internal audit. 
 
The controller should remind all recipients of their obligation not to use the data received for other purposes than the one for which they were transmitted. 


	
2. External transfers, Article 9 of the Regulation
	
For instance, in case an external EEA-based company is in charge of carrying out tasks for an EUI as processor, for example organising tests for the Selection Committee, the necessity of the transfer of data to the company should be examined.

The precise mandate of the recipient processor should be established in a controller / processor agreement (Article 29 of the Regulation, see section 4.2 of the GL on the concepts of controller, processor and joint controllership, https://edps.europa.eu/sites/edp/files/publication/19-11-07_edps_guidelines_on_controller_processor_and_jc_reg_2018_1725_en.pdf). Their respective obligations should also be ensured in the light of the security requirements pointed out in Article 33 of the Regulation.


	

	
6. Data protection notice / Exercise of data subject rights


	
GL section 7: The data protection notice should be posted on the agency's website so that all candidates can be informed of all their rights as well as of all necessary information concerning the processing of his/her data before the selection procedure begins.  


	
1. Request copy prior to audit (if for specific recruitment procedure, request specific data protection statement(s))

	
insert data protection notice(s) received (EDPS: CMS link)

	2.	Evaluate content (prior to audit) in the light of Arts. 15 + 16 of the Regulation. 
	
In particular: 

Information on selection criteria for trainees:
· Although applicants are selected on the basis of their qualifications, the issue of maintaining an appropriate geographical distribution and gender balance during the selection is also taken into consideration by some EUIs (see above section 1). If this is the case, the data protection notice should inform the applicants (trainees) that personal data related to gender and nationality, aside from identification purposes, might be processed on the basis of the EUI's policy and internal decision, so that the fairness of the processing in respect of the data subject can be guaranteed.  

Right to rectification, Art. 18 of the Regulation: 
· Applicants are informed that in the case of identification data, their right to rectify those data can be exercised at any time during the procedure;
· It is clearly stated that in the case of data related to the admissibility criteria, the right to rectification cannot be exercised after the closing date of candidatures' submission.

Right of access: Data subjects should be given access to their evaluation results regarding all stages of the selection procedure (pre-selection, interview and written tests), unless the exception of Article 25(1)(c) of the Regulation in line with Article 6 of the Annex III to the Staff Regulations are applied.
 
The controller should not restrict access more broadly than is justified on grounds of safeguarding the confidentiality of the deliberations and decision-making of the Selection Committee or safeguarding the rights of other candidates. 


Document findings & raise during kick-off with DPO.


	
3. For ongoing recruitment procedure(s): Demonstration availability data protection notice on-the-spot

	
Collect doc / screen shot, insert (EDPS: CMS link)

	
4. Demonstration in actual case(s) that access has either been granted - or restricted in a justified and documented manner (Arts. 17, 25 of Regulation 2018/1725).

	
Right of access (see GL, Conclusions): Data subjects should be given access to their evaluation results regarding all stages of the selection procedure (pre-selection, interview and written tests), unless the exception of Article 25(1)(c) of the Regulation in line with Article 6 of the Annex III to the Staff Regulations are applied.

The controller should not restrict access more broadly than is justified on grounds of safeguarding the confidentiality of the deliberations and decision-making of the Selection Committee or safeguarding the rights of other candidates. 

Collect copies if required, insert (EDPS: CMS link)


	

	
7. Processor (optional)


	
GL, Conclusions 3): The precise mandate of the recipient processor should be established in a controller / processor agreement (Article 29 of the Regulation, see section 4.2 of the GL on the concepts of controller, processor and joint controllership, https://edps.europa.eu/sites/edp/files/publication/19-11-07_edps_guidelines_on_controller_processor_and_jc_reg_2018_1725_en.pdf). Their respective obligations should also be ensured in the light of the security requirements pointed out in Article 33 of the Regulation.
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(Self-)Audit anti-harassment procedures (selection of confidential counsellors and informal procedure)
(name institution / body, date)
case 20XX-XXXX



	
(Self-)audit conducted by:
Name, EUI, function

	
contact institution / body (controller)
address / locations institution / body


	
See Guidelines concerning the processing of personal data during the selection of confidential counsellors and the informal procedures for cases of harassment in European institutions and bodies (GL), see https://edps.europa.eu/sites/edp/files/publication/11-02-18_harassment_guidelines_en.pdf  
NB: Regarding formal procedures, the EDPS has issued separate Guidelines on processing personal information in administrative inquiries and disciplinary proceedings.


	
From the record, you will know whether your EUI selects confidential counsellors or not (not compulsory).

Pre-audit, invite controller to provide you with 
· the selection and eligibility criteria applicable to the selection of confidential counsellors (if applicable) (p. 6 GL);
· a list of cases, which should not contain personal data (controller should use case reference number or similar) - unless you already have a specific case in mind, e.g. based on a complaint case;
· Establish criteria for the selection of cases to inspect from that list & document them;
· If possible / desirable, inform the controller which cases have been selected prior to the audit (up-side: allows you to speak to staff responsible and not waste time on identifying files on-the-spot; down-side: those files might have been ‘cleaned’ in the meantime - but that should be obvious from logs, where files are electronic...).

Request copies of 
· the rules of normative value (policy, communication, decision) regarding this procedure;
· the data protection notice;
· the last X calls for interest for the selection of confidential counsellors (if applicable) (p. 6 GL);
· any forms / templates used to collect personal data in the context of the informal procedure (p. 6 GL);
· any forms / templates used to collect data for statistical purposes (p. 7 GL);
· the security policy in place (p. 14 GL).


	

	
1. Rules of normative value (policy, communication, decision) 

According to p. 4 GL, institutions and bodies should “Further detail the modalities of both procedures in more specific rules of normative value (policy, communication, decision), restrictively applicable to their internal staff.”

	
1. Request a copy of the respective document in AL (pre-audit) 

	
insert doc here

	
2. Evaluate content of the “more specific rules of normative value” in the light of the GL (pre-audit)
	
Does the document:
· define the purpose of the processing; 
· refer to the correct legal basis (pp. 3+4 GL)
· establish the different stages of the procedure (pp. 2 + 3 GL)
· specify retention periods (pp. 7 + 8. GL)

Document findings.


	
3. Demonstration availability on-the-spot (intranet)

	
Insert screen shot


	
4. Interview(s) with staff responsible on behalf of controller

	
Find out whether staff responsible is familiar with the applicable legal framework, namely enquire about the following (see above):
· describe the purpose of the processing; 
· describe different stages of the procedure;
· explain which retention periods are de facto applied - see also below section 4, which should be conducted after this one.


	

	
2. Forms / templates used to collect data 

According to p. 6 GL,
“The selection of hard data the collected through the forms and communicated to the HR should therefore allow the identification of recurrent and multiple cases and should not be excessive in relation to that purpose. 
The collection of soft data does not follow systematic rules as to the type of data processed; it is not possible to determine a priori the type of data collected. This does not mean that the collection may be random. The data collected by the counsellors must be adequate, relevant and not excessive in relation to the fight against harassment. This analysis must be conducted on a case by case basis by the counsellors.”

P. 6 GL further invites institution and bodies to “Ensure that the "hard" data collected in the forms are adequate, relevant and not excessive in relation to the purpose of their collection (the management of historical records and most importantly at the identification of recurrent and multiple cases). This necessity test should be re-evaluate in a few years time in relation to the purpose. ...”

P. 7 GL notes that “...with regard to the possible collection of data for statistical purposes (through a statistical report/form), the EDPS insists on the nature of the data collected; they should not allow the identification of the data subject. Indeed, the ability of identifying data subjects might arise for example by means of statistical inferences, especially within small European entities.”


	
1. Evaluate content / scope of any forms / templates used to collect personal data in the context of the informal procedure against GL (p. 6 GL) - (pre-audit)

	
Does the template / form:
· ensure that only adequate, relevant and not excessive data is collected in relation to the purpose of collection;
· has the necessity been re-evaluated?

Document findings.


	
2. Evaluate content / scope of any forms / templates used to collect data for statistical purposes in the light of the GL (p. 7 GL) - (pre-audit)

	
Does the template / form prevent identification of data subjects?

Document findings.



	

	
3. Data protection notice / info to “persons concerned”

According to p. 13 GL, “Ideally, the information is provided in a general text (by means of general privacy statement available to all staff members, recalling the provisions of Articles 11 and 12); as well as in each specific case (to the alleged victim, and the alleged harasser if the alleged victim agrees to it).". The data protection statement should recall the provisions of Articles 15 + 16 Reg. 2018/1725 and respect the transparency requirements under Article 14 Reg. 2018/1725.
On pp. 13 + 14 GL, the EDPS recommends 
· “to provide for general information in an exhaustive privacy statement, specific to the European institution or body (including the restriction to the right of rectification in case of the selection of counsellors), at best published on the website or on the intranet of the entity.
· To ensure the easy access to this statement.
· Provide specific information in case of a harassment procedure to the persons concerned when appropriate.”


	
2. Request copy data protection notice in AL (pre-audit)

	
insert data protection notice received

	According to p. 11 GL, institutions and bodies are invited
· “To guarantee the right of access and rectification of the data subject;
· To provide the data subject with general information about the restrictions to the right of rectification...;
· To foresee the modalities of exercising a right to block and to erase data;
· To specify the duration needed for blocking or erasing personal data.”

	2.	Evaluate content (pre-inspection) In the light of Arts. 15+16 Reg. 2018/1725 and p. 11 GL
	
Document findings.

	
5. Demonstration availability of data protection notice on-the-spot (intranet)

	
Collect doc / screen shot, insert

	
6. Demonstration in actual case(s) that “persons concerned” have been provided with the data protection notice 

	
Collect copy (only if required!), insert

	According to p. 13 GL, “It may be necessary in certain cases not to specifically inform the alleged harasser or to defer his/her information, in order not to prejudice the procedure (see Article 20(1)(c) of the Regulation discussed above in point 6). Article 20(5) must also applied in specific circumstances. In the case in point, an alleged harasser will usually be informed by the confidential counsellor, with the prior consent of the victim, of the existence of an informal procedure relating to him. In case the victim does give his/her consent, attention has to be given to this exception..”

	
7. Demonstration in actual case(s) (workflow) that restrictions vis-à-vis alleged harassers have been justified and documented.

	
Collect copy (only if required!), insert

	

	
4.  Retention periods / security measures

According to pp. 7 + 8 GL, institutions and bodies are invited to “Settle a specific retention period in compliance with Article 4(1)(e) taking into account that: (i) a shorter time limit should be adopted for non selected counsellors (for instance a limited period of time during which it is possible to challenge the data or the decision taken on the basis of the data for the non-selected persons); (ii) any further data required for statistical purposes should be kept in an anonymous form in the light of Article 4(1)(e) of the Regulation.”

On p. 8, the EDPS recommends:
· “to set beforehand precisely the time they are allowed to keep the data, in particular after the closure of the harassment case.
· To ensure that data stored for a longer period (usually for statistical purposes) are kept in anonymous form only, following Article 4(1)(e)...”.


	
1. Demonstration implementation retention periods on-the-spot

· For documents kept in paper, inspect storage for outdated documents (usually, folders in cupboards will carry dates...)

· For documents filed electronically, have someone demonstrate the filing system, try to establish that no outdated docs are present and, if possible, verify logs documenting deletion of docs (at least for the last exercise)

	
Take pictures if required (e.g. of a cupboard containing files marked by years)

Collect screen shots/docs if required, insert

Collect evidence of physical deletion where applicable (e.g. invoice of company destroying paper documents), insert

	According to p. 14 GL, “The procedure put in place should allow the confidential counsellors to store their documents in the HR Department while ensuring that the personal notes cannot be accessed by anyone else...“

	
3. Demonstration of storage place available to confidential counsellors

	
Take pictures if required (e.g. of a cupboard containing files marked by years)

Collect evidence of physical deletion where applicable (e.g. invoice of company destroying paper documents), insert


	According to p. 14 GL, the security policy in place “should cover the risks of the procedure, taking into account in particular:
- the assets under protection (i.e. the paper and/or electronic files), in particular the data processing procedures related to them, and the security measures adopted;
- the identification of risks and the list of the security measures adopted to mitigate these risks;
- the roles and responsibilities, as well as respective access rights, of all persons involved in the processing as well as the management of the access right (the policy should also be documented).”

	
4. Request copy security policy in AL (pre-audit)

	
insert access review and logging policy received

	
5. Evaluate content of the security policy in the light of the GL (pre-audit)
	
Does the document:
· identify the assets under protection (i.e. the paper and/or electronic files), in particular the data processing procedures related to them, and the security measures adopted; 
· identify the risks and the list of the security measures adopted to mitigate these risks;
· define the roles and responsibilities, as well as respective access rights, of all persons involved in the processing as well as the management of the access right

Document findings.


	According to p. 15 GL, security measures should as a minimum include “The establishment of appropriate physical access control measures in all areas where paper files are processed.“

	
6. Verify (interview staff member responsible + request demonstration - “What would you do, show us!”) whether all written exchanges within the informal procedure are taking place in sealed envelopes marked “staff matters and confidential” and whether these are delivered by hand (p. 15 GL)

	
Interview staff member responsible
Request demonstration (“What would you do, show us!”)

	
7. Demonstration physical security measures

· Demonstration of physical access control measures in all areas where paper files are processed

· For documents kept in paper: verify whether docs are stored under lock and key; have access demonstrated; access if staff member in charge is out-of-office;

· For documents filed electronically, have access rights and logs demonstrated. 

	
Document locality (address, room number)

	Take pictures (only if required!), insert 

Collect screen shots/docs if required, insert 


	According to p. 15 GL, security measures should as a minimum include “The use of codes of conduct or confidentiality declarations for all persons involved in the processing..”

	
8. Verify existence of codes of conduct / confidentiality declarations

	
Collect copy of code of conduct / template of confidentiality declaration (do not collect individual declarations!), insert

	

	
5. Exercise data subject rights


	According to p. 11 GL, institutions and bodies are invited
· “To guarantee the right of access and rectification of the data subject;
· To provide the data subject with general information about the restrictions to the right of rectification...;
· To foresee the modalities of exercising a right to block and to erase data;
· To specify the duration needed for blocking or erasing personal data.”
See also EDPS GL on Article 25, https://edps.europa.eu/sites/edp/files/publication/20-03-09_guidance_on_article_25_of_the_new_regulation_and_internal_rules_en.pdf.


	
1. Demonstration in actual case(s) where access has either been granted or restricted in a justified and documented manner (Article 25 Regulation)

	
Collect copies if required, insert

	

	
6. Transfers (optional)


	See section 5 GL.
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(Self-)audit administrative inquiries and disciplinary procedures
(name institution / body, date)
case 20XX-XXXX



	
(Self-)audit conducted by:
Name, EUI, function

	
 contact institution / body (controller)
address / locations institution / body


	
See Guidelines “on processing personal information in administrative inquiries and disciplinary proceedings” (GL, see https://edps.europa.eu/sites/edp/files/publication/16-11-18_guidelines_administrative_inquiries_en.pdf).


	
Pre-audit, invite the controller to provide you with a list of administrative inquiries and disciplinary procedures conducted over the past X years, including information on whether data subject rights have been exercised. Such list should not contain personal data (controller should use case reference number or similar) - unless you already have a specific case in mind, e.g. based on a complaint case;

· Establish criteria for the selection of cases to inspect from that list & document them;
· Consider requesting info on cases in which access was requested and/or restricted (see below section 4) or in which transfers took place and to whom (see below section 5); 
· If possible / desirable, inform the controller, which cases have been selected prior to the audit (up-side: allows you to speak to staff responsible and not waste time on identifying files on-the-spot; down-side: those files might have been ‘cleaned’ in the meantime - but that should be obvious from logs, where files are electronic...).

Request copies of 
· the legally binding decision, policy or implementing rules regarding this procedure;
· the data protection notice;
· the access review and logging policy (§68 GL);
· the contract with the processor (if applicable);
· the risk assessment conducted (§76 h. GL).


	

	
1. Legally binding decision / policy / implementing rules 

According to §9 GL “...in line with Article 2 of Annex IX (Staff Regulations), your institution should adopt a legally binding decision, policy or implementing rules regarding this procedure. This specific legal instrument should define the purpose of an administrative inquiry, establish the different stages of the procedure to be followed and set out detailed rules and principles to be respected in the context of an inquiry and a disciplinary proceeding. Furthermore, the rules about the use of different means in view of collecting potential evidence for the investigation should be included in the legally binding decision, policy or implementing rules”.

According to §73 of the EDPS e-Communications GL, see https://edps.europa.eu/sites/edp/files/publication/15-12-16_ecommunications_en.pdf, “How and when investigators can have access to eCommunications data has to be defined in your institution's internal rules for administrative enquiries and disciplinary proceedings.”


	
5. Request a copy of the respective document in AL (pre-audit) 

	
insert doc 

	
6. Evaluate content against GL (pre-audit)
	
Does the document:
· define the purpose of an administrative inquiry (§9 GL), 
· establish the different stages of the procedure (§9 GL)
· set out detailed rules and principles to be respected in the context of an inquiry and a disciplinary proceeding (§9 GL)
· contain rules about the use of different means in view of collecting potential evidence for the investigation included (§§9, 18 GL, see also §§68 et al e-Communications GL, R11, R12 e-Communications GL)
· contain provisions regarding the role of DPO (§70 GL)
· specify retention periods (§76 f. GL)

Document findings.


	
7. Demonstration availability on-the-spot (intranet)

	
Insert screen shot 

	
8. Interview(s) with staff responsible on behalf of controller

	
Find out whether staff responsible is familiar with the applicable legal framework, namely enquire about the following (see above):

· describe the purpose of an administrative inquiry (§9 GL), 
· describe different stages of the procedure (§9 GL)
· Which are the rules and principles to be respected in the context of an inquiry and a disciplinary proceeding (§9 GL)
· Which are rules about the use of different means in view of collecting potential evidence for the investigation included (§§9, 18 GL and §§68 et al e-Communications GL, R11, R12 e-Communications GL)
· Any provisions regarding the role of DPO (§70 GL)
· retention periods as de facto applied (§76 f. GL) - see also below section 3, which should be conducted after this one.


	

	
2. Data protection notice / info “affected individuals”

According to §39 GL, “Your institution should inform all individuals implicated in an inquiry or disciplinary proceeding of the main data protection principles. This can be done, for example, by posting a privacy notice where they have published (i.e. intranet) all the relevant documents about administrative inquiries and disciplinary proceedings (Decision, Rules, Policy, Manuals). This privacy notice should refer to all relevant information related to administrative inquiries and disciplinary proceedings in general following the list of elements stated in Articles 11 and 12 of the Regulation".


	
9. Request copy in AL (pre-audit)

	
insert data protection notice received 

	2.	Evaluate content (pre-audit) in the light of Arts. 11 + 12 Reg. 45/2001
	
Document findings.

	
8. Demonstration on-the-spot (intranet)

	
Collect doc / screen shot, insert 

	According to §40 GL, “The data protection notice mentioned above is a first step, but it is not sufficient... In order to guarantee fairness and transparency about the information processed regarding a specific inquiry, affected individuals should be informed about it. Your institution should therefore provide them with the privacy notice as soon as it is practically possible, for example before starting the interview of the person.”

	
9. Demonstration in actual case(s) (workflow) that “affected individuals” have been provided with the data protection notice

	
Collect copy (only if required!)

	According to §40 GL, “...your institution should inform them (affected individuals) of the opening and closing of the administrative inquiry related to them. This concerns the formal opening of an inquiry as well as the following stage, when the available information will either be transferred to a Disciplinary Board appointed by your institution or to IDOC, or to its equivalent for a disciplinary proceeding.”

	
10. Demonstration in actual case(s) (workflow) that “affected individuals” have been informed of the opening and closing of the administrative inquiry related to them

	
Collect copy (only if required!)

	

	
3.  Retention periods / technical + organisational measures

According to §76 f. GL, institutions / bodies are invited to “Apply specific retention periods: How long do you need to keep the information collected before an inquiry, during an inquiry and in the context of a disciplinary proceeding? Are these retention periods specified in a Manual included in the specific legal instrument?” For retention periods, also see §§52, 53 GL.

According to §66 GL, “Given that the information processed is sensitive, leaks or unauthorised disclosure of it may have severe consequences for all individuals involved in an inquiry or procedure. Article 22 of the Regulation requires your institution to implement appropriate technical and organisational security measures in view of preventing any unauthorised disclosure or access, accidental or unlawful destruction or accidental loss, or alteration and prevent all other forms of unlawful processing.”


	
2. Demonstration implementation retention periods

· For documents kept in paper, inspect storage for outdated documents (usually, folders in cupboards will carry dates...)

· For documents filed electronically, have someone demonstrate the filing system, try to establish that no outdated docs are present and, if possible, verify logs documenting deletion of docs (at least for the last exercise)

	
Take pictures if required (e.g. of a cupboard containing files marked by years)

Collect screenshots/docs if required, insert 

Collect evidence of physical deletion where applicable (e.g. invoice of company destroying paper documents), insert 

	According to §68 GL, “Your institution should develop, document and implement an access review and logging policy with a description of
 i) the list of authorised categories of officers who have access to the drives shared between the units involved in an inquiry/disciplinary proceeding, 
ii) what information is logged in the drives, 
iii) what use is made of the logged information and iv) the process in place to review the access rights.”

	
10. Request copy access review and logging policy in AL (pre-audit)

	
insert access review and logging policy received

	According to §67 GL, “...your institution should carry out a risk assessment of their already existing general security policy within their premises and develop, where necessary, specific security measures on access control and management of all the information processed in the context of an inquiry or disciplinary proceeding.”

	
11. Request copy risk assessment conducted in AL (pre-audit)

	
insert risk assessment received

	
12. Demonstration safety features

· For documents kept in paper: verify whether docs are stored under lock and key; have access demonstrated; access if staff member in charge is out-of-office;

· For documents filed electronically, have access rights and logs demonstrated. 

	
Document locality (address, room number)

	Take pictures (only if required!), insert

Collect screen shots/docs if required, insert


	According to §69 GL, “...all officers involved should sign confidentiality declarations stating that they are subject to an obligation of professional secrecy equivalent to that of a health professional. These declarations will contribute in maintaining the confidentiality of personal data and in preventing any unauthorised access within the meaning of Article 22 of the Regulation..”

	
13. Verify existence of confidentiality declarations (in one example case, if any - otherwise existence of template)

	
Collect template of confidentiality declaration (do not collect individual declarations!), insert and note existence of declaration in example case, if any (indicate ref. no. of selected case)

	

	
4. Exercise data subject rights


	According to §49 GL, “To exercise the right of rectification, affected individuals should contact your institution directly via a specific functional mailbox allowing written requests and confidentiality.”

	
2. Verify existence of functional mailbox 

	
Document link; verify post-audit

	According to §44 GL, “In cases where your institution decides to apply a restriction of information, access, rectification etc. under Article 20(1) of the Regulation, or to defer the application of Article 20(3) and 20(4), such decision should be taken strictly on a case by case basis. In both cases, your institution should be able to provide evidence demonstrating detailed reasons for taking such decision (i.e. motivated decision). These reasons should prove that they cause actual harm to the investigation or they undermine the rights and interests of your institution and they should be documented before the decision to apply any restriction or deferral is taken. The documented reasons should be made available to the EDPS if requested in the context of a supervision and enforcement action.”

See also EDPS GL on Article 25, https://edps.europa.eu/sites/edp/files/publication/20-03-09_guidance_on_article_25_of_the_new_regulation_and_internal_rules_en.pdf.


	
3. Demonstration in actual case(s) that access has either been granted or restricted in a justified and documented manner (Arts. 13, 20 Reg 45/2001); §§42-44, 46, 48, 51 GL.

	
Collect copies if required, insert

	

	
5. Transfers (optional)


	
Recommendation 6 of GL: “Assess the appropriate competence of the recipient (internal or external) and then limit the transfer of personal information to only what is strictly relevant and necessary”.  See also section 12.2 GL / Article 9 Regulation.


	
6. Processor (optional)


	See Section 13 GL; EDPS GL pn controller / processor, see https://edps.europa.eu/sites/edp/files/publication/19-11-07_edps_guidelines_on_controller_processor_and_jc_reg_2018_1725_en.pdf .
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