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1. Introduction
The Financial Regulation (Article 66(9))1) provides that each authorising officer by
delegation (AOD) shall send an annual activity report to their institution, togetherwith financial and management information. This report shall present theachievements of their institution in relation to the resources used. It shall also be amanagement report on performance in the context of their task as AOD. Thisrequirement is the logical consequence of paragraph 22 of this same article, whichgives the AOD responsibility for internal controls.In the annual activity report of the AOD, this latter must include a statement ofassurance (“Statement”) based on their own judgment and on the informationavailable in which the AOD:
 states that the information contained in the report gives a true and fair view;
 declares that the AOD has reasonable assurance that the resources allocatedto the activities described in the report have been used for their intendedpurposes and in accordance with principles of sound financial management,and that the control procedures put in place give the necessary guarantees asto the legality and regularity of the underlying transactions;
 confirms that the AOD is not aware of any matter not reported which couldharm the interests of the institution.

1 Financial Regulation, Article 66(9): “The authorising officer by delegation shall report to his or her
institution on the performance of his or her duties in the form of an annual activity report containing
financial and management information, including the results of controls, declaring that, except as
otherwise specified in any reservations related to defined areas of revenue and expenditure, he or she has
reasonable assurance that:

(a) the information contained in the report presents a true and fair view;
(b) the resources assigned to the activities described in the report have been used for their intended

purpose and in accordance with the principle of sound financial management;
(c) the control procedures put in place give the necessary guarantees concerning the legality and

regularity of the underlying transactions.
The activity report shall indicate the results of the operations by reference to the objectives set, the risks
associated with those operations, the use made of the resources provided and the efficiency and
effectiveness of internal control systems, including an overall assessment of the costs and benefits of
controls.
No later than 15 June each year, the Commission shall send to the European Parliament and the Council
a summary of the annual activity reports for the preceding year. The annual activity report of each
authorising officer by delegation shall also be made available to the European Parliament and the
Council.”.

2 Financial Regulation, Article 66(2): “For the purposes of paragraph 1, the authorising officer by
delegation shall, in accordance with Article 32 and the minimum standards adopted by each institution
and having due regard to the risks associated with the management environment and the nature of the
actions financed, put in place the organisational structure and the internal control systems suited to the
performance of his or her duties. The establishment of such structure and systems shall be supported by a
comprehensive risk analysis, which takes into account their cost effectiveness. “.
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2. Operational	achievements
Each year, the EDPS publishes an ‘Annual Report’ (AR) giving an overview of theobjectives and achievements of the institution’s work. Therefore, comprehensiveinformation on operational achievements can be found in the EDPS annual reportfor 20173. Nevertheless, at the request of the Internal Audit Service (IAS) andfollowing its audit on “establishment and issuance of opinions and formal comments in
the EDPS”, this AAR will report on the main initiatives carried out by the Policy andConsultation Unit in 2017.As 2017 has been the first year of implementation of the Ethics Framework of theinstitution, this AAR will also report on it.
2.1. Initiatives/priorities in the context of establishment and

issuance of opinions and formal comments in the EPDS

2.1.1. Preparing for the EDPBThe General Data Protection Regulation (GDPR), was adopted on 27 April 2016 andis fully applicable since 25 May 2018. In line with our Strategy commitments, wehave been working in close cooperation with data protection authorities (DPAs)across the EU, through the Article 29 Working Party (WP29), to prepare for theGDPR. We have actively contributed to the WP29’s efforts to provide guidance onkey provisions of the GDPR, in particular as coordinator of the work of the WP29’sKey Provisions Subgroup, which has provided the majority of this guidance.Specifically, we served as an active co-rapporteur for guidelines on lead authority,DPOs, profiling, consent, and transparency and provided substantial written input tothe guidelines on data portability, Data Protection Impact Assessments (DPIAs) andadministrative fines. In addition, we continued to work closely with the WP29 toprepare for our new responsibilities of both providing the Secretariat and acting asan independent member of the new European Data Protection Board (EDPB), whichhas replaced the WP29 under the GDPR.Among many other things, the GDPR provides for the establishment of the EDPB.The Board not only takes over the responsibilities of the WP29, but performs manynew tasks aimed at ensuring the consistent application of the GDPR across the EU.The EDPS will act as a member of the EDPB, while also providing its Secretariat.Across all EDPS units and sectors, we worked in close cooperation with our WP29colleagues to ensure that the EDPB could start its work on 25 May 2018, the day onwhich the GDPR became fully applicable. In 2017, we appointed a liaison
3 http://www.edps.europa.eu/EDPSWEB/edps/site/mySite/lang/en/AR.
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coordinator tasked with coordinating all EDPS work relating to the preparation ofthe EDPB Secretariat. This has included working with the WP29 to develop thefuture EDPB website and to design and choose the future EDPB logo (see section7.1.4), as well as cooperating with the WP29 to draft a Memorandum ofUnderstanding between the EDPB and the EDPS4. In addition, we have contributedto the drafting of the EDPB rules of procedure5 and helped to define differentprocedures relating to the consistency mechanism, which aims to ensure consistentapplication of the GDPR across the EU. We also completed the specification ofrequirements for the IT system for the EDPB and DPAs, which will support theapplication of the GDPR, and have started the implementation project for thissystem.
2.1.2. Completing the data protection framework: ePrivacy
RegulationThe GDPR is one of the EU’s greatest recent achievements, but without acomplementary and effective legal tool to protect the right to the confidentiality ofcommunications, the data protection framework remains incomplete. To fill thisvoid, the Commission published its proposal for a new ePrivacy Regulation on 10January 2017. On 24 April 2017, we issued our response. As well as welcoming theproposal and recalling the need expressed in our 2016 Preliminary Opinion forsmarter, clearer and stronger rules for ePrivacy, our 2017 Opinion outlined our keyconcerns. These related to scope and definitions, the need to ensure genuinely freelygiven consent, the need for clarity about the relationship of the ePrivacy Regulationwith the GDPR and the need for privacy by default.On 27 October 2017, the plenary of the European Parliament approved their Reporton the new ePrivacy Regulation. We were pleased to note that the Report, whichthey will use in their negotiations with the Council and Commission on the finalRegulation, follows many of the recommendations provided in our Opinions. It alsobuilds on our recommendations on the proposed parliamentary amendments, whichwe published on 5 October 2017, as well as the recommendations set out by theWP29, to which we actively contributed as co-rapporteurs. Importantly, and despitemassive lobbying efforts, the Parliament’s Report refrains from unduly expandingthe legal bases for the processing of personal data specified in the proposedePrivacy Regulation. Most notably, amendments aimed at allowing the processing ofdata on the basis of legitimate interest were not included in the Report. With fewexceptions, the Report specifies that internet companies and communicationproviders should only be able to process user data with user consent. It alsoprohibits tracking walls and take it- or-leave-it approaches, helps to ensure thatconsent is genuinely freely given and requires privacy by default for softwaresettings. The work in the Council will continue in 2018. We will actively follow theongoing negotiations and provide targeted input where appropriate.

4 which was signed on 25 May 2018 by the Supervisor and the Chair of the Board.
5 also adopted at the first meeting of the Board.
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2.1.3. Preparing for the revised Regulation for the EU InstitutionsWhile the GDPR provides the rules for data protection in businesses andorganisations operating across the EU, it does not apply to the EU institutions andbodies, which are subject to their own rules. These rules are currently set out underRegulation 45/2001, but the process of updating them and bringing them in linewith the GDPR is well underway. The new Regulation must ensure consistency withthe GDPR through an emphasis on accountability and safeguards for individuals,rather than procedures. Though some deviations from the GDPR might be justifiable,it is important that they are kept to a minimum. The European Commission adopteda proposal for the updated Regulation on 10 January 2017. On 15 March 2017, wepublished an Opinion on it.Though we felt the proposal achieved a good balance between the various interestsat stake, we also highlighted a number of areas for improvement, particularly inrelation to the restriction of the rights of the individual and the need to provide theEU institutions with the possibility to use certification mechanisms in certaincontexts. The Regulation also sets out the tasks and powers of the EDPS. In thisrespect, we found that the proposal struck a reasonable balance between theinterests at stake and reflected the normal functions of an independent dataprotection authority. Following the adoption of positions by the EuropeanParliament and the Council, discussions on the revised Regulation entered thetrilogue phase in November 2017. We called on the European Parliament, theCouncil and the Commission to reach an agreement on the new Regulation as swiftlyas possible, so that the EU institutions can lead by example in the application of newdata protection rules. A political agreement has been announced by the negotiatorson GDPR day (25 May 2018) and it is expected that the new Regulation for EUinstitutions will be in place in October 2018.
2.1.4. Completing the Security UnionIn the EDPS Strategy, as part of our pledge to opening a new chapter for dataprotection, we commit to facilitating responsible and informed policymaking in allcases where EU legislation has a notable impact on privacy and data protection, andto promoting a mature conversation on security and privacy. In the case of EUborder and security policy, these objectives are inseparable.In recent years, the Commission has proposed several initiatives aimed at ensuringEU borders, both on land and online, remain safe and secure, and 2017 was noexception. Though we support these efforts, it is vital to ensure that all proposalsfully respect the fundamental rights of those concerned. Through providingappropriate legal analysis, guidance and recommendations, we aim to ensure thatpolicymakers are able to make informed decisions on EU border and security policy,which strike a balance between the need for greater security, both online and offline,and the right to data protection.
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2.1.4.1. Protecting fundamental rights in the area of freedom, security and
justiceSince its establishment in 2011, eu-LISA has gradually been entrusted with theoperational management of the Schengen Information System, the Visa InformationSystem and Eurodac. After four years of operation, the European Commissionconducted an evaluation and in June 2017 they published a Proposal for aRegulation on eu-LISA.Under the proposal, eu-LISA would be entrusted with the operational managementof existing and future large-scale IT systems in the area of freedom, security andjustice, as well as the development of some features related to the interoperability ofthese systems (see section 4.3.4). The agency would also be required to carry outresearch activities and to develop, manage and host a common IT system forMember States interested in a centralised solution for implementing technicalaspects of EU legislation in the area of freedom, security and justice.On 10 October 2017, we issued an Opinion on the proposal. As the supervisoryauthority for eu-LISA, we recommended that the Commission conduct a detailedimpact assessment to determine how the proposal might affect fundamental rights.In particular, we specified that the assessment should focus on the issues associatedwith concentrating all EU large-scale IT systems in one agency and should take intoaccount the broader legal context, including other ongoing legislative proposalsrelating to large-scale IT systems.We also recalled that no legal framework currently exists relating to theinteroperability of large-scale IT systems in the EU, and therefore recommendedthat references to interoperability be removed from the proposal. In addition, theprovision allowing for the possible establishment of a central solution for thedecentralised systems on the basis of a delegated agreement between eu-LISA and agroup of Member States should also be removed, as such an agreement cannot,under any circumstances, provide a proper legal basis for such a crucial change tothe system’s architecture.

2.1.4.2. Assessing the EU’s approach to visa-exempt travellersOn 6 March 2017 we issued an Opinion on the proposed European TravelInformation and Authorisation System (ETIAS). The proposal would require visa-exempt travellers to undergo a risk assessment with respect to security, irregularmigration and public health before entering the EU.As the information gathered will be used to grant or deny individual’s access to theEU, it is vital that the definition of what constitutes a risk is clearly defined and thatreliable methods are used to determine in which cases a risk exists. This isparticularly important in relation to the proposed introduction of screening rules, aprofiling tool that would enable the ETIAS system to single out individualssuspected of posing a risk. Profiling techniques, as with any other form ofcomputerised data analysis, raise serious technical, legal and ethical questions,related to their transparency and accuracy, which is why we called on theCommission to produce convincing evidence of the need to include and use them inthe ETIAS system.
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We also stressed the need to conduct a thorough assessment of the impact thisproposal will have on the rights to privacy and data protection, to determinewhether the measures proposed, and the implications they have for the right to dataprotection of the individuals concerned, are truly necessary, given the resourcesalready available to the EU in this area.Border management and law enforcement are distinct objectives, with differentimplications for data protection and privacy. It is important to ensure that the EU isbetter able to address the challenges of migration, borders and refugees, but thiscannot come at the expense of protecting fundamental rights. A balance must befound between the two in order to ensure a consistent and effective approach to EUborder policy.
2.1.4.3. Encouraging a consistent approach to criminal recordsThe current European Criminal Records Information Service (ECRIS) is primarilyused to facilitate judicial cooperation between Member States, through the exchangeof information relating to criminal convictions.In 2016, the Commission proposed a Directive on ECRIS aimed at improving thissystem, on which the EDPS issued an Opinion. They wanted to make it easier forMember States to exchange information on non-EU citizens, referred to as third-country nationals (TCN). In 2017, the Commission proposed a Regulation on ECRIS-TCN, designed to complement the Directive and address some of the technicalproblems encountered in its application. Most notably, they proposed changing thesystem used to identify which Member States hold information on criminalconvictions relating to non-EU citizens from a decentralised system to a centralisedsystem.In our Opinion of 12 December 2017, we acknowledged the need to develop a moreefficient system for exchanging information on the criminal records of non-EUcitizens. At the same time, we stressed that any proposal to update the currentsystem must ensure consistency with the EU Charter of Fundamental Rights and theLisbon Treaty, and fully respect data protection principles.As the original ECRIS legislation was developed before the Charter and the Treatycame into force, any plans to amend it must bring ECRIS and ECRIS-TCN up to thestandards set in these documents. This means clearly defining for what purposes thedata stored in these databases will be used and establishing that these purposes areboth necessary and proportionate. Any difference in the treatment of the personaldata of non-EU citizens and EU nationals must also be demonstrably justifiable.The proposal involves the establishment of a central database containingfingerprints and facial images, which would be hosted by eu-LISA alongside themajority of the EU’s other large-scale databases. The Commission must thereforealso conduct a thorough impact assessment to determine whether this representsthe least intrusive way of identifying which Member States hold information on thecriminal convictions of non-EU citizens. Moreover, as the data concerned is of aparticularly sensitive nature, it must only be processed if it is strictly necessary to doso.
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2.1.5. Facilitating the assessment of necessityAlmost all EU policy proposals now involve some form of personal data processing.Policymakers are also increasingly required to respond quickly to acute publicsecurity challenges and to keep up with developments related to the digital economyand international trade. The need for help to ensure that each new proposal respectsfundamental rights is therefore greater than ever.Using an evidence-based approach, policymakers must be able to demonstrate thatany planned limitation of the fundamental right to data protection and the right toprivate life is strictly necessary in order to achieve an objective of general interest orto protect the rights and freedoms of others. This also applies to the limitation of anyother rights that might be affected by the processing of personal data. To assistpolicymakers in doing this, and as part of our commitment to facilitating responsibleand informed policymaking, we published a Necessity Toolkit on 11 April 2017. Itprovides policymakers with a practical, step-by-step checklist, setting out theaspects to be considered when assessing the necessity of new legislation, andproviding examples to illustrate each step. This is complemented by a legal analysisof the main concepts involved, such as the limitation of the right to the protection ofpersonal data, the objective of general interest and the necessity and proportionalityof an envisaged legislative measure.
2.2. Implementation of the Ethics Framework of the EDPS

Questions of ethics and morality are relevant at all levels of society. Ethicalbehaviour is equally important in the workplace as it is in our personal lives.Everywhere business or policies are conducted, ethics matters. The same applies topublic administration, whether at national or European level.Since the early beginning of our institution, we have given the utmost importance toethical behaviours and standards which were already enshrined in severaladministrative decisions. A code of conduct for the staff members was adopted inearly 2005 and later reviewed and modernised in 2014. A series of decisionsfollowing Staff regulations obligations relevant from the Ethics perspective followedsuch as on anti-harassment, disciplinary proceedings and administrativeinvestigations, or whistleblowing.A specific code addressed to the Supervisors was adopted at the end of 2015 tounderline the accountability of the Supervisors to integrate ethical insights into theirdaily work as independent regulators and policy advisors in the field of dataprotection, following the new EU institutional framework and the Lisbon treaty.The Ethics framework of the EDPS was adopted on 17 October 2016. It is regardedas an important contribution to our strategy of leading by example as the guaranteeof Ethics reinforces the principles of transparency, professionalism andaccountability of our institution and our staff.The formal establishment of the position of the Ethics Officer of the EDPS with aclear mandate, independence and tasks, including reporting to the Management
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Board at least once per year on the implementation of the Ethics Framework, showsthe commitment of our institution to achieving high levels of Ethical standards.The Ethics Framework of the EDPS governs the conduct of the Supervisors and allthe members of the Secretariat, including detached national experts, trainees and allother external staff, in their relations with other EU Institutions, with otherstakeholders, and with the general public at large.Members of staff shall comply with the provisions of the EDPS ethics framework.The conduct of staff shall neither undermine their professional integrity andimpartiality nor harm the reputation of the institution.Save as otherwise provided by the Memorandum of Understanding between theEDPS and the EDPB6, the conduct of members of the Secretariat providing assistanceto the Secretariat of the EDPB shall also be governed by this Ethics Framework.The report provided by the Ethics Officer goes beyond reporting activities of 2017 asit encompasses some inter-institutional perspectives for 2018.A reflection whether or not is necessary to change the code of conduct of theSupervisors to align it with the new one adopted by the Commission for itsmembers, for example:
 Reflect on the amount of 10.000 € (value of investments to bedeclared)
 Period of 10 years instead of 5 years for listing activities and financialinterestsThe setting up of the EDPB also triggers the following reflections:
 Would it be necessary or advisable to have a Code of conduct for theEDPB chair?
 Is there any obstacle for the Ethics officer of the EDPS to serve alsothe EDPB?Transparency and Lobbying:
 Should the EDPS join the new interinstitutional agreement?Revolving doors policy:
 The CPQS recommendations will be closely followed and the EDPSwill align its position with the best practices in other EU institutionsTo assess the need of reviewing the code of conduct for staff to align it withnew Commission practices regarding the external activities of staffThe Ethics officer will be paying specific attention to the organisation of theinternational conference of Data Protection and Privacy Commissioners(October 2018) and will liaise with the Task Force to check observance ofhigh ethical standards.

6 Art. 75.4 of the General Data Protection Regulation
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3. Resource	management						
3.1. Human resources

The EDPS has adopted, or implemented for the first time, major decisions andpolicies during 2017, notably:
 HR Forward planning (1st exercise)
 Career guidance policy (1st exercise)
 Staff retention strategy (implementation)
 Equal opportunity strategy (implementation)
 Revised  telework decision
 New IT-tool for L&D (EU-learn)
 Fit@work programme

Annex 2 provides the chart relating to Human resources requested by the discharge2013. It deals with:
 Staff distribution by nationalities and gender
 Grades for officials
 Contract agents function group

3.2. Budget

The budget adopted by the budgetary authority for 2017 amounted to EUR 11 324735,00 which represented a 21.93% increase compared to the 2016 budget (seeAnnex 3).On 25 May 2018 the new General Data Protection Regulation (GDPR) is applicableand the family of EU institutions and bodies has a new member: the European DataProtection Board (EDPB). The legislator has entrusted the European Data ProtectionSupervisor (EDPS) with the challenging task of providing the Secretariat to theEDPB.The Europol Regulation entrusts as well the EDPS with the new responsibility ofmonitoring and ensuring the right to the protection of personal data with regard tothe processing of personal data by the most important European Law EnforcementAgency as well as the duty to advise Europol and the individuals concerned on allmatters relating the processing of personal data. It also entrusts the EDPS with thetask of providing the Secretariat of the Cooperation Board set up by the Regulation.As a result, the EDPS’ budget was heavily influenced by these two major legislativechanges.
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With regard to the budgetary procedure, taking into account the size of theinstitution, the EDPS applies the Commission’s internal rules on budgetimplementation, in so far as they were applicable to the structure of its budget andto the size of the institution, in cases where no specific rules had been adopted.
StaffAs regards the staff recruitment planning, in the framework of the preparatoryworks to set up the future EDPB, the EDPS requested a moderate increase of 2.5FTEs, which is considerably lower than the ceiling foreseen in the MFF for that year(13 FTEs).In addition, it was assessed that 6 FTEs were necessary to develop the tasksforeseen under the new Europol Regulation. This assessment was consistent withprevious estimations and in accordance with the evolution of the legislative file asshown in the following paragraphs.  These FTEs replaced the effort provided by 3FTEs in the Secretariat of the JSB, attached to the Council, and staff of the 28 nationalauthorities carrying out the tasks of the JSB.
3.3. Procurement

The EDPS relies heavily on inter-institutional cooperation as it presents manyadvantages from the perspective of good financial management and budgetconsolidation. This cooperation is vital for the EDPS, not only because of the smallsize of our organisation, but also because it increases efficiency and allows foreconomies of scale; in addition, most of the expenditure remains within the EUadministrations, therefore resulting in appreciable savings for the EU budget.
Public procurement procedures implemented during 2017:a. High value contracts (Above 135 000 EUR)Several major contracts were concluded through Inter-Institutional FrameworkContracts (IIFC) in which EDPS is stakeholder, among others:
 DI/07360 (SIDE) - IIFC/DIGIT (Leading institution = European

Commission)1. Renewal of our Case Management System (CMS) VDE/SAAS andConsultancy Services2. Online media monitoring and international media database
 ITS14 (Lot 2 and 3) - IIFC (Leading institution = European Parliament)1. Web Developers and Drupal Developers for the new EDPS website2. IT Analyst and Development Specialist for analysis and development of ITTools
 DI/07560 : IIFC/DIGIT (Leading institution = European Commission)1. Renewal of the copy machines (Contractor = CANON (BE))
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b. Middle value contracts (Between 15 000 and 135 000 EUR)
 A new contract about Promotional Items was launched and awarded in 2017for a value of 60.000 EUR (Contractor = Rivanco (BE)).
 A new contract concerning the practical aspects of the organisation of theInternational Conference 2018 has been launched in 2017 and awarded inthe beginning of 2018 for a value of 134 900,00 EUR (Contractor = ForumEurope (UK)).c. Low value contracts (Below 15 000 EUR)Next to the contracts listed above, many direct contracts have been signed thatconcluded with Purchase Orders (Politico newspaper, Escape Prod, EIPAtraining, Press Club, etc.)New project on procurement profesionnalisation:A new project called ‘Procurement Professionalisation’ has been prepared in 2017and should be implemented during 2018. The project is composed of two mainobjectives:
 Appointment of a single Operational Initiating Agent in each operationalunit/sector that will receive a proper training on negotiated procedures forlow/middle value contracts;
 An electronic workflow (paper less).In order to comply with the recommendation of the discharge 2016 report whichcalls for an overview in the Supervisor’s annual activity report of the sections onprocurement and missions’ management, to include a comparative table of the lastfour years, the chart below provides the statistics for procurements.
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3.4. Missions management

Missions’ management at the EDPS is conducted in accordance with the applicablerules and its own mission guide (which is based on the Commission's guide).The EDPS has adopted a speaking engagement policy7 which clarifies the rules inthose cases where the mission expenses should be paid by the organiser and isselective as regards attendance to external events.
2017 Members StaffNumber of missions 52 253Average duration 4,1 days 2,1 daysAverage cost 860 euros 638 eurosThe chart above provides information about the number of missions, the averageduration and the average cost. All missions of the Supervisors are conducted withfull transparency as provided in their Code of conduct. Missions by staff are encodedin MIPs and a mission report is uploaded as a supporting document in the statementof expenses.

As requested by the European Parliament in the previous discharge report, the twofollowing tables give more detailed information in terms of transparency.
N° DAYS + COSTS PER TEAM 2017

UNIT/SECTOR nbre
missions

TOTAL
COST N° DAYS

AT CHARGE
OF

ORGANISER
S

DIRECTOR’s TEAM 30 21551,98 43 0

IT POLICY 24 14558,5 34 4

COMMUNICATION 5 7371,64 11 -

POLICY & CONSULTATION 63 44566,39 201,5 5

HRBA 29 22252,86 53 1

SUPERVISION & ENFORCEMENT 80 48299,24 132 3

EDPS.SCEPD.DPO 9 4983,83 13 1

RMS 1 226,62 0,39 -

EDPB 5 746,7 6,5 -

TOTAL 246 164.557,7
6 494,39 14

7 https://secure.edps.europa.eu/EDPSWEB/edps/cache/offonce/EDPS/Events/Speaking_eng_policy
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SUPERVISORS 2017

NAME Number of
missions N° DAYS TOTAL COST

BUTTARELLI Giovanni 36 104.5 34.074,63

WIEWIOROWSKI Wojciech Rafal 21 41 10.805,42

total 57 145,5 44.880,05

In order to comply with the recommendation of the discharge 2016 report whichcalls for an overview in the Supervisor’s annual activity report of the sections onprocurement and missions’ management, to include a comparative table of the lastfour years, the chart below and its related graphics provide the statistics formissions.
2014 2015 2016 2017

Members Staff Members Staff Members Staff Members Staff
Number of missions 48 70 49 206 57 237 52 253
Average duration 1,7 3,5 1,8 1,6 1,8 1,8 4,1 2,1
Average cost in € €804 €515 €1.038 €546 €1.028 €536 €860 €638
Total cost in € €38.572 €106.002 €50.471 €113.131 €58.404 €130.607 €44.719 €161.486

In order to comply with the recommendation of the discharge 2016 report whichcalls on the Supervisor to provide a detailed list of missions undertaken by itsmembers in 2016 and 2017 in the annual activity report, indicating the price, theplace and the cost of each mission; this information is provided in Annex 4 of thisAAR.
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3.5. Service Level agreements

The EDPS relies heavily on administrative cooperation with other institutions.Instruments such as Service Level Agreements (see table below) permit effectivequality control and tailor-made mechanisms to maximise the efficiency of theservices and to achieve some savings in the administrative budget.The following table summarizes the Service-Level Agreements between the EDPSand other EU Institutions. The most recent update concerns the new SLA with theDG HR with the inclusion of some extra services.

3.6. Contribution of the EDPS task force on setting up the EDPB

As a new body of the European Union (EU), the European Data Protection Board(EDPB or the Board) is supported by an independent Secretariat provided by theEDPS. In order to ensure that the Board is fully operational as of 25 May 2018, thebudgetary authority has allocated additional human resources to the EDPS to assistin setting up a new EU body. The EDPB took over the responsibilities of the WP29, aswell as performing other tasks aimed at ensuring the consistent application of theGDPR across the EU. We made significant progress in our preparations for this newresponsibility in 2017, selecting a logo, designing a website and establishing adedicated EDPB sector within the EDPS framework. Building on the collection andanalysis of needs of the EDPB secretariat and the national DPAs for the newcooperation and consistency procedures, and on the analysis of technologicaloptions, in 2017 decisions on the technical platform were taken and the project forthe implementation of this platform started. Preparations will continue throughoutthe first half of the next year, to ensure that the Board is operational by May 2018.

INSTITUTION SERVICE FEES Remarks
COMMISSION - DG EAC Traineeships Office 6.524,40 Forfait per trainee
COMMISSION - Medical service Medical service - Depending on consumption
COMMISSION - PMO Staff and administration 42.783,71 Forfait per person per service
COMMISSION - DG HR Training and development - Depending on consumption
COMMISSION - DG DIGIT EU learn 704,00 Fix amount
COMMISSION - DG DIGIT SYSPER2 implementation 27.000,00 Fix amount
COMMISSION - DG DIGIT Hosting of Web pages 35.000,00 Fix amount per webpage
COMMISSION - EUSA Training and development - Depending on consumption
COMMISSION - DG BUDG Use of ABAC 40.000,00 Fix amount
COMMISSION - OIB Catering services - Depending on consumption
ENISA Security audit for Eurodac database -
CDT Translation services - Depending on consumption
EP - DG INLO Administrative agreement for building and logistics - Depending on consumption
EP - DG ITEC Administrative agreement for IT services 1.000,00 Forfait per user
EP - DG PRES Administrative agreement for security, accreditation and mail - Depending on consumption
OPOCE Administrative agreement for publications and communication - Depending on consumption
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We also put data protection into practice, through the implementation of the EDPSdata protection accountability tool, making sure that we, too, are prepared for thenew Regulation and are able to set an example for others to follow.During 2017, the EDPS has performed the following tasks in order to set up theSecretariat of the EDPB:On the Policy side:
 Participation in the Article 29 Working Party (WP29) work on testing of thecooperation and consistency mechanism, with the running of case studiesand building on previous cooperation models
 Preparation of the draft Rules of Procedure for the EDPB
 Preparation of a Memorandum of Understanding that was signed on 25 May2018 between the EDPS and the EDPB
 Organisation of meetings with the Chair and Vice-Chairs of the Article 29Working Party to involve them on important administrative decisions forthe future of the EDPB (WP29 EDPB task force)
 Preparation of the EDPB visual identity and logo
 Development of the EDPB website and preparation of its content incooperation with WP29 members
 Starting of the technical implementation of the EDPB IT system for theSupervisory Authority cooperation and the EDPB consistency mechanismsin consultation of the WP29 members via a dedicated IMI future usersgroup
 Working on guidelines and similar documents on the basis of WP29 actionplans, and based on tasks listed in the Regulation, either as rapporteur orcontributor, i.e.:

o Finalised GDPR Guidelines at the end of 2017
- Guidelines on Data Protection Officers (DPO)
- Guidelines on the right to data portability
- Guidelines for identifying a controller or processor’s LeadSupervisory Authority
- Guidelines on Data Protection Impact Assessment (DPIA) anddetermining whether processing is "likely to result in a high risk"
- Guidelines on Administrative fines

o GDPR Guidelines opened for public consultation and still to be
finally adopted by the WP29 at the end of 2017:
- Guidelines on Automated individual decision-making andProfiling
- Guidelines on Data Breach Notifications
- Guidelines on Consent
- Guidelines on Transparency
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- BCR referential for data controllers
- BCR referential for data processors
- Adequacy referential

o GDPR Guidelines under drafting:
- Guidelines on Accreditation of certification bodies
- Guidelines on Certification
- Guidelines on BCR GDPR procedures

 Participation in workshops, conferences, and awareness events on theissues mentioned above.
On the HR and Finance side:
 Assessment of the budgetary needs to prepare the draft budget attributed tothe EDPB (title III in the EDPB budget), to provide the necessary human andfinancial resources for the setting up of the EDPB.
 The preparation of all technical aspects (building, floors and offices, ITequipment’s) to welcome the EDPB by negotiating these matters with theEuropean Parliament. This includes negotiating with EP the extension ofEDPS premises in order to have a dedicated floor for EDPS staff working forEDPB secretariat.
 The preparation for the IT infrastructure needs of the EDPB secretariat alsorequires considerable investment by the EDPS IT specialists who cooperatewith experts from national authorities on the matter
 The recruitment of new EU officials with particular expertise on dataprotection matters at EU level to cover the future needs of the EDPS and theneeds of the new EDPB.
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4. Management	and	internal	control	systems	
For the sake of complete transparency, points 4.1 dealing with the characteristicsand the nature of activities and 4.2 dealing with the current EDPS Strategy areextracts from the EPDS Annual Report 2017.
4.1. Characteristics and nature of activities

4.1.1. The mission of the EDPS

The European Data Protection Supervisor is the European Union's independent dataprotection authority established under Regulation (EC) No. 45/2001, devoted toprotecting personal information and privacy and promoting good practice in the EUinstitutions and bodies. The EDPS:
 monitors and ensures the protection of personal data and privacy whenEU institutions and bodies process the personal information ofindividuals.
 advises EU institutions and bodies on all matters relating to theprocessing of personal information. We are consulted by the EUlegislator on proposals for legislation and new policy development thatmay affect privacy.
 monitors new technology that may affect the protection of personalinformation.
 intervenes before the EU Court of Justice to provide expert advice oninterpreting data protection law.
 cooperates with national supervisory authorities and other supervisorybodies to improve consistency in protecting personal information.

4.1.2. Core values and guiding principles

4.1.2.1. The core valuesThe EDPS is guided by the following core values in how we approach our tasks andhow we work with our stakeholders:
• Impartiality – working within the legislative and policy framework given to it,being independent and objective, finding the right balance between the interestsat stake.
• Integrity – upholding the highest standards of behaviour and doing what is righteven if it is unpopular.
• Transparency – explaining what it is doing and why, in clear language that isaccessible to all.
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• Pragmatism – understanding its stakeholders’ needs and seeking solutions thatwork in practice.
4.1.2.2. General principles1. The EDPS serves the public interest to ensure that EU institutions complywith data protection policy and practice. He contributes to wider policy as faras it affects European data protection.2. Using his expertise, authority and formal powers to build awareness of dataprotection as a fundamental right and as a vital part of good public policy andadministration for EU institutions.3. He focuses his attention and efforts on areas of policy or administration thatpresent the highest risk of non-compliance or impact on privacy. He actsselectively and proportionately.
4.1.3. Data Protection and the EDPS in 2017

The EDPS Strategy 2015-2019 outlines its vision of an EU that leads by example inthe global dialogue on data protection and privacy in the digital age. It sets out achallenging and ambitious agenda for the current mandate, aimed at establishingan international approach to data protection, designed for the digital era.In 2017, the EDPS reached the mid-point of the current mandate. Though its mid-term review of the EDPS Strategy demonstrates the significant progress it hasmade towards achieving its goals, much work still remains if the EDPS is to ensurethat its vision becomes a reality.
4.1.3.1. Data protection goes digitalTechnology is developing at a rapid pace, changing the way we live our lives inways we could never have predicted. Though the benefits of technologicalinnovation are evident, it is vitally important that we also consider, and address,the impact of the technological revolution on the rights to privacy and dataprotection. Data protection must go digital.The digital environment is determining the way in which we live our lives; not onlyhow we communicate, but also the ways in which businesses operate and in whichgovernments interpret their duty to pursue public interests and protectindividuals. However, many new technologies rely on the widespread collectionand use of huge amounts of personal data, and while technological innovation hasraced ahead, institutional reaction has been slow.The task the EDPS faces, as a data protection authority, is to develop creative ideasand innovative solutions that allow society to benefit from new technologies whilepreserving their rights as individuals. This means making existing principles moreeffective in practice and integrating them with new principles, specifically designedfor the digital age and the data-driven economy.
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With the increased focus of the GDPR on technical measures and solutions, such asdata protection by design and by default, and the forthcoming application of similarprinciples to the EU institutions and bodies, the need for data protectionauthorities (DPAs), including the EDPS, to develop their knowledge and expertiseon technology is more important than ever before. Not only the DPAs need to havethe relevant expertise, but anyone required to take decisions on the processing ofpersonal data must have a better understanding of the possibilities and risksrelated to technological development.The EDPS work with the Internet Privacy Engineering Network (IPEN), set up bythe EDPS in 2014, is a good example of this. With the principles of data protectionby design and by default set to become a legal obligation under the new GeneralData Protection Regulation (GDPR), IPEN endeavours to bridge the gap betweenthe legal and IT engineering approaches to data protection and to support thedevelopment of the privacy engineering profession.In 2017, the network organised a workshop in Vienna, aimed at highlightingprinciples that could be used to ensure an increased level of protection for personaldata in the development of new technologies. In addition, with interest in privacyengineering now gaining ground outside Europe, IPEN also collaborated with theFuture of Privacy Forum (FPF), the Catholic University in Leuven and Carnegie-Mellon University to organise a Trans-Atlantic workshop. The workshop focused onresearch and development needs in privacy engineering, particularly in relation todata protection by design and by default.In addition to the work with IPEN, the EDPS has also been working hard to developits knowledge and expertise on new technologies. This knowledge is vital toensuring that the data protection community is able to respond adequately to newtechnological challenges and developments and their implications for dataprotection and privacy.As well as continuing to monitor developments in Artificial Intelligence (AI) androbotics, the EDPS also examined the privacy implications of connected glasses,Cooperative Intelligent Transport Systems (C-ITS) and the potentially disruptiveapplication of AI and distributed ledger technologies, such as blockchain, todevelopments in the Financial Technology (FinTech) industry. The EDPS hopes topresent the results of its investigations during the course of 2018.Data protection does not exist in isolation. It is therefore important that the EDPSseeks solutions to the challenges of the digital era in collaboration with others.IPEN is a good example of this, as is the Digital Clearinghouse, an EDPS initiativelaunched in 2016 to facilitate cooperation in the areas of consumer and dataprotection. The aim is to work with regulatory bodies to address questions relatingto the concentration of market and informational power. The Digital Clearinghouse,which held its first two meetings in 2017, provides a space for dialogue on how torespond to the digital challenge in a way that ensures that individuals maintaincontrol over their personal information.In a novel procedural development, in 2017 the EDPS received the first formalrequest for an Opinion from the Council. The request concerned a Commissionproposal to extend consumer protection to digital content supplied to consumers,focusing on the misguided notion of providing content in exchange for personaldata. The EDPS Opinion warned against any new provision introducing the ideathat people can pay with their data in the same way as they do with money.
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Fundamental rights such as the right to the protection of personal data cannot bereduced to simple consumer interests, and personal data cannot be considered as amere commodity.
4.1.3.2. Forging global partnershipsTechnological development has revolutionised the way in which people share data.Yet while huge amounts of data travel across international borders every day, thelaws applying to the protection of personal data are determined at regional ornational levels. Evidence of programmes based on the mass surveillance ofpersonal data, which came to light in 2013, provided an excellent illustration of theproblem, but the international dimension of data protection has actually been afocus of discussions in the data protection community for years.The EDPS Strategy highlights the importance of turning discussions into action. Itneeds to develop a global, digital standard for privacy and data protection, centredon individuals, their rights and freedoms and their personal identity and security.Moreover, Europe should be at the forefront of this effort, leading by example as abeacon of respect for fundamental rights.The EDPS made significant progress in this area in 2017. Of particular note is itswork on developing an ethical dimension to data protection. Throughout 2017, thework of the Ethics Advisory Group (EAG), launched at the beginning of 2016, hascontinued to gather pace, contributing to the broader, international debate that theEDPS has been working to promote on the digital environment and its ethicalimplications. The EDPS efforts will culminate in the 2018 International Conferenceof Data Protection and Privacy Commissioners (ICDPPC), which will take place inBrussels in October 2018. As co-hosts of the conference, the EPDS has chosen thetopic of digital ethics as the focus of the public session and hope to facilitate anopen dialogue on this topic between individuals and experts from a range ofdisciplines.The EDPS efforts to develop global standards for data protection do not stop atethics, however. It believes that the EU, when negotiating international agreements,must use these agreements to reinforce the rights of EU citizens, by ensuring thatthey do not compromise the levels of data protection provided for under EU law.This is particularly important in the case of trade agreements. Traditionally, dataflows have not been considered a trade issue. However, recent calls to includelegislation relating to data flows in trade agreements prompted EDPS GiovanniButtarelli to publish a blogpost on the subject in December 2017. He repeated thelong-standing EDPS position that data protection is not a barrier to internationalcooperation and that data flows should be kept fully and explicitly out of the scopeof the EU’s trade agreements.The EDPS also participated in the first EU-US Privacy Shield joint review, whichtook place in September 2017. The review aimed to assess the implementation ofthe Privacy Shield, the framework that facilitates the transfer of data from the EU tothe US, to ensure that it does not harm the fundamental rights of individuals. Theresult was less than satisfactory and, alongside the EDPS colleagues in the Article29 Working Party (WP29), the institution has committed to following up in 2018,using the appropriate measures, if no action is taken to address its concerns.
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Speaking with a single EU voice in the international arena will increase theinfluence and credibility of the European approach to data protection. For thisreason, it is important to continue to work in close cooperation with the colleaguesin the national DPAs throughout the EU, whether this be in response to keychallenges to data protection, as part of the EDPS efforts to ensure effectivecoordinated supervision, or in its joint preparation for the new legal framework.
4.1.3.3. Opening a new chapter for data protectionEU data protection rules have long been considered a point of reference for manycountries around the world. Maintaining this privileged position, however, requiresreforming these rules to ensure that they provide adequate protection for thedigital age. While reform should not slow down innovation, it should ensure thatthe fundamental rights of EU citizens are appropriately safeguarded and rebuildtrust in the digital society, which has been eroded by revelations of covert anddisproportionate surveillance.On 4 May 2016, the GDPR was published in the Official Journal of the EuropeanUnion. This marked a big step towards achieving these goals, but much work stillremains before the EU’s new data protection framework is complete.In the EDPS Strategy, the institution commits to acting as a proactive partner indiscussions between the European Commission, Parliament and Council on thedata protection reform package. The EDPS assumed this role throughoutdiscussions on the GDPR, and has adopted a similar approach to ongoingnegotiations on the review of Regulation 45/2001, which sets out the rules for dataprotection in the EU institutions and bodies, and on the reform of the Regulation onePrivacy.In 2017, the EDPS published Opinions on proposals for both Regulations,emphasising the need to ensure consistency with the GDPR. Discussions on thereview of Regulation 45/2001 moved to the trilogue stage in November 2017, andthe EDPS continues to push for an agreement as soon as possible, in line with thelegislators’ commitment to ensure that these rules are applicable on the same dayas the GDPR. This is important in order to ensure that the EU institutions are ableto lead by example in the application of the new data protection rules.The institution has been working hard to prepare the EU institutions for the newrules. In particular, the EDPS has focused on introducing them to the principle ofaccountability, which will require them to not only comply with the new rules, butalso to demonstrate this compliance. The EDPS has been working closely with theData Protection Officers (DPOs) in the EU institutions to help them prepare, buthave also reached out to management and to other EU staff members affected bythe new legislation.In its Opinion on ePrivacy, the EDPS called for smarter, clearer and stronger rules,while outlining our key concerns. Progress on this legislation has been slower, butthe EDPS was pleased to note that the European Parliament’s report on ePrivacy,which will be used in trilogue negotiations with the Commission and the Council,built on its recommendations. The EDPS will continue to follow developments onthe ePrivacy Regulation into 2018 and hopes to see an agreement as soon aspossible.
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The institution also invested a lot of energy in preparations for the GDPR in 2017.This has involved working closely with our WP29 colleagues both on producingguidance relating to key provisions of the GDPR and in setting up the EuropeanData Protection Board (EDPB), for which the EDPS will provide the Secretariat. TheEDPB will take over the responsibilities of the WP29, as well as performing othertasks aimed at ensuring the consistent application of the GDPR across the EU. TheEDPS made significant progress in its preparations for this new responsibility in2017, selecting a logo, designing a website and establishing a dedicated EDPBsector within the EDPS framework. Building on the collection and analysis of needsof the EDPB secretariat and the national DPAs for the new cooperation andconsistency procedures and on the analysis of technological options, in 2017decisions on the technical platform were taken and the project for theimplementation started. Preparations will continue throughout the first half of thenext year, to ensure that the Board is operational by May 2018.In addition to preparing for the new legislation, the EDPS Strategy sets us the taskof facilitating responsible and informed policymaking. In 2017, its efforts surpassedthose of the previous years under the current mandate. Not only did the number ofOpinions the institution issued on EU proposals with data protection and privacyimplications increase, the EDPS also provided practical guidance for policymakers,through the publication of a Necessity Toolkit. Moreover, two of the Opinionsissued were directly requested by the Council, something that has not happenedbefore. Both observations serve to demonstrate the quality and value of the advicethe EDPS issues to the EU institutions, and its improving cooperation with theCouncil in particular.Meanwhile, in its supervisory role, the EDPS took on a new responsibility in 2017:the supervision of Europol. One of the EDPS key challenges in this new role is toensure that Europol is able to strike the right balance between security and privacywhen dealing with data processing for the purpose of law enforcement. The EDPShas endeavoured to establish effective working relationships with its colleagues atEuropol, ending 2017 with a productive inspection of their data processingactivities. The EDPS looks forward to building on these foundations in 2018, andhopes that Europol can set an example for others by promoting a mature approachto security and privacy.
4.1.3.4. Internal administration

Ensuring that the EDPS internal administration and data protection policies areadequate and effective plays an essential role in enabling the institution to reach itsgoals. This is even more important considering the administrative support itprovides for the EDPB.In 2017, the EDPS continued its work to ensure that the EDPB receives the humanand financial resources necessary to carry out its tasks. This included setting up theEDPB sector and an ambitious recruitment plan in the first half of 2018. Theinstitution also put data protection into practice, through the implementation of theEDPS data protection accountability tool, making sure that the EDPS, too, isprepared for the new Regulation and is able to set an example for others to follow.
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In addition, we have introduced new tools and policies, such as the HR ForwardPlanning tool and policies on equal opportunities and diversity, all designed toensure that the EDPS remains an efficient and pleasant work environment.
4.1.3.5. Communicating our messageSimilarly, as the EDPS role and responsibilities continue to grow, it is moreimportant than ever that it is able to communicate about its work as effectively andtransparently as possible.The EDPS launched a new website in March 2017, designed to do exactly this. Anew-look Newsletter followed soon after, marking the end of our efforts to rebrandand update the image of the EDPS for a new era. Work on creating new websites forthe EDPB and the 2018 International Conference is now well underway, with bothprojects due for completion in 2018.In addition to this, the institution has continued to expand its reach, not onlythrough the use of social media and press activities, but also study visits andevents.With deadlines for the EDPB and the 2018 International Conference approaching,and the role and global presence of the EDPS only continuing to increase, itanticipates another busy year in 2018.
4.2. Strategy 2015-2019

4.2.1. EDPS strategic objectivesThe EDPS’ vision is to help the EU lead by example in the global dialogue on dataprotection and privacy in the digital age. Its three strategic objectives and 10actions are detailed in Annex 5.
4.2.2. Action planThe related action plan is detailed in Annex 6.
4.2.3. Measuring performanceFollowing the adoption of the EDPS Strategy 2015-2019 in March 2015, the EDPS re-evaluated its key performance indicators (KPIs) to take into account its newobjectives and priorities. The new set of KPIs will help the institution to monitor andadjust, if needed, the impact of its work and its use of resources.The table below shows its performance in 2017, in accordance with the strategicobjectives and action plan defined in the EDPS Strategy.
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The KPI scoreboard contains a brief description of each KPI, the results on 31December 2017 and the set target. The indicators are measured against initialtargets in most cases.The following information clarifies the monitoring results of three KPIs:
 KPI 4 analyses the impact of selected EDPS opinions. This KPI could not beassessed as planned due to delays in the legislative process, which made itimpossible to carry out the exercise as planned in relation to the twoselected opinions for 2017 (Directive on digital content and revision ofRegulation 45/2001). This KPI is being reconsidered in light of its strongdependency on factors outside EDPS control, such as developments anddelays in the legislative process. Moreover, former KPI 3 (Number ofinitiatives taken regarding international agreements) has been merged withformer KPI 4 (Number of cases dealt with at international level (WP29, CoE,OECD, GPEN, International Conferences) for which EDPS has provided asubstantial written contribution) as they are similar and include allinternational contributions.
 KPI 7 is the composite indicator on visits to the website and Twitterfollowers. This KPI produced mixed results: while the number of Twitterfollowers well exceeded the target, the number of visits to the EDPS websitewas lower than the set target. This is primarily because the figures for 2017visits to the website only take into account the number of visitors since thelaunch of the new EDPS website in March 2017. The very positive feedbackthe EDPS received on the new website and the sufficiently high number ofvisitors allow the institution to conclude that it remains a valuable onlineresource for those interested in the EDPS work and in data protection ingeneral.
 KPI 8, on staff satisfaction, was not assessed in 2017 as it is linked to the HRsurvey, a biennial exercise to be carried out again in 2018.The results show that the implementation of the Strategy is on track, with themajority of KPIs meeting or exceeding their respective targets. No correctivemeasures are needed at this stage.
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Key Performance Indicators 2015-2019

KEY PERFORMANCE INDICATORS RESULTS AT
31.12.2017

TARGET 2017

Objective 1 - Data protection goes digitalKPI 1InternalIndicator
Number of initiatives promotingtechnologies to enhance privacy and dataprotection organised or co-organised byEDPS 9 9

KPI 2Internal &ExternalIndicator
Number of activities focused on cross-disciplinary policy solutions (internal &external) 8 8

Objective 2 - Forging global partnershipsKPI 3InternalIndicator
Number of cases dealt with atinternational level (WP29, CoE, OECD,GPEN, International Conferences) forwhich EDPS has provided a substantialwritten contribution

31 10
Objective 3 – Opening a new chapter for EU data

protectionKPI 4InternalIndicator Analysis of impact of the input of EDPSopinion NA for 2017KPI 5ExternalIndicator
Level of satisfaction ofDPOs/DPCs/controllers on cooperationwith EDPS and guidance, includingsatisfaction of data subjects as to training 92.3% 60%

KPI 6InternalIndicator Rate of implementation of cases in theEDPS priority list (as regularly updated)in form of informal comments and formalopinions 100% 90%
Enablers – Communication and management of

resourcesKPI 7ExternalIndicator(compositeindicator) Number of visits to the EDPS websiteNumber of followers on the EDPS Twitteraccount
1818059407

2015 as benchmark195715 visits to website + 10%3631 followers on twitter + 10%KPI 8InternalIndicator Level of staff satisfaction
NA for 2017 Biennial survey
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4.3. Inter-institutional cooperation

In 2017, interinstitutional cooperation continued in the areas in which the EDPS is
assisted by other EU institutions and bodies.

The Commission’s assistance has been continued, particularly with regard to financial,
accounting and budgetary matters. DG Budget provides with technical assistance to the
EDPS in financial and accounting matters and the Central Financial Service assists by
providing information. The Commission’s Accounting Officer acts simultaneously as
Accounting Officer to the EDPS. The same applies to the Commission's Internal Audit
Service.

Inter-institutional cooperation presents many advantages from the perspective of good
financial management and budget consolidation. This cooperation is vital for the EDPS,
not only because of the small size of our organisation, but also because it increases
efficiency and allows for economies of scale; in addition, most of the expenditure remains
within the EU administrations, therefore resulting in appreciable savings for the EU
budget.

The EDPS also participates in various inter-institutional calls for tenders (see table
below), thus increasing efficiency in many administrative areas and making progress
towards greater autonomy.

The list below includes the inter-institutional framework contracts (FWCs) that the EDPS
currently uses to conclude purchase orders and/or specific contracts to cover needs
particularly in the area of Information Technology and Administration:

Name of Framework Contract Area of use EDPS Purchase

DIGIT/R2/PO/2013/023 SIDE
Acquisition of user right licences of
computer software products and licences

Case Management System (Fabasoft VDE + SAAS),
Consultancy and license PhPstorm PHP IDE

ADMIN/D1/PR/2009/036 Accident insurance for non-statutory staff Accident insurance for non-statutory staff

ADMIN/D1/PR/2009/013
Travel agency services for organising work-
related travel

Travel agency services for organising work-related
travel

PMO8/PR/2011/053
Missions insurance "Assurance
Responsabilité Civile" Missions insurance "Assurance Responsabilité Civile"

PMO2/PR/2013/001 Civil Liability Insurance Civil Liability Insurance

HR//R3/PR/2015/003 General Training - Lot 2
Policy Making

Impact of the EDPS’ opinions on the
GDPR and on the Directive Justice & Police

HR/R3/PR/2015/005 OD Organisational Development
Organisational development consultancy on EDPS
internal reorganisation and new ways of working.

HR/R3/PR/2014/078 intérimaires Interim Staff Interim Staff

INLO.AO-2012-028-LUX-UAGBI-0 Purchase Printers A paper Purchase Printers A paper

PE/ITEC-ITS14 Lot 2 External Service Provision for IT Services Webdeveloper Consultancy + Drupal Migration

PE/ITEC-ITS14 Lot 3 External Service Provision for IT Services Analysis & Developments on Information Systems

PE/2008/26/UPGF/9 Office Supplies Office Supplies

PE/2010/UAGBI/1 Office Chairs Office Chairs
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4.4. Events during the year that affected reputation

There were no events during 2017 that might have had a negative impact on theinstitution’s reputation.
4.5. Internal control management system

Internal control covers the totality of the policies and procedures put in place by theinstitution to ensure the economic, efficient and effective achievement of itsobjectives. In order to assess and improve the effectiveness of the internal controlsystem, in 2013 the EDPS adopted 15 out of the 16 Internal Control Standards (ICS),laid down in the European Commission decision of 20078 9.Since then an increasing number of implementing measures were adopted toprovide effective internal control of the processes in place. By way of example,measures taken to implement the internal controls standards (ICS) include:adoption of a new ICS decision on 6/7/2015 removing one of the 15 ICS which wasinappropriate for the EDPS; monitoring of the EDPS Ethics framework, adoption of arevised telework decision, of a fit@work programme, full implementation of theEDPS HR Forward planning, the staff retention strategy, the career guidance policy,and the Equal opportunity strategy.The four-level system of activity planning (strategic, annual, monthly and weekly)forms the basis on which the EDPS manages his workload. The monthly and weeklytables have been merged into a new planning tool managed by the Assistant to theDirector. This allows to have a clearer overview of the state of play for all teams andfor the Supervisors.According to Art. 13 of the EDPS Rules of Procedure, the EDPS shall establish eachyear an Annual Management Plan. That plan shall translate the long term strategy ofthe EDPS into general and specific objectives. The plan sets out the activities to beundertaken by specific objectives. In line with Art. 13 the Annual Management Planalso includes the key performance indicators, defined in the Strategy 2015-2019,which were regularly measured to monitor progress achieved during theimplementation phase.Since the adoption of the decision on risk management in July 2012 –modern toolsthat help to identify the risks and possible plans of action- the EDPS has includedrisk management as an essential element of its global strategy. Risk managementgoes beyond assessing the risks; it also involves putting controls and measures inplace that then need to be monitored (see Annex 7).These controls put in place by the EDPS, along with the procedural channels, areintended to correct any financial or procedural error that might arise. They are an
8 Communication SEC(2007)1341.
9 Only ICS number 16 related to Internal Audit Capability is not applicable to the EDPS.
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integral part of the management of the EDPS, as are any corrections to which theygive rise. The AOD is thus aware of any corrections. Neither the nature nor thefrequency of the identified risks has been significantly relevant.
4.6. Internal evaluation of the internal control system and

indicators underpinning the statement of assurance

The monitoring of the implementation of the ICS is the responsibility of the InternalControl Coordinator (ICC), who reports directly to the Director. Regular controls arecarried out on the basis of a control matrix, which includes all the recommendationsand actions to be undertaken in order to comply with the adopted ICS. The matrix isthe object of regular reviews and updates. The ICC also meets the EDPS units/sectorsto ensure effective implementation.Since July 2014 a report on the implementation of the ICS is established twice a yearto assess their effectiveness. The report is submitted to the Management Board foradoption.Furthermore, the ex-post facto verification and the accounting correspondentfunctions monitor, on a sample basis, the legality and regularity of the financialtransactions as well as the quality of accountancy once a year. Unfortunately, due todepartures and long sick leaves of the staff having been appointed, these tasks couldnot be accomplished in 2017. Two new staff members will be appointed (ex-postfacto verificator and accounting correspondent) in 2018 and will, further to theappropriate training, perform the corresponding functions.This enables the institution to demonstrate that the overall internal control system iseffective, not only that sufficient controls are in place but also that these controlstake account of the risks involved and are effective.At this stage, the AOD estimates that the level of management and control put inplace is appropriate and improving. Such improvements are not likely to have a‘material’ impact within the meaning of paragraph 5.1. No reservations arenecessary with regard to the improvements underway.At the time of writing this annual activity report, no significant errors have occurred,and no reservations are necessary as regards preventive controls.No recommendations that are currently being implemented are therefore likely tohave a material impact10.

10 The materiality criteria used for this judgment are given in Chapter 5.1 of this report.
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4.7. Cost effectiveness and efficiency of Internal Control

As the EDPS undertook to the Court of Auditors last year, the purpose of this newparagraph is to report on the results of the cost-benefit analysis carried out on theInternal Control, as provided for in Article 66.9 of the Financial Regulation.Being a very small Institution, the EDPS has neither the means nor the resources tocarry out a classic cost-benefit analysis. Therefore, we have taken as a base themodel applied by EPSO, since this office, as the EDPS, only manages administrativeappropriations under Heading V of the EU budget. This model consists of a singleglobal indicator which is calculated by dividing the approximate total cost of controlby all expenditure made during the year (budget implementation in terms ofpayments).The total number of FTE's involved in the three main control activities (internalcontrol, procurement, finance and ex-post control) is estimated at around 3 FTE's.The estimated average cost (all categories of cost included) of the control activitiesfor 2017 would be around 350.000 Euros.The total budget implementation in terms of payments for 2017 is expected to be of9.044.054Euros.It means that the cost of the internal control activities represents only 3.87% of theEDPS expenditure.
4.8. Results of independent audit during the year

There are two independent audits applicable to the EDPS: the European Court ofAuditors and the institution’s Internal Auditor.
4.8.1. Court of Auditors

4.8.1.1. Statement of Assurance 2017Preliminary findings of the Court of Auditors for 2017 have already been receivedbut the final report will only be made public at a later stage. The EDPS was informedthat there will be no remarks but these are only the preliminary findings and it isnecessary to wait for the official confirmation.As regard the legality and regularity of underlying transactions, one EDPS paymentwas selected as part of the global sample for audit 2017. It formed part of a randomsample from administrative expenditure as a whole, covering all Institutions andBodies.
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The second part of the SoA 2017 started in May 2018 and is dedicated to the audit ofthe AAR itself. The findings even preliminary are not yet communicated at this stage.
4.8.1.2. 5% Staff Cut SurveyThe Court reviewed how the European Union institutions, bodies and agenciesimplemented the commitment made in the Interinstitutional Agreement of2 December 2013 to cut 5 % of the staff in their establishment plans during theperiod 2013-2017.The Court’s review consolidated the work that it has already done for the EUinstitutions and bodies, and extended it to the agencies and the two bodies (theEuropean Ombudsman and the European Data Protection Supervisor) that were notincluded in the relevant section of Chapter 10 of the Court’s Annual Report 2016.The EDPS provided the Court of Auditors’ review of the implementation the 5% staffreduction with a lot of useful data and assistance where needed. It did not triggerany specific remarks as the EDPS implemented this cut of 5% in its establishmentplan.
4.8.1.3. Statement of Assurance 2016 conclusionsFor the sixth consecutive year, the Statement of Assurance of the European Court ofAuditors concerning the financial year 2016 (SoA 2016) did not contain anyobservation on the reliability or the 2016 provisional accounts.The audit examined the supervisory and controls systems, in particular theimplementation of key controls defined in the Financial Regulation and of theInternal Control Standards. This examination did not give rise to any observation,nor the examination of the 2016 annual activity report of the EDPS.The absence of the ex-post controls in 2016 was underlined and the EDPS ensuredthat it would be performed in 2017 but sickness of the staff involved made thisimpossible.

4.8.2. Internal Audit Service (IAS)The Commission’s Internal Auditor is the internal auditor of the EDPS. To make surethat EDPS resources are effectively managed, the internal auditor conducts regularchecks on EDPS internal control systems and on its financial transactions.During the first half of 2017, and in line with the IAS 2014-2016 Strategic InternalAudit Plan (SIAP) for EDPS, the IAS finalised the audit on the establishment andissuance of legislative opinions and formal comments under Article 28(2), andcarried out a follow-up audit of outstanding recommendations from the past IASaudit on the limited review of Internal Control Standards in the EDPS.
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In line with the IAS Annual Audit Plan 2017, the IAS performed a full riskassessment of EDPS processes during the second half of 2017. This assessmentserved as a basis for the establishment of the SIAP for EDPS covering the period2018-2020.Last but not least, the IAS issued on 28 March 2018 its Annual Internal Audit Report(ARIA) for 2017 under Article 99(3) of the 2015 Financial Regulation.
4.8.2.1. Full Risk assessment exercise and SIAP 2018-2020The IAS carried out a full risk assessment exercise in September 2017 coveringmajor processes, both operational - according to its mission - and administrative - tosupport the operational tasks which leads to a strategic internal audit plan (SIAP).The exercise consisted of the following main steps:

 a desk review of the principal documents concerning EDPS;
 interviewing on-site key EDPS staff in order to obtain an overview of theprocesses and the related key controls;
 assessing the most important risks related to these processes; and
 drafting a strategic audit plan with a short list of future audit topics.
 The assessment of the administrative processes, including the IT processes,of the Authority, was based on a standardised structured risk assessmentquestionnaire. For the assessment of the operational processes, questionsspecifically adapted to the operational processes of EDPS were used.

Prospective topics 2018 – 2020The list of potential topics has been established taking into account prior IASengagements, the follow-up of open issues (with possible interim follow-upengagements), risk assessments carried out by the auditee's management, workcompleted or planned by the European Court of Auditors (ECA), informationprovided by and discussion with the management and Board of the EDPS andmanagement requests of the EDPS regarding specific issues.
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A – EDPB Secretariat (Readiness assessment)The IAS considered that the engagement would be more appropriately conductedas an advisory engagement, assisting the EDPS in preparing the transition andstart-up phase of the EDPB.The objective of the engagement will be to provide the Supervisor and the Directorwith recommendations and suggestions concerning the readiness of the EDPS tofulfil the activities (logistical aspects, human resources assigned, IT support, andcommunication activities) related to the secretariat of the EDPB.The final scope of the engagement was agreed with the Supervisor and Director,and included:
 Governance arrangements and decision-making (including cooperation withthe EDPS)
 Efficiency of shared resources between the EDPS and the EDPB for matterssuch as clerical, audit, logistics, budget and human resources services
 SLAs in place with the European Commission and the European Parliament
 IT arrangements in place for properly executing the Secretariat tasks, andensure adequate access management, and platform implemented forexchanging information with NDPAs.
 Communication arrangements.The final definition of the scope was also dependent on the outcome of thepreliminary examination and degree of progress the EDPS would have achieved atthe time of the start of this engagement.

 Consultancy

o EDPB Secretariat readiness assessment
 Audit

o Supervision of Europol (including IT security arrangements)
 Follow-up

o Continuous desk review of the recommendations reported asimplemented
o Annual desk review of the implementation of the action plan for highrisk areas identified in the risk assessment
o On-the-spot follow up as required

 Risk Assessment
o Annual light update of the Strategic Audit Plan
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B – Supervision of EuropolThe objective of the audit will be to assess the adequacy and effectiveness of theinternal control system for the supervisory activities related to Europol, activitiesrelated to the Secretariat of the Europol Cooperation Board, and the IT securitycontrols specifically related to the above-mentioned activities.The scope of the audit will include:
 The main operational processes performed under the supervision activityfor Europol, namely consultations (administrative and prior consultations),complaints and inspections, with particular focus on:

o The appropriateness and effectiveness of controls on planning,implementation, and monitoring of the processes;
o The adequacy and clarity of the allocation of relevant roles andresponsibilities;
o The compliance of the corresponding procedures with the legalframework establishing the EDPS’ role, duties and rights, and withthe Europol Regulation.

 IT security governance and logical security controls, including:
o Roles and responsibilities as well as policies, standards, proceduresand controls of the information security process;
o The adequacy of the internal controls put in place to administer theaccess rights for normal and privileged/ administrative accounts inthe CMS and other Europol-related IT systems (hardware andsoftware).The audit could take place as from 2019 in order to ensure that a sufficient numberof Europol cases have been processed by the EDPS. The audit may includeinterviews with the Europol DPO. The final definition of the scope is subject to theoutcome of the preliminary survey.
4.8.2.2. Finalisation of the Audit on establishment and

issuance of opinions and formal comments in the EDPSThe overall objective of the audit was to assess the effectiveness and efficiency of themanagement and control systems set up by the EDPS in order to support theconsultation process under Article 28(2) of Regulation (EC) No 45/2001.This objective was translated in the following main audit question: are themanagement and control systems set up by the EDPS effectively, efficiently and in atimely manner, supporting the consultation process under Article 28(2) ofRegulation 45/2001?In particular, the audit addressed the following specific questions:
 The establishment of the EDPS Priorities list: Has the EDPS implemented aneffective and efficient process for setting and acting upon the priorities forwhich it intends to provide advice under Article 28(2) of Regulation45/2001?
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 The consultation process: Are the tasks needed for consultation requestsfrom EU Institutions and bodies as stated in Article 28(2) performedeffectively, efficiently and on time?The scope of the engagement covered the following elements:
 The planning process leading to the list of subjects of particular interest,including the consultations with services of the Commission and the internaldistribution of activities and resources.
 Pertinent operational processes and procedures leading to the issuance ofEDPS formal opinions on EU legislative proposals and of comments on softlaw instruments, including management supervision (at the level of thepriorities list and at the level of each case), publication, and follow-up onlegislative opinions and comments issued, including evaluation.The substance and quality of the opinions issued and comments made were notassessed.The IAS acknowledged the following developments and on-going efforts since theacceptance of the action plan:
 a revision of the "Policy & Consultation" (P&C) case manual in September2017;
 a refinement of the definition and computation method of KPI 6 'Rate ofImplementation of cases in the EDPS Priority List' in the context of thereview of the 2017 Annual Management Plan in December 2017;
 Ongoing discussions to modify the annual KPI measuring the impact of theinput of the EDPS to make it more relevant to the work of the P&C Unit'swork.The EDPS accepted all the recommendations made in the context of this engagementand on 15 September 2017, the EDPS provided the IAS with an action plan inresponse to the recommendations arising from the audit. The IAS assessed theaction plan as satisfactory on 25 September 2017.

4.8.2.3. ICS monitoring situationThe EDPS follows 14 of the 16 ICS established by the European Commission (seeEDPS decisions 2012 and 2015). The ICS are regularly monitored and reports (twicea year) are established since 2014 to keep management up to date with theirimplementation.The follow-up audit did not result in a re-assessment of the adequacy of controls as awhole but did focus on the specific recommendations in the original audits. It wascarried out in accordance with the IAS methodological guidelines. The assessment ofthe state of implementation was based on the status of implementation as reportedby the EDPS through TEAM CENTRAL, new module of the IAS follow-up tool, on-the-spot review of files and documents by the audit team, documents and tools asprovided during the fieldwork and the preparation phase, and on-the-spotinterviews with staff responsible for implementing the corresponding action plans.On 30 January 2018, the ICS monitoring situation at the EDPS was the following:
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“The EDPS report on the implementation of the ICS shows that the level of internalcontrol is overall satisfactory and effective.All teams have gradually implemented the standards as recommended by the IAS inall blocks. The result is that few gaps are still remaining in one sector, block 4(operation and control activity) which requires further action”.The following bullet points show the complete state of play:
 The Recommendation 13 (policy on sensitive functions) is planned foradoption before March 2018
 The 3 recommendations (19, 20 & 21 - the three related to BCP) are ongoingand planned for adoption at the end of 2018.

Since this ICS monitoring report, the policy on sensitive functions has beenimplemented.
4.8.3. Follow-up to the European Parliament’s discharge

resolution of 2016

The European Parliament granted the EDPS discharge in respect of theimplementation of its budget for the financial year 2016.The discharge decision is accompanied by a resolution where the EP sets out itsobservations, among which the following are addressed in the context of this AAR.
 Calls on the Supervisor to provide a detailed list of missions undertaken byits members in 2016, indicating the price, the place and the cost of eachmission; calls for the missions undertaken in 2017 to be included in its nextannual activity report;

This is covered in Annex 4 of this report.

 The Parliament is aware of the adoption of implementing measures toensure effective internal control of the processes in order to guarantee aneconomic, efficient and effective achievement of the Supervisor’s objectives;calls on the Supervisor to include information on the measures in its annualactivity report;The implementation of a performance based budgeting at the EDPS wouldrequire the setting up of an appropriate cost accounting method. Theconclusion of the pilot project launched in 2017 was postponed to 2019 inorder to incorporate in the analysis the EDPB Secretariat.
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 Calls on the Supervisor to inform Parliament’s Committee on BudgetaryControl of the amounts paid in 2016 under Service Level Agreements inwhich fees depend on consumption;
This information is provided in the chart at point 3.5

 Calls for an overview in the Supervisor’s annual activity report of thesections on procurement and missions’ management, to include acomparative table of the last four years;
This information is provided in points 3.3 & 3.4

 Notes the adoption in 2016 of an Ethics Framework that governs theconduct of members and all staff of the Supervisor in their internal andexternal relations; notes also that this framework encompasses the alreadyexisting codes of conduct, whistleblowing and anti-harassment decisions,disciplinary procedures and administrative investigations; asks for theinformation on the different topics of the framework to continue to bepresented separately in the annual activity report;Relevant information is provided in point 2.2
 Notes that the Supervisor has published in its annual activity report achapter about inter-institutional cooperation with other institutions as wasrequested in the 2015 discharge report; notes that in 2016 the Supervisorsigned two new Single Cooperation Agreements; calls on the Supervisor tocontinue strengthening inter-institutional cooperation and to provide anupdate on its achievements in its next annual activity report;This information is provided in points 3.5 & 4.3

4.9. Conclusions on the effectiveness of internal controlIn light of the information above, the authorising officer by delegation considers thatthe internal control system is operating appropriately; bearing in mind the level ofexpenditure and budget handled by the institution, and thus gives the necessaryassurance to his annual statement.
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5. Reservations	and	impact	on	
the	statement

5.1. Materiality criteriaIn order to establish the Statement of Assurance the AOD applies the materialitycriteria adopted by the Court of Auditors.
5.1.1. Objectives of materiality criteriaThe materiality threshold gives the AOD a basis on which to establish the significantweaknesses that require a formal 11 reservation to his statement. The assessment ofa weakness falls to the qualitative and quantitative judgment of the authorisingofficer by delegation, who remains responsible for the statement of assurance,including the reservations made.The purpose of this chapter is to define the qualitative and quantitative criteria fordetermining the level of materiality.
5.1.2. Qualitative criteriaThe following parameters were used to establish significant weaknesses:- significant/repeated errors without mitigation- weakness in the internal control system- insufficient supporting documents- material problems identified by the Court of Auditors or the Internal Audit Service- problems of reputation.
5.1.3. Quantitative criteriaOnce a significant weakness has been identified, quantitative criteria must beapplied to determine the level of materiality. This level will be used to determinewhether the weakness ‘merits’ being reported.- margin of error- maximum amount of risk.The Court of Auditors uses a 2% materiality threshold. Should the residual risk of anerror be higher, the institution must explain the reasons for this.

11 The Commission (COM(2003)28 of 21 January 2003) considers that only ‘material’ reservations can be
used to qualify the annual statement.



44

The EDPS has decided on 2% of annual appropriations as the materiality thresholdin this regard, namely: EUR 226 494.47
5.1.4. Criteria of the Internal Audit ServiceA ‘table of significance’ is added to the internal auditors’ report.In this table, a distinction is made between recommendations and observations onthe one hand, and levels of importance on the other: critical, very important,important and desirable.According to the internal auditors, only ‘critical’ level observations may result in areservation in the statement given in the annual activity report. For the EDPS, thereare no observations at this level.
5.2. ReservationsNo reservation.
5.3. ConclusionBased on the above, the Director of the EDPS Secretariat has issued the annualstatement with no reservation.
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6. Statement	of	assurance	from	
the	authorising	officer	by	
delegation

I, the undersigned, Leonardo CERVERA NAVAS,Director of the EDPS Secretariat,as Authorising Officer by Delegationhereby declare that the information contained in this report is true and faithful.I state that I have had reasonable assurance that the resources allocated to theactivities described in this report have been used for the purposes anticipated and inaccordance with the principle of sound financial management, and that the controlprocedures established provide the necessary guarantees as to the legality andregularity of the underlying operations.This reasonable assurance is based on my own judgment and on the informationavailable to me, such as the results of the self-evaluation and the report of theInternal Audit Service.I confirm that I am not aware of any matter not reported that might be harmful tothe institution’s interests.
Signed at Brussels on 5 June 2018.
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7. 	Annexes
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Annex	1:	Summary	of	annual	activity	report

The Financial Regulation (Article 66(9))12 provides that the institution shall submitto the budgetary authority (European Parliament and Council), no later than 15 Juneeach year, a summary of the annual activity report for the previous year.Alongside this, Article 48 of Regulation (EC) No 45/2001 provides that the EDPSshall submit an annual activity report to the European Parliament, the Council andthe Commission.The proposal is thus to summarise the authorising officer by delegation’s annualactivity report and include this summary in the activity report that is provided for inArticle 48 of Regulation (EC) No 45/2001:
Overall, the European Data Protection Supervisor considers that the
internal control systems in place provide reasonable assurance as to
the legality and regularity of the operations for which the institution is
responsible.

The European Data Protection Supervisor will ensure that his
authorising officer by delegation continues his efforts to guarantee that
the reasonable assurance given in the statement attached to his
activities report is effectively backed up by appropriate internal control
systems.

12 Financial Regulation, Article 66(9): “The authorising officer by delegation shall report to his or her
institution on the performance of his or her duties in the form of an annual activity report containing
financial and management information, including the results of controls, declaring that, except as
otherwise specified in any reservations related to defined areas of revenue and expenditure, he or she has
reasonable assurance that:

(a) the information contained in the report presents a true and fair view;
(b) the resources assigned to the activities described in the report have been used for their intended

purpose and in accordance with the principle of sound financial management;
(c) the control procedures put in place give the necessary guarantees concerning the legality and

regularity of the underlying transactions.
The activity report shall indicate the results of the operations by reference to the objectives set, the risks
associated with those operations, the use made of the resources provided and the efficiency and
effectiveness of internal control systems, including an overall assessment of the costs and benefits of
controls.
No later than 15 June each year, the Commission shall send to the European Parliament and the Council
a summary of the annual activity reports for the preceding year. The annual activity report of each
authorising officer by delegation shall also be made available to the European Parliament and the
Council.”.
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Annex	2:	Human	resources	at	the	EDPS
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Annex	3:	Budget	2017

2016 Execution
2016 2017 2017 vs 2016 2017 vs

2016 (%)

Chapter 10 Members of the institution

Remuneration, allowances and other
entitlements of Members

Item 1000 Remuneration and allowances 640.940,00 100,00% 667.290,00 26.350,00 4,11%
Item 1001 Entitlements on entering and leaving
the service 0,00 #DIV/0! 0,00 0,00 #DIV/0!
Item 1002 Temporary allowances 163.732,00 77,51% 171.131,00 7.399,00 4,52%
Item 1003 Pensions 0,00 #DIV/0! 0,00 0,00 #DIV/0!
Item 1004 Provisional appropriation 0,00 #DIV/0! 0,00 0,00 #DIV/0!

TOTAL Article 100 804.672,00 95,68% 838.421,00 33.749,00 4,19%

Other expenditure in connection with
Members

Item 1010 Further training 25.000,00 40,00% 25.000,00 0,00 0,00%
Item 1011 Mission expenses, travel expenses
and other ancillary expenditure 59.394,00 85,22% 59.394,00 0,00 0,00%

TOTAL Article 101 84.394,00 79,86% 84.394,00 0,00 0,00%

TOTAL Chapter 10 889.066,00 94,17% 922.815,00 33.749,00 3,80%

Chapter 11 Staff of the institution

Remuneration, allowances and other
entitlements of officials and temporary staff

Item 1100 Remuneration and allowances 4.328.815,00 96,92% 5.185.664,00 856.849,00 19,79%
Item 1101 Entitlements on entering, leaving the
service and on transfer 50.000,00 0,00% 50.000,00 0,00 0,00%
Item 1102 Overtime 0,00 0,00 #DIV/0!
Item 1103 Special assistance grants 0,00 #DIV/0! 0,00 0,00 #DIV/0!
Item 1104 Allowances and miscellaneous
contributions in connection with early
termination of service 0,00 0,00 #DIV/0!
Item 1105 Provisional appropriation 0,00 #DIV/0! 0,00 0,00 #DIV/0!

TOTAL Article 110 4.378.815,00 95,75% 5.235.664,00 856.849,00 19,57%

Other staff

Item 1110 Contract staff 272.070,00 94,52% 349.000,00 76.930,00 28,28%
Item 1111 Cost of traineeships and staff
exchanges 179.428,00 99,39% 237.000,00 57.572,00 32,09%
Item 1112 Services and work to be contracted
out 51.202,00 86,13% 52.748,00 1.546,00 3,02%

TOTAL Article 111 502.700,00 95,02% 638.748,00 136.048,00 27,06%

Other expenditure in connection with staff

Item 1120 Mission expenses, travel expenses
and other ancillary expenditure 132.398,00 95,08% 135.000,00 2.602,00 1,97%
Item 1121 Recruitment costs 6.789,00 55,54% 6.789,00 0,00 0,00%
Item 1122 Further training 78.500,00 84,92% 80.000,00 1.500,00 1,91%
Item 1123 Social service 0,00 0,00 0,00 #DIV/0!
Item 1124 Medical service 14.844,00 35,66% 14.844,00 0,00 0,00%
Item 1125 Union nursery centre and other day
nurseries and after-school centres 80.000,00 54,47% 80.000,00 0,00 0,00%
Item 1126 Relations between staff and other
welfare expenditure 6.000,00 89,51% 8.000,00 2.000,00 33,33%

TOTAL Article 112 318.531,00 79,21% 324.633,00 6.102,00 1,92%

TOTAL Chapter 11 5.200.046,00 94,63% 6.199.045,00 998.999,00 19,21%

TOTAL TITLE 1 6.089.112,00 94,56% 7.121.860,00 1.032.748,00 16,96%

TITLE 1 - EXPENDITURE RELATING TO PERSONS
WORKING WITH THE INSTITUTION

Article 100

Article 101

Article 110

Article 111

Article 112
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2016 Execution
2016 2017 2017 vs 2016 2017 vs

2016 (%)

Chapter 20
Buildings, equipment and expenditure in
connection with the operation of the
institution

Rents, charges and buildings expenditure 922.000,00 87,43% 926.000,00 4.000,00 0,43%

TOTAL Article 200 922.000,00 87,43% 926.000,00 4.000,00 0,43%

Expenditure in connection with the
operation and activities of the institution

Item 2010 Equipment 367.500,00 180,09% 420.000,00 52.500,00 14,29%
Item 2011 Supplies 15.000,00 51,56% 15.000,00 0,00 0,00%
Item 2012 Other operating expenditure 110.250,00 141,10% 130.000,00 19.750,00 17,91%
Item 2013 Translation and interpretation costs 775.000,00 45,02% 825.000,00 50.000,00 6,45%
Item 2014 Expenditure on publishing and
information 112.000,00 93,31% 127.000,00 15.000,00 13,39%
Item 2015 Expenditure in connection with the
activities of the institution 144.000,00 105,34% 144.000,00 0,00 0,00%
Item 2016 Other activities related to external
stakeholders 0,00 0,00% 193.000,00 193.000,00 #DIV/0!

TOTAL Article 201 1.523.750,00 93,86% 1.854.000,00 330.250,00 21,67%

TOTAL CHAPTER 20 2.445.750,00 91,44% 2.780.000,00 334.250,00 13,67%

TOTAL TITLE 2 2.445.750,00 91,44% 2.780.000,00 334.250,00 13,67%

TITLE 2 - BUILDINGS, EQUIPMENT AND EXPENDITURE IN
CONNECTION WITH THE OPERATION OF THE INSTITUTION

Article 200

Article 201
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2016 Execution
2016 2017 2017 vs 2016 2017 vs

2016 (%)

Remuneration, allowances and other
entitlements of officials and temporary staff

Item 3010 Remuneration and allowances 358.000,00 84,73% 562.375,00 204.375,00 57,09%
Item 3011 Entitlements on entering, leaving the
service and on transfer 25.000,00 0,00% 25.000,00 0,00 0,00%
Item 3012 Allowances and miscellaneous
contributions in connection with early
termination of service 0,00 #DIV/0! 0,00 0,00 #DIV/0!

TOTAL Article 301 383.000,00 79,20% 587.375,00 204.375,00 53,36%

Other staff

Item 3020 Contract staff 76.800,00 93,29% 79.119,00 2.319,00 3,02%
Item 3021 Cost of traineeships and staff
exchanges 140.000,00 44,00% 250.000,00 110.000,00 78,57%
Item 3022 Services and work to be contracted
out 0,00 #DIV/0! 0,00 0,00 #DIV/0!

TOTAL Article 302 216.800,00 61,46% 329.119,00 112.319,00 51,81%

Other expenditure in connection with staff
of the Board

Item 3030 Mission expenses, travel expenses
and other ancillary expenditure 15.000,00 27,94% 15.000,00 0,00 0,00%
Item 3031 Recruitment costs 10.500,00 0,00% 10.500,00 0,00 0,00%
Item 3032 Further training 10.990,00 25,85% 10.990,00 0,00 0,00%
Item 3033 Medical service 891,00 47,64% 891,00 0,00 0,00%
Item 3034 Union nursery centre and other day
nurseries and after-school centres 16.000,00 0,00% 16.000,00 0,00 0,00%

TOTAL Article 303 53.381,00 13,97% 53.381,00 0,00 0,00%

Expenditure in connection with the
operation and activities of the Board

Item 3040 Meetings of the Board 0,00 #DIV/0! 0,00 0,00 #DIV/0!
Item 3041 Translation and interpretation costs 0,00 #DIV/0! 0,00 0,00 #DIV/0!
Item 3042 Expenditure on publishing and
information 0,00 #DIV/0! 45.000,00 45.000,00 #DIV/0!
Item 3043 Information technology equipment
and services 100.000,00 100,00% 385.000,00 285.000,00 285,00%
Item 3044 Travel expenses of external experts 0,00 #DIV/0! 20.000,00 20.000,00 #DIV/0!
Item 3045 External consultancy and studies 0,00 #DIV/0! 0,00 0,00 #DIV/0!
Item 3046 Other expenditure in connection with
the activities of the EDPB 0,00 #DIV/0! 3.000,00 3.000,00 #DIV/0!

TOTAL Article 304 100.000,00 100,00% 453.000,00 353.000,00 353,00%

TOTAL CHAPTER 30 753.181,00 72,23% 1.422.875,00 669.694,00 88,92%

TOTAL TITLE 3 753.181,00 72,23% 1.422.875,00 669.694,00 88,92%

TOTAL BUDGET 9.288.043,00 91,93% 11.324.735,00 2.036.692,00 21,93%

Article 302

Article 303

Article 304

TITLE 3 - EUROPEAN DATA PROTECTION BOARD (EDPB)

Article 301
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Annex	4:	Detailed	list	of	missions	undertaken	by	the	Supervisors	(2016	&	2017)

BUTTARELLI Giovanni

Location Mission Purpose Date from Date to TOTAL

GENEVA Data Protection within International Organisations workshop 2016 04/02/2016 05/02/2016 659,52

DELPHI Delphi Economic Forum 26/02/2016 27/02/2016 595,23

LONDON Systematic Government Access to Private-Sector Data Final Workshop, London,
March 1-2, 2016 01/03/2016 02/03/2016 143,88

PARIS "Les données et la concurrence dans l'economie numérique" 08/03/2016 08/03/2016 104,98

WASHINGTON, PARIS IAPP Conference and other meetings 02/04/2016 08/04/2016 5.117,89

LECH Commissioner Oettinger Invitation to the Europa Forum Lech 2016 (14-
15/4/2016) 13/04/2016 14/04/2016 847,63

BOSTON, WASHINGTON,
NEW YORK Visit MIT and Harvard - Visit to New York 18/04/2016 23/04/2016 6.929,43

BERLIN To participate to the 6th European Data Protection Days 2016 Berlin 24/04/2016 25/04/2016 538,44

ROME

Lecture at the LUISS University in Rome
Rapporteur at the Seminar organized by the Istituto Superiore di Studi Sanitari
Invitation as chairman of the Italian committee on marketing and advertising of
the International Chamber of Commerce (ICC)

29/04/2016 09/05/2016 0,00
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ROME, COPENHAGEN

Lecture at the LUISS University in Rome Rapporteur at the Seminar organized by
the Istituto Superiore di Studi Sanitari
invito al Seminario del 5/5 in ricordo di Borrus- Invitation as chairman of the
Italian committee on marketing and advertising of the International Chamber of
Commerce (ICC) - The new EU Data Protection Regulation " Creating
Opportunities out of the rules" Copenhagen

29/04/2016 10/05/2016 1.458,57

ROME Speaker: Privacy 2016 - Corso ITA Regolamento Europeo Privacy 16/05/2016 16/05/2016 214,75

THE HAGUE Conference Privacy in the Digital Age of Encryption and Anonymity online 18/05/2016 19/05/2016 391,53

ROME 2016 ACC Europe Annual Conference 22/05/2016 23/05/2016 731,30
BUDAPEST Invitation to the  Budapest Spring Conference 25/05/2016 26/05/2016 713,38

LUXEMBOURG Conduire Mr Buttarelli G. à Luxembourg et retour. DUCCI Alain 01/06/2016 01/06/2016 46,00

LUXEMBOURG, ROME Meeting with Mr Vitor Caldeira - Invitation to the Republic celebration day in
Rome from the President of the Italian Republic 01/06/2016 02/06/2016 548,71

LUXEMBOURG Transport of Mr BUTTARELLI (EDPS) to Luxembourg WALLENTIN Gerhard 01/06/2016 01/06/2016 0,00

PARME, LUCCA, ROME Convegno SIDI Parma
13 Forum Europeo Digitale Lucca 09/06/2016 14/06/2016 407,50

FRANKFURT Bilateral meeting with Mr Mario Draghi President of the ECB 15/06/2016 15/06/2016 416,59

STRASBOURG, PARIS International Conference in Strasbourg
European Digital Day - CNAM in Paris 16/06/2016 17/06/2016 1.053,60

AMSTERDAM Connected citizens Summit POLITICO 20/06/2016 21/06/2016 294,82
ROME E.commerce - Roma 23 Giugno 2016 23/06/2016 23/06/2016 194,20
ROME Assemblea Generale CRTV Rome 06/07/2016 07/07/2016 648,60

SINGAPORE PDP Seminar & 45th APPA Forum 2016 19/07/2016 23/07/2016 3.125,16

BOLOGNA Privacy e protezione dei dati personali: il regolamento UE 2016/679. Bologna
University - Italy 26/09/2016 26/09/2016 606,24

LUXEMBOURG
Data Protection in Financial Technology, Insurance and Medical Services: A new
regulation.
Visit to the Court of Justice

29/09/2016 30/09/2016 511,41
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ROME, PARME Workshop organised by CSEIA Parma
Invitation from the British Embassy in Rome 04/10/2016 05/10/2016 722,19

PAVIA, MILAN, ROME,
MARRAKECH, ROME

Conference at Almo Collegio Borromeo (PAVIA) - PRIVACY Courts facing Courts
(MILAN)
Meeting with President and Members of the National FEDERATION OF

PRIVATE INVESTIGATORS ON CODE OF CONDUCT IN REG.679/2016 Rome
38th International Privacy Conference Marrakech

12/10/2016 23/10/2016 2.723,85

FLORENCE
NEW INSTRUMENTS TO PROMOTE THE CORRECT APPLICATION
OF THE EU CHARTER OF FUNDAMENTAL RIGHTS
AT THE NATIONAL LEVEL

28/10/2016 28/10/2016 542,73

RUST, VIENNA PriSec Privacy & Security 2016 06/11/2016 07/11/2016 153,97

SAN FRANCISCO In San Francisco for the Cyber security and law symposium
In Nappa Valley to participate at the General Counsel Forum by BSA 14/11/2016 19/11/2016 6.013,61

ROME Meeting ICT 4 Intel 2020 28/11/2016 28/11/2016 483,11

ROME Invitation from the President of the Italian Republic in Rome 20/12/2016 21/12/2016 339,04

Total 2016 Mr BUTTARELLI: 37.277,86

FLORENCE The EU Charter in the everyday activity of the National Data Protection
Authorities: experiences, problems, perspectives. 19/01/2017 23/01/2017 41,23

FRASCATI Il nuovo regolamento europeo e le responsabilità dell'avvocato in material di
privacy 21/01/2017 21/01/2017 188,65

ANTWERP Transport et retour de Mr BUTTARELLI, haut fonctionnaire présidant l'EDPS vers
GRAN DUCA à ANVERS TAVRA Mirko 30/01/2017 30/01/2017 51,00

ANTWERP Meeting with the DPA Mr Wilbert Tomesen 30/01/2017 30/01/2017 14,99
ROME Convegno Confindustria - Regolamento privacy 02/02/2017 03/02/2017 403,70
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COPENHAGEN Privacy day at ICANN 12/03/2017 13/03/2017 1.011,26

ROME
Cerimonia celebrativa del Sessantesimo Anniversario dei Trattati di Roma
Boarding passes were lost during the trips. 21/03/2017 22/03/2017 249,83

ROME Invitation Rome 60th Anniversary 24/03/2017 25/03/2017 940,21
NEW YORK,

WASHINGTON
Conference IAPP
Visit to Harvard 12/04/2017 22/04/2017 8.232,49

LIMASSOL Spring Conference of Data Protection Authorities - Cyprus 26/04/2017 28/04/2017 1.314,78

MILAN, ROME, GENEVA

ASSO DPO Milan
Convegno privacy  UNIMIB Milan
Geneva Workshop Data Protection within International organizations
INSEAD Alumni Association

08/05/2017 11/05/2017 1.747,48

BERLIN Euroforum Berlin 14/05/2017 15/05/2017 96,38

ROME, RIVA DEL GARDA Interview RAI In talian TV
Congress: Sesto Congresso giuridico distrettuale  Riva di Garda 23/05/2017 28/05/2017 717,22

LONDON THE QUEEN’S GARDEN PARTY AT BUCKINGHAM PALACE 01/06/2017 02/06/2017 975,99

ROME, MILAN,
BOLOGNA, ISCHIA

- Italian Senate
- General data Protection regulation conference  Milan
- The Digital Revolution Biografilm festival Bologna
- X Stage di Diritto dell'Unione Europa " Andrea Cafiero
The hotel expenses for Mr Buttarelli are covered by the last organisers in Ischia

for one night.

12/06/2017 18/06/2017 2.691,14

ROME

Conference Brexit "Ad un anno dal referendum, a che punto è la note?
Official ceremony in occasion of the funeral for Mr Stefano Rodotà, Italian jurist

and politician and President of the "European Group on Data Protection" (2000-
2004)

23/06/2017 26/06/2017 1.282,35

CAMBRIDGE PL&B's 30th Anniversary Conference - Cambridge 04/07/2017 05/07/2017 872,03
CAMBRIDGE PL&B's 30th Anniversary Conference - Cambridge 04/07/2017 05/07/2017 0,00

SAINT-GENIÈS-DE-
COMOLAS

MILLEFEUILLE PROVENCE S.A.R.L.
Château Correnson - F-30150 Saint-Geniès-de-Comolas 07/07/2017 14/07/2017 41,58

CHARLEROI Déplacement de Mr Buttarelli Giovanni EDPS GOWIE Jacques 05/08/2017 05/08/2017 20,40
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ASPEN To participate at the Technology Policy Institute Aspen Forum 19/08/2017 23/08/2017 3.600,51

ROME
Event: "Sicurezza e linguaggio dell'odio" on 14 September
The Mentor Group" on 15 September
interview journal Sole24h

13/09/2017 15/09/2017 504,04

HONG KONG The 39th International Conference of Data Protection and Privacy
Commissioners 23/09/2017 30/09/2017 4.756,41

THE HAGUE Meeting of the Europol Management Board on 3 October 2017 02/10/2017 03/10/2017 377,05

LUXEMBOURG Sensibilisation meeting for newly appointed DPOs inside Luxembourg's state
administration 04/10/2017 05/10/2017 116,80

LUXEMBOURG Rechercher M. Buttarelli à Luxeuxembourg VAN ROSSUM Lucien 05/10/2017 05/10/2017 49,00

ROME
Round table Pisa, Mr Buttarelli had to do it as a registration message
Meeting "Rodotà & Privacy"
The expenses for Pisa, trains and hotel was cancelled

05/10/2017 07/10/2017 683,94

VENICE Aspen Seminars for Leaders - Venezia, 13-15 ottobre 2017 13/10/2017 15/10/2017 759,66

ROME, TURIN

Invitation from the American Ambassador in Rome
- Giornata europea della Giustizia Civile - Rome
-Conferenza Camera dei Deputati sui primi "30 anni dell'Auditel, le nuove  sfide e

la società italiana che cambia – Rome -Meeting Ministry of Justice in Italy
- Data protection e Reg. UE 2016/679:la privacy nell’Europa 4.0 – Turin

25/10/2017 06/11/2017 902,40

ROME, TURIN
Giornata europea della Giustizia Civile Rome Conferenza Camera dei Deputati
sui primi "30 anni dell'Auditel, le nuove sfide e la società italiana che cambia
Rome

25/10/2017 06/11/2017 79,29

CHARLEROI transport de Mr Buttarelli - ALBANESE Salvatore 06/11/2017 06/11/2017 20,40

LEUVEN Déplacement de Mr Buttarelli VAN MELKEBEKE Jean-Pierre 10/11/2017 10/11/2017 20,40

LEUVEN PRIVACY ENGINEERING RESEARCH AND THE GDPR A TRANS-ATLANTIC
INITIATIVE 10/11/2017 10/11/2017 21,42
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BOLOGNA, FLORENCE
Internet governance forum +  Lectio Magistralis Bologna
Workshop - From Justice and Home Affairs to Security Union – Europe’s Silver
Jubilee? Florence

20/11/2017 27/11/2017 552,98

FLORENCE Workshop - From Justice and Home Affairs to Security Union –
Europe’s Silver Jubilee? 24/11/2017 27/11/2017 0,00

ROME Official Invitation from the President of the Italian Republic 19/12/2017 19/12/2017 737,62

Total 2017 Mr BUTTARELLI: 34.074,63
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WIEWIOROWSKI Wojciech Rafal

Location Mission Purpose Date from Date to TOTAL

KRAKOW, WARSAW - IX Forum Smart urban transformation.
- FRONTEX Data Protection Days 24/01/2016 26/01/2016 966,16

AMSTERDAM CIPL project on GDPR Implementation Workshop I - Towards a successful and
Consistent Implementation of the GDPR 16/03/2016 16/03/2016 279,35

PARIS Future of Privacy Subgroup 30/03/2016 30/03/2016 335,38

STRASBOURG Extraonardinary LIBE meeting - European Border and Coast Goard
Shadow rapporteurs' meeting 11/04/2016 12/04/2016 732,49

SUNNINGDALE,
LONDON Forum on International Privacy Law 18/04/2016 20/04/2016 663,94

DUBLIN, LONDON
1) 39th Meeting of the Data Protection Officers and the European Data Protection
Supervisor - EDPS, DPO's session
2) Privacy - The Competitive Advantage

27/04/2016 29/04/2016 1.079,83

WARSAW Cybersecurity conference 19/05/2016 20/05/2016 602,63
LONDON Chatham  House Cyber conference 2016 23/05/2016 23/05/2016 74,23

BUDAPEST - EIT Visit
- Spring Conference Budapest 24/05/2016 27/05/2016 1.017,56

AMSTERDAM 27th Annual IBA Communications and Competition Law Conference 07/06/2016 07/06/2016 105,18

VIENNA Fundamental Rights Forum 21/06/2016 23/06/2016 842,62
LUXEMBOURG EDPS visit to EIF 28/06/2016 28/06/2016 48,30

LONDON Reframing Data Transparency, High-level round table discussion 30/06/2016 30/06/2016 502,24

CAMBRIDGE PL&B Annual International Conference 05/07/2016 06/07/2016 621,81
FRANKFURT,

WARSAW
Annual Privacy Forum
IPEN workshop 06/09/2016 09/09/2016 2.014,96

BARCELONA 2016-0145 - compliance visit F4E 02/10/2016 03/10/2016 585,07
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BUCHAREST EuroCloud Europe Forum 2016 05/10/2016 06/10/2016 663,22

WARSAW Man in the Cyberspace" University of Cardinal Stefan Wyszynski Warsaw. "Reform of
Data Protection Law in the EU" 10/10/2016 11/10/2016 706,50

VIENNA FRA-EDPS Accountability meeting 12/10/2016 13/10/2016 790,82
MARRAKECH 38th International Privacy Conference, Marrakech 2016 16/10/2016 21/10/2016 1.152,61

ALICANTE 40th Meeting of the Data Protection Officers and the European Data Protection
Supervisor 26/10/2016 28/10/2016 705,28

AMSTERDAM ACELG's Annual Conference 2016 03/11/2016 04/11/2016 81,12
MOSCOW VII International Conference Personal Data Protection 06/11/2016 08/11/2016 508,69
ALICANTE EDPS Visit to EUIPO 24/11/2016 25/11/2016 457,94

MANZANILLO 46th Asia Pacific Privacy Authorities Forum (APPA) 28/11/2016 03/12/2016 5.634,43
LUXEMBOURG Déplacement Mr Wiewiorowski TOLLEMANS Daniel 28/06/2016 28/06/2016 46,00

Total 2016 Mr WIEWIOROWSKI: 21.172,36

LONDON ICO International Strategy Workshop 23/01/2017 24/01/2017 608,93

ANTWERP Working lunch with Mr. Wilbert Tomesen and Aleid Wolfsen from
Autoriteitspersoongegevens (Dutch DPA) 30/01/2017 30/01/2017 14,99

WARSAW GIODO Conference on “The protection of personal data in times of change” 30/01/2017 31/01/2017 581,42
FRANKFURT Forum on international Privacy Law 22/03/2017 24/03/2017 554,33

HULL ELI Conference on Digitalisation 30/03/2017 31/03/2017 218,55

GDANSK, WROCLAW -6th Polish Maritime Law Conference "Maritime Security"
-International Scientific Conference on Legal Innovation 19/04/2017 22/04/2017 585,93

LARNACA Spring Conference of Data Protection Authorities 2017 26/04/2017 29/04/2017 1.351,18
LISBON 20th Annual Transnational Crime Conference 17/05/2017 19/05/2017 263,12

TALLINN 41th Meeting of the Data Protection Officers and the European Data Protection
Supervisor 31/05/2017 02/06/2017 1.053,67

VIENNA -Annual Privacy Forum, 7-8 June 2017
-IPEN Workshop, 9 June 06/06/2017 09/06/2017 999,54
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MAASTRICHT Training and Certification Programme for Data Protection Officers and other Data
Protection Professionals: Basic and Advanced Module 21/06/2017 22/06/2017 37,86

PARIS Data Protection Officers 2017, 3rd international roundtable 22/06/2017 23/06/2017 644,21

CAMBRIDGE 30th Annual International Conference: " Promoting Privacy with Innovation" 02/07/2017 05/07/2017 788,67

TALLINN Estonian Presidency Digital single market conference on the free movement of data 16/07/2017 18/07/2017 937,70

HONG KONG The 39th International Conference of Data Protection and Privacy Commissioners 23/09/2017 30/09/2017 223,65

LONDON 42nd Meeting of the Data Protection Officers and the European Data Protection
Supervisor - European Medicines Agency EMA 12/10/2017 13/10/2017 252,19

LONDON, WARSAW
42nd Meeting of the Data Protection Officers and the European Data Protection
Supervisor - European Medicines Agency EMA 20th Anniversary of Polish data
protection act

12/10/2017 17/10/2017 793,42

FRANKFURT -EIOPA compliance visit
-ECB keynote speech 24/10/2017 25/10/2017 733,06

LEUVEN PRIVACY ENGINEERING RESEARCH AND THE GDPR
A TRANS-ATLANTIC INITIATIVE 10/11/2017 10/11/2017 54,28

GHENT International Conference "Freedom under Pressure" 07/12/2017 07/12/2017 42,84
GHENT International Conference "Freedom under Pressure" 08/12/2017 08/12/2017 65,88

Total 2017 Mr WIEWIOROWSKI: 10.805,42
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Annex	5:	EDPS	strategic	objectives

1. Data protection goes digital(1) Promoting technologies to enhance privacy and data protection;(2) Identifying cross-disciplinary policy solutions;(3) Increasing transparency, user control and accountability in big data processing.
2. Forging global partnerships(4) Developing an ethical dimension to data protection;(5) Mainstreaming data protection into international policies;(6) Speaking with a single EU voice in the international arena.
3. Opening a new chapter for EU data protection(7) Adopting and implementing up-to-date data protection rules;(8) Increasing accountability of EU bodies collecting, using and storing personalinformation;(9) Facilitating responsible and informed policymaking;(10) Promoting a mature conversation on security and privacy.
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Annex	6:	EDPS	strategic	objectives	and	its	Action	
Plan

DATA PROTECTION GOES DIGITALACTION 1 - Promoting technologies to enhance privacy and data protection
 Work with communities of IT developers and designers to encourage theapplication of privacy by design and privacy by default through privacyengineering;
 Promote the development of building blocks and tools for privacy-friendlyapplications and services, such as libraries, design patterns, snippets,algorithms, methods and practices, which can be easily used in real-lifecases;
 Expand the Internet Privacy Engineering Network (IPEN) to work with aneven more diverse range of skill groups to integrate data protection andprivacy into all phases of development of systems, services and applications;
 Provide creative guidance on applying data protection principles totechnological development and product design;
 Highlight that data protection compliance is a driver for consumer trust andmore efficient economic interaction, and hence can encourage businessgrowth;
 Work with academia and researchers in the public and private sectorsfocusing on innovative fields of technical developments that affect theprotection of personal data, in order to inform our technology monitoringactivities.ACTION 2 - Identifying cross-disciplinary policy solutions
 Initiate and support a Europe-wide dialogue amongst EU bodies andregulators, academics, industry, the IT community, consumer protectionorganisations and others, on big data, the internet of things andfundamental rights in the public and private sector;
 Work across disciplinary boundaries to address policy issues with a privacyand data protection dimension;
 Initiate a discussion on broad themes which integrates insights from otherfields, and coordinate training efforts to familiarise staff with these relateddisciplines.
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ACTION 3 - Increasing transparency, user control and accountability in big dataprocessing
 Develop a model for information-handling policies, particularly for onlineservices provided by EU bodies, which explains in simple terms howbusiness processes could affect individuals’ rights to privacy and protectionof personal data, including the risks for individuals to be re-identified fromanonymised, pseudonymous or aggregated data;
 Encourage the development of innovative technical solutions for providinginformation and control to users, reducing information asymmetry andincreasing users’ autonomy.

FORGING GLOBAL PARTNERSHIPS

ACTION 4 - Developing an ethical dimension to data protection
 Establish an external advisory group on the ethical dimension of dataprotection to explore the relationships between human rights, technology,markets and business models in the 21st century;
 Integrate ethical insights into our day-to-day work as an independentregulator and policy advisor.ACTION 5 - Mainstreaming data protection into international agreements
 Advise EU institutions on coherently and consistently applying the EU dataprotection principles when negotiating trade agreements (as well asagreements in the law enforcement sector), highlighting that data protectionis not a barrier but rather a facilitator of cooperation;
 Monitor the implementation of existing international agreements, includingthose on trade, to ensure they do not harm individuals’ fundamental rights.ACTION 6 - Speaking with a single EU voice in the international arena
 Promote a global alliance with data protection and privacy authorities toidentify technical and regulatory responses to key challenges to dataprotection such as big data, the internet of things and mass surveillance;
 Cooperate with national authorities to ensure more effective coordinatedsupervision of large scale IT systems involving databases at EU and nationallevels, and encourage the legislator to harmonise the various existingplatforms;
 Maximise our contribution to discussions on data protection and privacy atinternational fora including the Council of Europe and the OECD;
 Develop our in-house expertise on comparative data protection legal norms.
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OPENING A NEW CHAPTER FOR EU DATA PROTECTION

ACTION 7 - Adopting and implementing up-to-date data protection rules
 Urge the European Parliament, the Council and the Commission to resolveoutstanding differences as soon as possible on the data protection reformpackage;
 Seek workable solutions that avoid red tape, remain flexible fortechnological innovation and cross-border data flows and enable individualsto enforce their rights more effectively on and offline;
 Focus during the post-adoption period on encouraging correct, consistentand timely implementation, with supervisory authorities as the maindrivers;
 In the event that the EDPS provides the Secretariat for the new EuropeanData Protection Board (EDPB), allow this body to be ready on ‘day one’ inclose cooperation with national colleagues, in particular by ensuring propertransitional arrangements are in place to enable a seamless handover fromthe Article 29 Working Party;
 Work in partnership with authorities through the EDPB to develop trainingand guidance for those individuals or organisations that collect, use, shareand store personal information in order to comply with the Regulation bythe beginning of 2018;
 Engage closely in the development of subsequent implementing orsector-specific legislation;
 Develop a web-based repository of information on data protection as aresource for our stakeholders.

ACTION 8 - Increasing the accountability of EU bodies processing personal information
 Work with the European Parliament, Council and Commission to ensurecurrent rules set out in Regulation 45/2001 are brought into line with theGeneral Data Protection Regulation and a revised framework enters intoforce by the beginning of 2018 at the latest;
 Continue to train and guide EU bodies on how best to respect in practicedata protection rules, focusing our efforts on types of processing whichpresent high risks to individuals;
 Continue to support EU institutions in moving beyond a purelycompliance-based approach to one that is also based on accountability, inclose cooperation with data protection officers;
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 Improve our methodology for inspections and visits, in particular a morestreamlined method for inspecting IT systems.
ACTION 9 - Facilitating responsible and informed policymaking
 Develop a comprehensive policy toolkit for EU bodies, consisting of writtenguidance, workshops and training events, supported by a network;
 Identify each year the EU policy issues with the most impact on privacy anddata protection, and provide appropriate legal analysis and guidance,whether in the form of published opinions or informal advice;
 Increase our in-house knowledge of specific sectors so that our advice iswell-informed and relevant;
 Establish efficient working methods with the Parliament, Council andCommission and actively seek feedback on the value of our advice;
 Develop our dialogue with the Court of Justice of the EU on fundamentalrights and assist the Court in all relevant cases, whether as a party or anexpert.

ACTION 10 - Promoting a mature conversation on security and privacy
 Promote an informed discussion on the definition and scope of terms suchas national security, public security and serious crime;
 Encourage the legislators to practically collect and examine evidence fromMember States (in closed sessions if required) that require the collection oflarge volumes of personal information, for purposes such as public securityand financial transparency, which would interfere with the right to privacy,to inform our advice to the EU legislator on necessity and proportionality;
 Promote convergence between the different laws on data protection in theareas of police and judicial cooperation, as well as consistency in thesupervision of large scale IT systems. This should include the swift adoptionof the draft Directive on the processing of data for the purposes ofprevention, investigation, detection or prosecution of criminal offences.
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Annex	7:	Risk	Register

The EDPS has implemented a risk management exercise as usual with a risk analysis performed by all units and sectors of the Institution. Workshops tookplace in order to establish the possible risks and the related mitigating measures. The results of this exercise are summarised in the table below:
Risk title &
description
(cause and

effect)

Policy area &
Activity /
objective
affected

Gross risk
score

Controls Person
responsible

&
supervisor

Net (residual)
risk score

Risk
response

Monitoring Control
effectiven

ess

Good = 1

Ok but
so/so = 2

Pretty
dreadful=

3

Further action

Likelihood

Im
pact

O
verall score

Likelihood

Im
pact

O
verall score

avoid
transfer
reduce
accept

Frequency

M
onitor

A
ction

O
w

ner

D
eadline

(L x I) (L x
I)

Inadequate
preparation of
International
Conference in
terms of
substance and
logistic

Priority 6:
Speaking with a
single EU voice
in the
international
arena

4 5 20 Prioritisation among
all tasks

Mobilisation of all
energies + New
transversal
synergies among
teams

Internal
communication
already part of the
task force work
packages (several

All

PM

2 5 10 Reduce Reinforcement
of the task force

1 SNE to come
to work with PM

All teams May
2018
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Security Issue

EDPB website

HR Issues Action points
affected:
Ensure good
management of
human
resources +
Ensure sound
financial
management +
Ensure good
administration

sessions)

Security risk
assessment of
“Palais d’Egmont”
and of EP

Taskforce
Communication
sector and EDPB
Matters sector
Rationalisation of
long translations

Assessment of
current SLAs ton
confirm that EDPB
needs are met

Getting information
from WP29 on
requested profiles
for the 5 posts in
2018

MM

OR

MSL

External input
for the new
communication
and press
EDPB officer

Inadequate
preparation for
EDPB
secretariat

Priority 7:
Adopting and
implementing
up-to-date dp
rules

4 5 20 Maintain high level
of synergies and
cooperation with all
colleagues

Gradual evolution of
budget lines

Staff members duly
qualified

3 4 12 Reduce Reinforcement
of the sector
EDPB Matters

EDPB
Matters
Sector

May
2018

Ensure Europol
continuity

Priority 10:
Promoting a

3 4 12 Adopting a new
generation of

2 4 8 Accept Management
support to the

MB All
year
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regarding the
new tasks

mature
conversation on
security and
privacy

supervision model

Being proactive,
accountable and
selective

Dedicated team for
Europol with HoA

Europol team

Raise
awareness

Europol
team

Driving the
implementation
of the new
Regulation
45/2001

Priority 7:
Adopting and
implementing
up-to-date data
protection rules

4 5 20 Dialogue with DPOs

Dialogue with the
hierarchy of all EU
institutions

Establish proper
prioritisation due to
the work programme
of the Supervision
team

Making sure that the
GDPR works in
practice

Adapting the EDPS
to the new legal
framework

2 5 10 Reduce Management
support to the
Task Force &
to the project
Transition to
New Regulation
45

Assistance to
the  DPO for the
implementation
of his work
package

Controls
HoU/HoA

Use of
monitoring tool
of pending
cases

MB

Director

S&E unit

S&E Unit

All
year

Transition to
new mandate
and & staff on
task

4 5 20 Ensure high levels of
performance by
means of good
communication, trust
and good HR

2 4 8 Accept New EDPS
rules of
procedure

Director
dialogue with
staff

Director June
2018
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Lack of internal
coordination

Objective
affected:

Ensure good
administration
as AIPN

4 5 20 Concept paper

To steer new
strategies

3 3 9 Accept New planning
tool

Clarification on
the mandate
and tasks of the
Private Office

Managing HoUs
absences

SP

Director

Director

01/
2018

01/
2018

02/
2018

Missing legal
deadlines
(including
Europol
supervision)

Supervision

Action point
affected:
Perform
supervisory
activities with
excellence

5 5 25 Controls HoAs/HoU

Use of monitoring
tool for complaints

2 5 10 Reduce Raise
awareness with
case officers

Report on true
prior checks and
consultations
every two
weeks

Review of case
manuals in the
light of Europol
Supervision

S&E unit All
year

Inconsistent
position of the
EDPS

Supervision

Action point
affected:
Perform
supervisory
activities with
excellence

5 4 20 HoA/HoU to ensure
consistency

Cross reading
between colleagues

Internal
communication to be
continued (weekly
meetings)
DM

All +
supervision
team

2 4 8 Reduce Keeping
updated the
annotated
version of
Regulation
45/2001

S&E unit All
Year



75

Lack of
resources
which impact
- Quality
- Expertise

Not enough
staff to prepare
EDPB decision

Policy & EDPB
matters sector

All activities,
especially
art.28.2 and 41

Action point 1
towards a more
strategic
approach

1.c Establish
EDPS as
Centre of
Excellence

5 5 25 Cross-reading and
quality checks:

HoU, back-ups

Hand over note

Tree of Knowledge

Allocate
responsibilities
outside the EDPB
Matters Sector

3 4 12 Reduce New recruitment
of officials or
prolongation of
contracts more
than one year

HRFP
Budget 2019

Improve internal
cooperation
among data
protection
teams

HRBA

Director

All
Yea
r

Missing a legal
deadline

Policy

Court deadlines

3 5 10 eCuria

Monitoring of OJ
notices of cases with
data protection
implications

2 5 10 Reduce Tasks clearly
assigned among
the team

Policy
unit

March
2018


