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NOTIFICATION FOR PRIOR CHECKING
DATE OF SUBMISSION: 03/01/2017
CASE NUMBER: 2017-0015

INSTITUTION: ESMA

LEGAL BASIS: ARTICLE 27-5 OF THE REGULATION CE N° 45/2001(%)

INFORMATION TO BE GIVEN?

1/ NAME AND ADDRESS OF THE CONTROLLER

EUROPEAN SECURITIES AND MARKETS AUTHORITY (ESMA)

2/ ORGANISATIONAL PARTS OF THE INSTITUTION OR BODY ENTRUSTED WITH THE PROCESSING OF
PERSONAL DATA

Enforcement Team (Team comprising ESMA staff carrying out investigations in accordance with
Articles 23e of Regulation (EC) no 1060/2009 (CRA Regulation) and 64 of Regulation (EU) no
648/2012 (EMIR). The Enforcement Team is part of the Legal Convergence and Enforcement (LCE)
Department.

3/ NAME OF THE PROCESSING

Data processing for enforcement purposes under the CRA Regulation and EMIR

10QJ L8, 12.01.2001.
2Please attach all necessary backup documents




4/ PURPOSE OR PURPOSES OF THE PROCESSING

Personal data will be processed for the purposes of investigations to be carried out by an independent
investigating officer (110) in the context of enforcement proceedings against credit rating agencies
(CRASs) and trade repositories (TRs) on the basis of the requirements and tasks laid down in the
CRA Regulation and EMIR .

5/ DESCRIPTION OF THE CATEGORY OR CATEGORIES OF DATA SUBJECTS

The relevant investigations may imply the processing of personal data of permanent ESMA staff
(TAs), Seconded National Experts (SNEs), Contractual Agents and trainees in charge of this
particular processing operation, representatives/agents and employees of CRAs and TRs as well as
other natural persons whose personal data may be contained in information processed in the context
of the investigation and whose personal data are relevant for the purposes of this processing
operation (lawyers, service providers, etc.).

6/ DESCRIPTION OF THE DATA OR CATEGORIES OF DATA (including, if applicable, special categories
of data (Article 10) and/or origin of data).

The (incidental) processing of personal data during an investigation may comprise the following
general personal data:

- contact details (name, address etc); and, as regards representatives/agents, employees and service
providers of CRAs and TRs, as the case may be

- details on education and training, employment, financial details (e.g. information required to
ascertain the absence of conflicts of interest); and

- details on goods or services provided.




7/ INFORMATION TO BE GIVEN TO DATA SUBJECTS

Relevant information to be provided to the data subjects in accordance with Regulation (EC) No
45/2001, is given through a Privacy Statement (attached to this notification). This Privacy Notice is
submitted to any persons and entities requested to provide information that may include personal
data before they provide such information.

8/ PROCEDURES TO GRANT RIGHTS OF DATA SUBJECTS
(Rights of access, to rectify, to block, to erase, to object)

With respect to the rights of the data subjects, ESMA follows the measures outlined in its
Implementing Rules on Data Protection relating to the Regulation (EC) No 45/2001 with regards to
the processing of personal data which lay down the detailed rules pursuant to which a data subject
may exercise his/her rights, the procedure for notifying a processing operation and the procedure for
obtaining access to the register of processing operations kept by the Data Protection Officer
(ESMA/2011/MB/57, attached to this notification).

In particular, any request for access, rectification, blocking and/or erasing personal data may be
directed to the relevant Controller.

The Data Protection Officer is involved if an independent advice with respect to compliance to the
provisions of Regulation (EC) No 45/2001 is needed.

As regards right of rectification, reference is also made to Article 11(3) of the Implementing
measures referred to above which stipulates that “If a request for rectification is accepted, it shall be
acted upon immediately and the data subject notified thereof. Should a request for rectification be
rejected, the data controller shall have 15 working days within which to inform the data subject by
means of a letter stating the grounds for the rejection.”

With respect to right to block, according to ESMA’s Implementing Rules, requests for blocking shall
specify the data to be blocked. A data subject who has requested and obtained the blocking of data
shall be informed thereof by the data controller. He or she shall also be informed of the fact that data
are to be unblocked at least 15 working days before they are unblocked.

The data controller shall take a decision within 15 working days of receiving a request for data to be
blocked. If the request is accepted, it shall be acted upon within 30 working days and the data subject
notified thereof. Should the request for blocking be rejected, the data controller shall have 15
working days within which to inform the data subject by means of a letter stating the grounds for the
rejection.

In automated filing systems, blocking shall be ensured by technical means. The fact that personal
data are blocked shall be indicated in the system in such a way as to make it clear that the data may
not be used. Blocked personal data shall, with the exception of their storage, only be processed for
purposes of proof, or with the consent of the data subject or for the purpose of protecting the rights
of third parties.




9/ AUTOMATED / MANUAL PROCESSING OPERATION

Automated processing: CRAs and TRs must report regularly to ESMA’s supervisory department
through email and restricted internal databases. These reports could include personal data and some
of this data may, in case of enforcement proceedings, be passed on to the designated 110 (encrypted
files transmitted via restricted internal folders, email or USB sticks).

The 110 may furthermore request information from the persons subject to investigation (CRAs and
TRs) and other sources. This information, which could include personal data, will normally be
provided to the 110 in electronic form (encrypted files transmitted via restricted internal folders,
email or USB sticks/CDs). There may furthermore be audio or video recordings of interviews or
hearings held by the 110.

All information collected by will be transferred to and stored in encrypted folders and used for the
assessment of further investigatory steps and for the drafting of a statement of findings to be
submitted to ESMA’s Board of Supervisors. The relevant files will be erased once the relevant
retention period has run out.

Manual Processing: Information processed by the 110, including personal data, may also be held in
hard copy (print out of documents provided in electronic for or documents prepared by (e.g.
transcripts) or provided to the 11O in hard copy) at ESMA’s premises (in a location accessible only
to the 110 and authorised ESMA staff) for the same use. The relevant documents will be destroyed at
the latest once the relevant retention period has run out.

10/ STORAGE MEDIA OF DATA

Information in electronic form is stored on the hard disk of ESMA laptop, in an encrypted subfolder
in a restricted folder to which only the 110 and authorised ESMA staff working under the
instructions of the 110 have access.

Hard copies of documents containing personal data are stored in a location accessible only to the 110
and authorised ESMA staff.

11/ LEGAL BASIS AND LAWFULNESS OF THE PROCESSING OPERATION

Regulation (EU) No 1095/2010 (ESMA Regulation) and the CRA Regulation (in particular Article
23e) or EMIR (in particular Article 64).




12/ THE RECIPIENTS OR CATEGORIES OF RECIPIENT TO WHOM THE DATA MIGHT BE DISCLOSED

Personal Data is disclosed to designated ESMA staff members (members of the Enforcement Team)
and, as the case may be, to the persons subject to investigation (in practice senior management, legal
advisors of CRAs or TRs) to allow them to exercise their rights of defence and to ESMA’s Board of
Supervisors (composed of National Competent Authorities) and their advisors (including designated
ESMA staff), in order to enable it to take a final enforcement decision based on the investigation of
the 110.

13/ RETENTION POLICY OF (CATEGORIES OF) PERSONAL DATA

The conservation period of personal data is 15 years from the date of the decision of ESMA’s Board
of Supervisors taking position on the investigatory information collected by the 110 and putting an
end to the proceedings.

Nevertheless, if at the end of this period of 15 years, there are on-going administrative or judicial
proceedings regarding this decision of ESMA’s Board of Supervisors, the conservation period is
extended for a period which ends one year after these administrative or judicial proceedings have
become final.

In case of audio or video recordings of interviews or hearings, these recordings are kept for a shorter
specific conservation period which corresponds to the period needed for the records of these
interviews or hearings to be transcribed.

13 A/ TIME LIMIT TO BLOCK/ERASE ON JUSTIFIED LEGITIMATE REQUEST FROM THE DATA SUBJECTS

According to ESMA’s Implementing Rules (ESMA/2011/MB/57, attached to this notification),
Article 12 provides that:

“If the ground for the request of blocking data is the inaccuracy of the data, as referred in
paragraph 41, a), the Data Controller shall immediately block the data for the period necessary for
verifying the accuracy and completeness of the data. A data subject who has requested and obtained
the blocking of data shall be informed thereof by the Data Controller. He or she shall also be
informed of the fact that data are to be unblocked at least 15 working days before they are
unblocked. The Data Controller shall take a decision as soon as possible and at the latest within 15
working days of receiving a request for data to be blocked. If the request is accepted, it shall be
acted upon within 30 working days and the data subject notified thereof. Should the request for
blocking be rejected, the Data Controller shall have 15 working days within which to inform the
data subject by means of a letter stating the grounds for the rejection. In automated filing systems,
blocking shall be ensured by technical means. The fact that personal data are blocked shall be
indicated in the system in such a way as to make it clear that the data may not be used. Personal
data blocked pursuant to this Article shall, with the exception of their storage, only be processed for
purposes of proof, or with the consent of the data subject or for the purpose of protecting the rights
of third parties”.




According to ESMA’s Implementing Rules, Article 13 provides that:

“The data subject shall have the right to obtain from the Data Controller the erasure of data if the
processing thereof is unlawful. If the request is accepted, it shall be acted upon immediately. If the
Data Controller deems the request unjustified, he or she shall have 15 working days within which to
inform the data subject by means of a letter stating the grounds for the decision”.

(Please, specify the time limits for every category, if applicable)

14/ HISTORICAL, STATISTICAL OR SCIENTIFIC PURPOSES

If you store data for longer periods than mentioned above, please specify, if applicable, why the data must be
kept under a form which permits identification.

NOT APPLICABLE

15/ PROPOSED TRANSFERS OF DATA TO THIRD COUNTRIES OR INTERNATIONAL ORGANISATIONS

In accordance with Articles 34 CRAR and 75 and 76 EMIR, ESMA may conclude cooperation
agreements and establish cooperation arrangements — including for exchanges of information — with
competent authorities of third countries, subject to guarantees of professional secrecy which are at
least equivalent to those set out in the CRAR and EMIR and to the application of Regulation (EC)
No 45/2001. ESMA will thus not transfer data to third countries (or international organisations) if an
adequate level of protection of such data is not ensured in the country of the recipient or within the
recipient international organisation, without prejudice to the derogations as provided for in
Regulation (EC) No 45/2001.

16/  THE PROCESSING OPERATION PRESENTS SPECIFIC RISK WHICH JUSTIFIES PRIOR CHECKING (Please
describe):

AS FORESEEN IN:

i Avrticle 27.2.(a)

Processing of data relating to health and to suspected offences, offences, criminal convictions or security
measures,

A breach of relevant requirements of the CRAR or EMIR respectively investigated by an 110 may
give rise to fines (i.e. administrative sanctions). Furthermore, ESMA shall refer matters for criminal
prosecution to the relevant national authorities where, in carrying out its duties under this
Regulation, it finds that there are serious indications of the possible existence of facts liable to
constitute criminal offences (Article 23e(8) of the CRA Regulation and 64(8) of EMIR). Therefore,
the investigation by an 110 may be held to be processing data relating to suspected offences or
offences.




i Article 27.2.(b)
Processing operations intended to evaluate personal aspects relating to the data subject,
i Article 27.2.(c)

Processing operations allowing linkages not provided for pursuant to national or Community legislation
between data processed for different purposes,

N/A
\ Article 27.2.(d)

Processing operations for the purpose of excluding individuals from a right, benefit or contract,

i Other (general concept in Article 27.1)

17/ COMMENTS

This notification constitutes an ex-post prior-checking notification.

PLACE AND DATE:

DATA PROTECTION OFFICER;

INSTITUTION OR BODY:




