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The European Data Protection Supervisor (EDPS) is an independent institution of the EU, responsible
under Article 52(2) of Regulation 2018/1725 ‘With respect to the processing of personal data... for
ensuring that the fundamental rights and freedoms of natural persons, and in particular their right to
data protection, are respected by Union institutions and bodies’, and under Article 52(3)"...for advising
Union institutions and bodies and data subjects on all matters concerning the processing of personal
data’.

Wojciech Rafat Wiewioréwski was appointed as Supervisor on 5 December 2019 for a term of five years.

Under Article 42(1) of Regulation 2018/1725, the Commission shall ‘following the adoption of
proposals for a legislative act, of recommendations or of proposals to the Council pursuant to Article
218 TFEU or when preparing delegated acts or implementing acts, consult the EDPS where there is an
impact on the protection of individuals’ rights and freedoms with regard to the processing of personal
data’ and under Article 57(1)(g), the EDPS shall ‘advise on his or her own initiative or on request, all
Union institutions and bodies on legislative and administrative measures relating to the protection of
natural persons’ rights and freedoms with regard to the processing of personal data’.

This Opinion relates to the EDPS' mission to advise the EU institutions on coherently and consistently
applying the EU data protection principles, including when negotiating agreements with third countries
in the law enforcement sector. It builds on the general obligation that international agreements must
comply with the provisions of TFEU and the respect for fundamental rights that stands at the core of
EU law. In particular, compliance with Articles 7 and 8 of the Charter of Fundamental Rights of the EU
and Article 16 TFEU must be ensured.



Executive Summary

On 25 November 2021, the Commission adopted two Proposals for Council Decisions, under
Articles 16, 82(1) and 218(5) and (6) of the Treaty on the Functioning of the European Union, one
authorising Member States to sign and the other to ratify, in the interest of the European Union,
the Second Additional Protocol to the Budapest Convention on Cybercrime. The Annex to the
Proposals sets out the Council’s directives for the reservations, declarations and communications,
when signing and ratifying the Protocol.

Investigating and prosecuting crime is a legitimate aim, and international co-operation including
information exchange has become more important than ever. As the EDPS has long argued, the
EU needs sustainable arrangements for sharing personal data with third countries for law
enforcement purposes, fully compatible with the EU Treaties and the Charter of Fundamental
Rights. Even when investigating domestic cases, law enforcement authorities increasingly find
themselves in ‘cross-border situations’ because information is stored electronically in a third
country. The growing volume of requests and the volatility of digital information put a strain on
existing models of co-operation, such as MLATs. The EDPS understands that authorities face a
race against time to obtain data for their investigations and supports efforts to devise new models
of co-operation, including in the context of co-operation with third countries.

The Protocol aims to improve the traditional co-operation channels and includes provisions to
enhance direct co-operation between law enforcement authorities and service providers in a cross-
border context. In particular, the Protocol would enhance co-operation on cybercrime and the
collection of evidence in electronic form concerning criminal offences for the purpose of specific
criminal investigations or proceedings.

While recognising that it is not possible to replicate entirely the terminology and definitions of EU
law in a multilateral international agreement, the EDPS underlines that the appropriate safeguards
for individuals must be ensured in order to fully comply with EU law.

Data protection principles including fairness, accuracy and relevance of information, independent
oversight and individual rights of individuals are as relevant for public bodies as they are for private
companies. These basic principles are all the more important considering the sensitivity of the data
required for criminal investigations.

This Opinion aims to provide objective analysis and constructive advice to the EU institutions as
the Council is examining the Commission’s Proposals to sign and ratify the Protocol and before
the European Parliament is called to provide its consent to the conclusion of the Protocol.

The EDPS welcomes that no provision on direct access to data by law enforcement authorities has
been included in the final text of the Protocol. He also welcomes that the Protocol contains a
dedicated Article on the protection of personal data. In addition, the EDPS notes positively the
many safeguards that have been included in the Protocol.




The EDPS understands that it is confirmed that the EU-US Umbrella Agreement would apply to
transfers from the EU to the United States of America in the framework of the provisions set out in the
Protocol related to the co-operation between authorities. The EDPS regrets such outcome.

Should a Council Decision be adopted authorising the Member States to, respectively sign and ratify,
in the interest of the Union, the Protocol, the EDPS welcomes the proposals of the Commission for the
Member States to make, in the interest of the Union, the declaration, notification and communication
under Article 7(2)(b), (5)(a) and (e) of the Protocol. These proposals ensure that service providers in the
Union may be requested the transfer of personal data only on the basis of orders issued, in the
requesting third country Party to the Protocol, by, or under the supervision of, a prosecutor or other
judicial authority, or under independent supervision and under the control of a competent authority
within the requested Member State.

The EDPS also notes positively the proposal that Member States make the declaration under
Article 8(4) of the Protocol (on the co-operation between competent authorities to give effect to
production orders of subscriber information and traffic data), so as to ensure that additional supporting
information is required to give effect to orders under this provision.

In addition, the EDPS has the following recommendations in relation to the future Council Decisions,
should the Protocol be signed and ratified by the Member States, in the interest of the Union:

- Certain data contained in the category of subscriber information within the meaning of the
Cybercrime Convention, may be deemed under EU law as traffic data entailing a serious
interference with the fundamental rights of the data subject, access to which may be justified only
by the fight against serious crime. Therefore, the EDPS recommends Member States, contrary to
the proposal of the Commission, to reserve the right not to apply Article 7 of the Protocol on
disclosure of subscriber data by service providers directly to competent authorities of another
country in relation to certain types of access numbers, pursuant to Article 7(9)(b);

- Member States should designate, pursuant to Article 7(5)(e) of the Protocol, a judicial or other
independent authority;

- The proposed communication by the Member States to the United States authorities, at the
time of signature or when depositing their instrument of ratification, acceptance or approval, in
relation to the EU-US Umbrella Agreement should be clarified;

- The proposed consideration, in relation to other agreements or arrangements under
Article 14(1)(c) of the Protocol that could replace the data protection provision of the Protocol
(Article 14), should be amended.
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THE EUROPEAN DATA PROTECTION SUPERVISOR,

Having regard to the Treaty on the Functioning of the European Union, and in particular Article
16 thereof,

Having regard to the Charter of Fundamental Rights of the European Union, and in particular
Articles 7 and 8 thereof,

Having regard to Regulation (EU) 2016/679 of the European Parliament and of the Council of 27
April 2016 on the protection of natural persons with regard to the processing of personal data and
on the free movement of such data, and repealing Directive 95/46/EC (General Data Protection
Regulation)’,

Having regard to Regulation (EC) No 2018/1725 of the European Parliament and of the Council of
23 October2018 on the protection of individuals with regard to the processing of personal data by
the Community institutions and bodies and on the free movement of such data? and in particular
Articles 42(1), 57(1)(g) and 58(3)(c) thereof,

Having regard to Directive (EU) 2016/680 of the European Parliament and of the Council of 27 April
2016 on the protection of natural persons with regard to the processing of personal data by
competent authorities for the purposes of the prevention, investigation, detection or prosecution
of criminal offences or the execution of criminal penalties, and on the free movement of such data,
and repealing Council Framework Decision 2008/977/JHA?,

HAS ADOPTED THE FOLLOWING OPINION:

1. Introduction and background

1. In June 2017, the Cybercrime Convention Committee of the Council of Europe approved the
Terms of Reference for the preparation of a Second Additional Protocol to the Convention on
Cybercrime during the period from September 2017 to December 2019*.

2. On 5 February 2019, the Commission adopted a Recommendation® for a Council Decision to
authorise the participation of the Commission, on behalf of the European Union, in the
negotiations on a Second Additional Protocol (hereinafter ‘the Protocol’)® to the Council of
Europe Convention on enhanced international co-operation on cybercrime and electronic
evidence (hereinafter the ‘Cybercrime Convention’) (CETS No. 185)".

3. The European Data Protection Supervisor (hereinafter ‘the EDPS’) adopted an Opinion
regarding the Recommendation on 2 April 2019%. By Decision of 6 June 2019, the Council of the
European Union authorised the Commission to participate, on behalf of the European Union,
in the negotiations in view of the Protocol’.

4. The Cybercrime Convention Committee extended the terms of reference twice, until December
2020, and subsequently until May 2021. The Protocol was prepared by the Cybercrime
Convention Committee (T-CY) between September 2017 and May 2021. Over ninety sessions
of the T-CY Protocol Drafting Plenary, Drafting Group and Sub-groups as well as six rounds of
stakeholder consultations were held in this period.



10.

11.

12.

The European Data Protection Board contributed to the public consultations on the draft
Protocol on 13 November 2019, 2 February 2021 and 4 May 2021'.

The European Parliament recognised the need to conclude the work on the Protocol in its 2021
Resolution on the EU Cybersecurity Strategy for the Digital Decade'.

On 17 November 2021, the Committee of Ministers of the Council of Europe adopted the
Protocol. It should be opened for signature in May 2022. Amendments to it may therefore only
be proposed by a Party to the Protocol and adopted by the Committee of Ministers. The
Protocol requires acceptance of all Parties for the amendments to come into force'.

The European Union cannot become a Party to the Protocol, as both the Protocol and the
Cybercrime Convention are open to States only'".

On 25 November 2021, the Commission adopted two Proposals for Council Decisions, under
Articles 16, 82(1) and 218(5) and (6) of the Treaty on the Functioning of the European Union
(TFEU)™.

According to these Proposals®, the Protocol falls within an area covered to a large extent by
common rules within the meaning of Article 3(2) TFEU. The Commission seeks to obtain, with
these Proposals, two Decisions from Council authorising Member States to respectively sign
and ratify, in the interest of the European Union, the Protocol. Both Proposals are accompanied
by an Annex (hereinafter ‘the Annex’) which provides instructions for Member States,
regarding the reservations, declarations, notifications or communications and other
considerations to be made, when signing and ratifying, in the interest of the European Union,
the Protocol. The Proposal relating to the ratification is also accompanied by the text of the
Protocol in Annex.

In order for the agreement to be concluded, should the Council decide to authorise its signature
by the Member States, in the interest of the Union, the Council should adopt a decision
authorising the Member States, in the interest of the Union, to ratify the agreement, after
obtaining the consent of the European Parliament. The Protocol will enter into force on the
first day of the month following the expiration of a period of three months after the date on
which five Parties to the Cybercrime Convention have expressed their consent to be bound by
the Protocol in accordance with the provisions of Article 16(1) and (2) of the Protocol'.

The EDPS has been consulted on both Proposals by the European Commission following their
adoption, pursuant to Article 42(1) of Regulation (EU) No 2018/1725. Reference to this Opinion
is made in Recitals 12 and 13 of the Proposals on the ratification and the signature of the
Protocol respectively. He wishes to underline that this Opinion is without prejudice to any
additional comments that the EDPS could make on the basis of further available information.

2. Objectives of the Second Additional Protocol

13.

The Cybercrime Convention is open to Member States of the Council of Europe and
non-members (upon invitation). Currently, 66 countries are Parties to the Convention,
including 26 European Union Member States (hereinafter ‘the Member States’)'” and other
third countries members of the Council of Europe such as Armenia, Azerbaijan or Turkey as
well as countries who are not members of the Council of Europe, such as Australia, Canada,



14.

15.

16.

17.

18.

Ghana, Israel, Japan, Morocco, Paraguay, Philippines, Senegal, Sri Lanka, Tonga or the United
States'®.

The Cybercrime Convention is a binding international instrument requiring the Parties to lay
down specific criminal offences committed against or by means of electronic networks in their
national law and to establish specific powers and procedures enabling their national authorities
to carry out their criminal investigations, including for collecting evidence of an offence in
electronic form. The Convention entails minimum requirements on investigative powers
available in a criminal investigation and fosters international co-operation between the Parties.
In particular, its Chapter |1l on international co-operation' contains both general provisions on
international co-operation, that may also be found in other treaties on co-operation in criminal
matters, as well as provisions that are specific to the collection of electronic evidence.

The Protocol aims to provide for additional tools, including for co-operation in emergency
situations, as further detailed below. The Protocol is accompanied by an explanatory report®
which reflects the understanding of the drafters. Although it does not constitute an instrument
providing an authoritative interpretation of the Protocol, it is intended to ‘guide and assist
Parties’ in the application of the Protocol®'.

The Protocol includes:

- Provisions allowing for direct co-operation between competent authorities in one
Party on the one hand, and entities providing domain name registration services or
service providers in another Party on the other hand, for respectively, the disclosure of
domain name registration data or subscriber information® (Articles 6 and 7).

- Provisions enhancing international co-operation between authorities:

0 giving effect to orders for expedited production of subscriber information and
traffic data® (Article 8);

0 non-binding requests for the expedited disclosure of stored computer data® in
an emergency (Article 9);

0 emergency mutual legal assistance (Article 10%);
0 video conferencing (Article 11);
- Joint investigations and joint investigation teams (Article 12);

- Safeguards (Articles 13 and 14), including data protection requirements. Specific
conditions and safeguards are also incorporated in the specific co-operation measures.

Direct co-operation requests for the disclosure of domain name registration data (Article 6) and
the requests for the expedited disclosure of stored computer in an emergency (Article 9) are
non-binding requests®.

The Protocol provides for the possibility for a Party to reserve the right not to apply:

- Article 7 (direct co-operation for disclosure of subscriber information) in its entirety or, if
disclosure of certain types of access numbers under this article would be inconsistent with
the fundamental principles of its domestic legal system, not to apply this article to such
numbers (Article 7(9))%.



19.

20.

- Article 8 (enhancing international co-operation between authorities giving effect to orders
for expedited production of subscriber information and traffic data) to traffic data
(Article 8(13))%.

The Protocol also foresees the possibility for a Party to make certain declarations, among
which the following declarations:

- under Article 7 (direct co-operation for disclosure of subscriber information) allowing the
requested Party to require that when an order is issued to a service provider in its territory:

0 such order to be issued by, or under the supervision of, a prosecutor or other judicial
authority, or otherwise be issued under independent supervision (paragraph 2 (b)).

0 simultaneous notification of the order, the supplemental information and a summary
of the facts related to the investigations or proceeding of an authority which may
instruct the services providers not to disclose the subscriber information if certain
conditions or grounds of refusal are met (paragraph 5 (a) and (e)).

- under Article 8 (expedited production of subscriber information and traffic data) allowing
the requested Party to require that additional supporting information is required to give
effect to orders (paragraph 4).

In the proposed Council Decisions, the Commission proposes that the Member States be
authorised to sign and ratify the Protocol, acting jointly in the interest of the Union, with a
number of reservations and declarations. In particular, Member States are instructed to
refrain from reserving the right not to apply Article 7 as a whole or in relation to certain
types of access numbers® and are encouraged to refrain from reserving the right not to apply
Article 8 (giving effect to orders for subscriber information and traffic data from another Party)
in relation to traffic data pursuant to Article 8(13). The proposed Council Decision does,
however, instruct the Member State to avail themselves of the above-mentioned
declarations under Articles 7 and 8 so that the additional safeguards contained therein
would be applicable®.

3. General comments

21.

22.

23.

The EDPS understands that authorities face a race against time to obtain data for their
investigations and supports efforts to devise new models of co-operation, including in the
context of co-operation with third countries. In this regard, he recalls his call together with the
EDPB for a new generation of mutual legal assistance treaties ((MLAT’) to be implemented,
allowing for a much faster and secure processing of requests in practice’'.

Pursuant to Article 216(2) TFEU, international agreements concluded by the European Union ‘are
binding upon the institutions of the Union and on the Member States’. Moreover, according to the
settled case law of the Court of Justice of the European Union (‘CJEU’), international agreements
become from their coming into force ‘an integral part of Community law'®, and they have primacy
over acts of secondary Union legislation®.

Since the Cybercrime Convention, as well as any of its additional protocols, is a binding
international instrument, the EDPS notes that, in line with the case law of the CJEU, the
‘obligations imposed by an international agreement cannot have the effect of prejudicing the



24.

25.

constitutional principles of the EC Treaty, which include the principle that all Community acts
must respect fundamental rights, that respect constituting a condition of their lawfulness™. It is
therefore essential to ensure that the obligations stemming from the Protocol would not
prejudice these principles as far as data protection is concerned.

The Protocol which the Commission proposes to sign and ratify would allow inter alia transfers
of personal data both from Member States’ competent authorities® and from private entities
in the Member States® and the subsequent processing of such data by the third country
authorities Party to the Protocol and private entities in such country.

In this regard, Recitals 8 of both Proposals state that ‘/g]iven that the Protocol provides for
appropriate safeguards in line with the requirements for international transfers of personal data
under Regulation (EU) 2016/679 and Directive (EU) 2016/680, its entry into force will contribute to
the promotion of Union data protection standards at global level, facilitate data flows between the
EU Member State Parties and the non-EU Member State Parties to the Protocol, and will ensure
compliance of EU Member States with their obligations under Union data protection rules’.

3.1. On the processing, by an authority of a Member State or a private entity in the

26.

territory of a Member State*’, of personal data received under the Protocol

Article 14 of the Protocol concerns the protection of personal data. Paragraph (1)(e) of that
provision provides that nothing in that Article - ‘shall prevent a Party from applying stronger
safeguards to the processing by its own authorities of personal data received under this Protocol’.
Member States would therefore be allowed to apply stronger safeguards to the processing, by
their authorities or a private entity in their territory, of personal data received under the
Protocol.

3.2. On the transfers to third countries Parties to the Protocol

27.

28.

29.

30.

31.

The EDPS notes that under Articles 6 and 7, the Protocol allows for transfers of personal data
by private entities, pursuing a law enforcement objective, which objective is different from the
one for which the data were collected.

As a preliminary matter, the EPDS notes that the interference, with the fundamental rights to
privacy and data protection guaranteed by Articles 7 and 8 of the Charter of fundamental rights
of the EU (hereinafter ‘the Charter’), enabled by the Protocol must fulfill the requirements of
Article 52(1) of the Charter.

Transfers from a law enforcement authority to a service provider or an entity providing domain
name registration services in a third State must comply with the data protection principles laid
down in Directive (EU) 2016/680 (‘LED’)*, in particular those provided for in Chapter V of the
Directive, in order to ensure that the level of protection of natural persons guaranteed by EU
law is not undermined.

In accordance with Article 44 of Regulation (EU) 2016/679 (‘GDPR’)¥, it should be assessed
whether the Protocol ensures that transfers by private entities in the context of Articles 6 and
7 of the Protocol, may take place under the conditions set out in Chapter V of the GDPR,
subject to the other provisions of the Regulation (see section 4).

When it comes to the transfer, by private entities in the EU, of data required by a judgment or
a decision of an authority from a third country, it stems from Article 48 GDPR, that such
judgment or decision ‘may only be recognised or enforceable in any manner if based on an



32.

33.

34.

4.

international agreement, such as a [MLAT], in force between the requesting third country and the
Union or a Member State, without prejudice to other grounds for transfer pursuant to [Chapter V]’
of the GDPR.

In July 2017, the CJEU delivered Opinion 1/15% on the international agreement between the EU
and Canada regarding the transfer of Passenger Name Records (PNR) data to Canada, in which
it sets out the conditions under which an international agreement can provide a legal basis for
transfers of personal data falling within the scope of Directive 95/46/EC (now replaced by the
GDPR). The CJEU found that ‘a transfer of personal data from the European Union to a
non-member country may take place only if that country ensures a level of protection of
fundamental rights and freedoms that is essentially equivalent to that guaranteed within the
European Union™®'. It follows from Opinion 1/15 that the level of protection resulting
from the Protocol for the exchange of personal data with third countries should be
essentially equivalent to the level of protection provided for in EU law. In this regard,
the EDPS points out that according to the case law of the CJEU, both Articles 7 and 8 of the
Charter have to be assessed in conjunction with the right to effective remedy enshrined in
Article 47 of the Charter*.

As regard the legal basis, under Article 6 of the Protocol, the requests issued under the Protocol
for domain name registration information are the basis for a voluntary co-operation and are
therefore not binding, under the Protocol, on the requested entity. The Protocol leaves it to the
Parties to determine the form of implementation®. As for orders under Article 7, the Protocol
requires that Parties adopt such measures as necessary for service providers in their territory
to respond to an order issued by a competent authority in another Party. The explanatory
report indicates in this regard that ‘[t]he form of implementation depends on Parties’ respective
legal and policy considerations’™*.

For Member States, this would include providing, according to the explanatory report, ‘a clear
basis for the processing of personal data. In view of additional requirements under data protection
laws to authorise eventual international transfers of the responsive subscriber information, the
Protocol reflects the important public interest of this direct co-operation measure and includes
safeguards required for that purpose in Article 14. The GDPR provides for some possible legal
basis in such cases* and the Protocol does not prevent the domestic law from further specifying
the legal basis for transfers as long as it allows for the co-operation the Protocol provides for*.

On the safeguards regarding international data transfers

and respect of fundamental rights

4.1. Status of the Protocol as far as data protection is concerned

35.

While all Member States are parties to the Convention 108* of the Council of Europe which is
applicable in the law enforcement area, not all third countries parties to the Cybercrime
Convention are parties to the Convention 108%; only a minority benefits from an adequacy
decision under the GDPR* and only one (the United Kingdom) benefits from an adequacy
decision under the LED.

10
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37.

38.

39.

40.

41.

Given the law enforcement context and the potential risks that such transfers of data could
pose to data subjects, the safeguards included in this Protocol with third countries should
satisfactorily address and mitigate these risks.

Article 14 of the Protocol on the protection of personal data provides safeguards in relation
to the data received under the Protocol, including the data as part of an order or a request
under the Protocol, so as ‘to permit Parties to meet [the data protection] requirements’ in relation
to transfers of personal data for the purposes of the Protocol®. In this regard, the EDPS notes
positively that the concept of personal data as defined in Article 3 of the Protocol is in line with
the Amending Protocol to the Convention for the Protection of Individuals with Regard to the
Processing of Personal Data (CETS 223) (Convention 108+) and Union law.

It would be up to the law enforcement authorities of the Member States to assess the
proportionality of their requests or orders under the Protocol*'. Equally, it would be up to such
authorities to assess whether their requests or orders for the production of personal data to a
third country Party to the Protocol comply with the requirements of EU law before sending a
request or an order.

According to Article 14(1)(d), ‘each Party shall consider that the processing of personal data
pursuant to paragraphs [2 to 15 of Article 14] meets the requirements of its personal data protection
legal framework for international transfers of personal data, and no further authorisation
for transfer shall be required under that legal framework. A Party may only refuse or prevent data
transfers to another Party under this Protocol for reasons of data protection under the conditions
set out in paragraph 15 [...]'*.

This means that if Member States are Party to the Protocol, they recognise that said Protocol
provides appropriate safeguards for the transfer of personal data. It therefore needs to be
assessed whether appropriate safeguards are provided in the context of this Protocol for
transfers by law enforcement authorities or private entities in a Member State.

In this regard, it is the understanding of the EDPS that Article 14(1)(d) means that Member
States are prohibited to refuse or prevent the transfer of the requested data for reasons related
to the application of their own legal framework for international transfers of personal
data even in a specific case. In other words, additional specific conditions to transfers of
personal data may not be invoked as a ground to refuse or prevent a transfer to a Party to the
Protocol as such. However, should there be a need for additional safeguards in a specific case,
the Protocol provides for avenues to ensure additional safeguards under Chapter Il (Measures
for enhanced co-operation) (see section 4.4.). Finally, it must be underlined that only a valid
request under the Protocol, which complies inter alia with the requirements set forth in
Articles 13 and 14, may trigger the obligation to assist the requesting Party and hence to
transfer data.

4.2. Principle of proportionality

42.

Article 13 of the Protocol requires, in accordance with Article 15 of the Cybercrime
Convention®?, which refers expressly to the application of the principle of proportionality,
‘Parties to ensure that the establishment, implementation and application of the powers and
procedures provided for in this Protocol are subject to conditions and safeguards provided for under
its domestic law, which shall provide for the adequate protection of human rights and liberties’. It
applies to all the provisions of the Protocol.

11



43.

44,

45.

46.

The EPDS also notes positively that Article 14(2)(b) provides that in seeking and processing
personal data*, ‘the receiving Party shall ensure under its domestic law that personal data sought
and processed are relevant to and not excessive in relation to the purposes of such processing’™.
While the Protocol does not further specify what ‘relevant and not excessive’ means,
paragraph 231 of the explanatory report clarifies that this requirement may be implemented
via ‘the principles of necessity and proportionality’.

In addition, Article 14(2)(a) specifies that ‘the Party that has received personal data shall process
them for the purposes described in Article 2°°. It shall not further process the personal data for an
incompatible purpose, and it shall not further process the data when this is not permitted under its
domestic legal framework'. It stems in particular from Article 2 of the Protocol as further explained
in the explanatory report that the provisions of the Protocol may not be used for mass or bulk
production of data®.

Furthermore, as mentioned above, Chapter Il of the Protocol (Measures for enhanced co-
operation) provides for additional avenues to implement the proportionality principle.

It is the opinion of the EDPS that, the application of this principle® and the possibility to refuse
partly or totally to comply with a request under the Protocol based on proportionality stem
also from this Chapter, which provides for the possibility to add conditions to the supply of the
requested information® or grounds of refusals under Articles 7, 8 and 10, such as Article 27(4)
of the Cybercrime Convention®.

4.3. Protection of personal data

47.

48.

4.3.

49.

50.

51.

12

Article 14, paragraphs 2 to 15, sets out fundamental data protection principles, which cover all
forms of co-operation set out in the Protocol.

These principles cover those provided for by the GDPR and the LED: purpose limitation, data
minimisation, accuracy, security, and integrity, sensitive data, obligations applicable to
controllers (on retention and storage limitation, automated decision-making, records and
logging, and as regards onward sharing and onward transfers), individual rights (on
transparency and notice, access, rectification, including erasure) and judicial and non-judicial
remedies and independent and effective oversight by one or more authorities (see section 5).

1. Purpose limitation and data minimisation principles

As mentioned above, transfers of personal data by a law enforcement authority of a
Member State to a third country may take place if it is necessary for the purposes of the
investigation, detection or prosecution of criminal offences.

In this regard, according to Article 2 of the Protocol, the measures described in the Protocol
shall be applied ‘to specific criminal investigations or proceedings concerning criminal offences
related to computer systems and data, and to the collection of evidence in electronic form of a
criminal offence; and as between Parties to the First Protocol that are Parties to this Protocol, to
specific criminal investigations or proceedings concerning criminal offences established pursuant
to the First Protocol™'.

This objective falls within the purposes of transfers under the LED®.



52.

53.

54.

55.

56.

57.

58.

59.

The EDPS welcomes that according to Article 14(2)(a), the processing of personal data
received under the Protocol®® has to be limited to the scope of application of the
Protocol.

As far as subsequent processing of the received data is concerned®, the EDPS welcomes
the prohibition set out in Article 14(2) to further process the personal data for an
incompatible purpose®, and when it is not permitted under the domestic law of the
Party. In this regard, the EDPS considers positively, the encouragements provided by the
explanatory report to the competent authorities to make an overall assessment of the specific
circumstances such as (i) the relationship between the initial and further purpose (for example
any objective link); (ii) the (potential) consequences of the intended further use for the individuals
concerned, taking into account the nature of the personal data (for example their sensitivity); (iii)
any reasonable expectations of the individuals concerned regarding the purpose of further use and
which entities might process the data; and (iv) the manner in which the data will be processed and
protected against improper use’*.

As mentioned above, the subsequent processing of personal data received under this Protocol
for a compatible purpose is permitted under the Protocol only in so far as it complies with
Article 13 as implemented by each Party in accordance with relevant principles of its domestic
law®’.

The EDPS further notes that Article 14(2)(b) provides that the receiving Party shall ensure
under its domestic legal framework that personal data sought and processed are relevant to
and not excessive in relation to the purposes of such processing®.

In addition, Article 14(2)(a) specifies that ‘this article shall not prejudice the ability of the
transferring Party” to impose additional conditions pursuant to this Protocol in a specific case,
however, such conditions shall not include generic data protection conditions’™, such as requiring
that the requesting Party has a specialised data protection authority whereas different systems
for oversight are accepted under Article 147'. According to the explanatory report™, such
conditions may be imposed to the extent provided for in Chapter Il of this Protocol.

It is therefore the understanding of the EDPS that, should the receiving authority not be in a
position to comply with all or part of these additional conditions, a refusal, prevention or
narrowing down as the case may be, in a specific case, of the transferred data, would not fall
within this latter prohibition, as it will be grounded in the specific circumstances at hand.

As far as the data transferred as part of the request or order is concerned, Chapter Il of
the Protocol contains specific provisions allowing the requesting Party to include in its request
or order any special procedural instructions, which includes any request for confidentiality or
for non disclosure of the personal data to the registrant, the subscriber or other third parties™.
It is to be noted, however, that the Protocol only creates an avenue for co-operation but does
not impose the obligation to seek assistance on its basis. Hence, should the request for
additional safeguards by the requesting authority not be satisfied, the Protocol leaves the
possibility to the Parties to use other channels of co-operation otherwise available (Article 5(7)).
It is therefore the understanding of the EDPS, that, as far as Member States are concerned,
such other co-operation mechanisms could be relied upon provided they comply with EU law.

As far as the requested data is concerned, the EDPS notes positively that Article 6 contains
the obligation to use the requested data only for the specific criminal investigation or
proceeding for which the data is requested. Article 7(5)(c)(ii) - which under the Proposal of the
Commission would be applicable in the Member States, Articles 8 and 10 of the Protocol allow
the requested Party to make the supply of the information or material in response to a request

13
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62.
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dependent on the conditions that it is not used for investigations or proceedings other than the
one stated in the request™. Under Article 9(6) of the Protocol, the requested Party may specify
any conditions under which it would provide the data, which could include therefore a
limitation or other condition as to its further use, such as being informed of such further
processing. The possibility to impose a use limitation on the data received under the Protocol
is confirmed by the explanatory report, which further clarifies the exceptions to that
possibility™.

Regarding transfers under Article 7, the explanatory report™ clarifies that the procedure under
paragraph 5(d)” - “may also provide an opportunity to clarify aspects of the confidentiality of the
information sought as well as any intended use limitation by the authority seeking the data’.

Therefore, while the EDPS regrets that no general mechanism has been foreseen in the Protocol
to inform the relevant Member States’ competent authorities of a further processing, he notes
that the Protocol offers a framework allowing the Party transferring data to impose limitation
as to the further use of the data and which could be used by the Parties as well to be kept
informed of a further processing should it occur. In this regard, the explanatory report clarifies
that ‘the material may be used for another purpose where the prior consent of the transferring
Party has been obtained™. Once in force, the Protocol would create a favorable environment for
parties as the case may be to bilaterally agree on any further transparency measure, such as
handling codes.

2. Storage limitation and data retention principles

The Protocol provides in Article 14(5) for an obligation to retain the personal data only for as
long as necessary and appropriate in view of the specific purposes in accordance with Article 2
of the Protocol for which the data are processed. The data may therefore be retained for the
duration of the investigation and subsequent proceeding and for further processing that is not
incompatible with the original purpose. In order to comply with this obligation, Parties have to
provide in their domestic legal framework for specified retention periods and/or the review of
the need for further retention at planned intervals. According to the explanatory report, Parties
‘should ensure in their legal framework that competent authorities develop internal rules and/or
procedures for implementing the specific retention periods and/or periodic review of the need for
further retention. If the retention period has expired or if the Party has determined through periodic
review that there is no further need to retain the data, they should be deleted or rendered
anonymous’™.

3. Accuracy principle

Article 14(3) of the Protocol provides that each Party shall take reasonable steps to ensure that
personal data are maintained with such accuracy and completeness and are as up to date as is
necessary and appropriate for the lawful processing of the personal data, having regard to the
purposes for which they are processed. According to the explanatory report, ‘Parties are
encouraged to take reasonable steps to ensure that where data provided to or received from another
authority are found to be incorrect or outdated, the other authority is informed as soon as
practicable in order to make corrections to the extent necessary and appropriate given the purposes
of processing™®.



4.3.4. Security, integrity and confidentiality principles

64. The Protocol raises important questions regarding the security of transferred personal data.

65.

66.

67.

The EDPS wishes to stress that ensuring the security of personal data is not only a clear
requirement under EU law?®', but it is also considered by the CJEU in relation to the essence of
the fundamental right to data protection. Data security is also essential to ensuring the secrecy
of investigations and the confidentiality of criminal proceedings.

The EDPS therefore welcomes Article 14(7), which imposes on the Parties the obligation to
ensure that appropriate technological, physical and organisational measures are in place for
the protection of personal data and in case of a security incident ‘in which there is a significant
risk of physical or non-physical harm to individuals or to the other Party’, to take promptly
appropriate action to mitigate such harm and provides for the notification by the receiving
Party of a security incident to the transferring authority and to the data subject.

The EDPS also takes positive note of the explanation given in the explanatory report®.
In addition, Chapter Il of the Protocol expressly provides that where a request or an order is

submitted in electronic form, appropriate level of security and authentication may be
required®.

4.3.5. Maintaining records or logging (accountability principle)

68.

The EDPS welcomes the obligation pursuant to Article 14(8) of maintaining records or having
other appropriate means such as logging® to demonstrate how an individual’s personal data
are accessed, used and disclosed in a specific case. He regrets, however, that this obligation is
not more detailed as to what information shall be contained. Also he notes negatively that this
obligation is applicable only to certain processing activities (access, use and disclosure) and not
to other processing activities such as storage.

4.3.6. Sensitive data

69.

70.

71.

72.

According to the CJEU case law®, the need for safeguards applies particularly where the
protection of the particular category of personal data that is sensitive data is at stake.

With regard to what constitutes a special category of personal data under the Protocol,
the EDPS notes positively that Article 14(4) of the Protocol includes ‘personal data revealing
racial or ethnic origin, political opinions or religious or other beliefs, or trade union
membership; genetic data and biometric data considered sensitive in view of the risks involved:;
or personal data concerning health or sexual life’®. It authorises the processing of such sensitive
data only ‘under appropriate safeguards to guard against the risk of unwarranted prejudicial
impact from the use of such data, in particular against unlawful discrimination’®".

It is to be noted that Article 14(2)(b) - to be read in conjunction with Article 13 (see above) -
requires specifically to ensure that ‘personal data sought and processed are relevant to and not
excessive in relation to the purposes of such processing’® and appropriate safeguards have to be
in place in case of automated decisions making (Article 14(6) see below).

As far as the processing of the sensitive data is concerned - be it the data contained in the
request or the requested data, it shall be noted that in relation to the principle of security
enshrined in the Protocol (see above), the explanatory report encourages parties to design and
implement measures that take into account the sensitivity of the data®. Besides, in case of

15



73.

74.

75.

4.3.

76.

77.

78.

79.

16

onward sharing within a Party, the data shall be processed in accordance with Article 14 and
any onward transfer has to be authorised by the transferring authority (Article 14(9) and (10),
see below).

For transferring data in response to a request or an order issued under the Protocol, a
transferring authority may, in a specific case, add conditions as to the use of the data
(Article 14(2)(a)) to the extent provided in Chapter Il of the Protocol (Measures for enhanced
co-operation). Chapter Il provides either for a non-binding request with the possibility to
provide for conditions under the domestic law - which could therefore be specific conditions
linked to the special category of data at stake - on the one hand, or, on the other hand, for the
co-operation under Articles 7, 8 and 10, with the possibility either to add specific conditions -
which could therefore be linked to the special category of data at stake” - or to refuse to
transfer the requested data, should the order, despite the safeguards imposed by the Protocol
on the order®”, amount to violating the essential interests of the requested Party (Article 27(4)
of the Cybercrime Convention) or based on Article 25(4) of the Cybercrime Convention®.

As far as the data part of the request or order is concerned, Chapter Il of the Protocol
contains specific provisions allowing the requesting Party to include in its request or order any
special procedural instructions, which includes any request for confidentiality or for non
disclosure of the personal data to the registrant, the subscriber or other third parties®.

It is therefore the opinion of the EDPS, that it would be possible for an authority to require in
a specific case additional safeguards as to the processing of biometric data in the receiving
Party, even if the biometric data is not deemed a sensitive data within the meaning of
paragraph 4 by the receiving Party.

7. Automated decisions

According to the case law of the CJEU, ‘the need for [...] safeguards is all the greater where personal
data is subject to automated processing. Those considerations apply particularly where the protection
of the particular category of personal data that is sensitive data is at stake**.

The EDPS welcomes that Article 14(6) prohibits automated decisions ‘based solely on automated
processing of personal data’ where they produce ‘a significant adverse effect concerning the relevant
interests’ of the data subject, unless such decision is ‘authorised under domestic law and with
appropriate safeguards’. Such safeguards against a significant adverse effect concerning the
relevant interests of the data subject ‘include the possibility to obtain human intervention’. This
ensures that no automated decision based on the received data under the Protocol shall take place
without the possibility for a human being to intervene and without appropriate safeguards. This is
especially important in the area of law enforcement, where the consequences of profiling on
individuals are potentially more severe.

It is to be noted that the explanatory report mentions that, ‘[a]ppropriate safeguards are critical to
reducing the potential impact to the relevant interests of the individual to whom the personal data
relate’. 1t is to be read in conjunction with Article 13 according to which the powers and procedures
provided for in this Protocol are subject to conditions and safeguards provided for under the
domestic law of each Party, which ‘shall provide for the adequate protection of human rights and
liberties’.

In addition, with regard to special categories of personal data received and processed by a law
enforcement authority under the Protocol, the Protocol provides that processing of sensitive data
shall only take place under appropriate safeguards to guard ‘against the risk of unwarranted



80.

prejudicial impact from the use of such data™, in particular against unlawful discrimination (Article
14(6) combined with Article 14(4)).

Finally, as mentioned in the above section on purpose limitation and data minimisation, Article
14(2)(b) of the Protocol provides an obligation on the requesting Party to seek and process data
that are relevant and not excessive in relation to the purposes of such processing. Furthermore, the
Protocol allows the transferring Party to impose conditions as to the subsequent use of the data
(Article 14(2)(a) to be combined with Chapter 1I- Measures of enhanced co-operation - see above).
It is therefore the understanding of the EDPS that, for instance, a Member State’s transferring
authority may in a specific case, impose any specific measure suitable to safeguard the data
subject’s rights and freedoms and legitimate interests in the specific case at hand. This is therefore
all the more important that, Member States avail themselves, as proposed by the Commission, of
the declaration provided for under Article 7(5) so that in a requested Member State, an authority
is always involved, should the Council decide to authorise them to sign and ratify, in the interest
of the Union, the Protocol, without reserving the right not to apply Article 7%

4.3.8. Onward sharing within a Party

81.

The EDPS welcomes the provisions under Article 14(9) related to onward sharing within a Party
and notes positively that the processing by the other authority in the receiving Party shall
process the received data under the Protocol in accordance with Article 14. The explanatory
report® clarifies that the procedure under Article 7(5)(d) - which under the proposals of the
Commission would be applicable in the Member States (see below) - may also provide an
opportunity to clarify aspects of the confidentiality of the information sought, as well as any
intended use limitation by the authority seeking the data. In addition, it is possible under
Chapter Il of the Protocol for the requesting authority to give special instructions for non
disclosure of the request to subscribers or other third parties®.

4.3.9. Onward transfer to another State or international organisation

82.

The EDPS welcomes the provision under Article 14(10), mandating the prior authorisation of
the transferring authority for the transfer by the receiving Party to another State or
international organisation.

4.3.10. Consultation and suspension

83.

84.

The EDPS welcomes that the Protocol provides, under Article 14(15) for a specific provision
allowing for the suspension of the transfer to a Party to the Protocol in case of ‘systematic or
material breach of the terms of [Article 14] or that a material breach is imminent .

In particular, with regard to the fact that Article 14(1)(d) prohibits further authorisation for
transfers, the EDPS would recall that the establishment in the Member States of independent
national supervisory authorities is an essential component of the protection of individuals with
regard to the processing of their personal data'®. National supervisory authorities are
responsible for monitoring compliance with EU data protection l[aw pursuant to Article 8(3) of
the Charter and each authority is vested with the power to check whether a transfer of personal
data from its own Member State to a third country complies with data protection law even
when the legal system of a third country has been found adequate or a presumption of
compliance is introduced on a basis of an agreement.
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4.3.11. Review

85. The EDPS welcomes the introduction under Article 23 of a mechanism to periodically assess
the effective use and implementation of the provisions of this Protocol and the clarification in
the explanatory report' that ‘[i]n view of the relevant expertise necessary for the assessment of
the use and implementation of some of the provisions of this Protocol, including on Article 14 on
data protection, Parties may consider involving their subject-matter experts in the assessments’.

4.4. Measures for enhanced co-operation
4.4.1. General remarks

86. The EDPS first would like to recall that, according to Recital 71 of the LED, where transfers by
law enforcement competent authorities are not based on a adequacy decision, the controller
should take into account that the personal data will not be used to request, hand down or
execute a death penalty or any form of cruel and inhuman treatment. He therefore welcomes
that the co-operation provisions of the Protocol under Articles 7, 8 and 10, by introducing
Article 27(4) of the Cybercrime Convention as a ground for a refusal of a transfer, allow a
transferring Party to take into account this risk and refuse to transfer data on that basis.

87. In addition, the EDPS understands that privileges and immunities may be invoked by a
requested Party as a ground for refusal to production orders on a case-by-case basis, on the
basis of Articles 25(4) and 27(4) of the Cybercrime Convention' or can be added by a Party as
part of the reasonable conditions under domestic law for non binding requests under Articles 6
and 9'%.

88. The EDPS finally welcomes that no provision on direct access to data by law enforcement
authorities has been included in the final text of the Protocol.

4.4.2. Disclosure of subscriber information by service providers directly to competent
authorities of another Party (Article 7)

4.4.2.1. Limitation to the status of requesting authorities by the requested Party

89. The EDPS welcomes that the Annex instructs the Member States to make the declaration

iursuant to Article 7(2)(b), indicatinﬁ that orders submitted to service iroviders in their
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