EUROPEAN CYBERSECURITY MONTH

RANSOMWARE!

It starts with cybercriminals taking
control of your system by:

- using a malware you inadvertently
download by opening an attachment
or link

- exploiting vulnerabilities of your
systems or networks exposed to
the internet
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Cybercriminals will then:

- encrypt or block your system or files
- ask for money:
- for you to regain access to your
system
- to prevent your sensitive data
from being leaked or sold

Look out for suspicious emails: do not open any
links or attachments.

Install an antimalware software.

Update your systems and applications regularly.
Do not install any software if you are unsure of its
source.

Backup your important files and systems regularly.

|l am a victim of a ransomware attack!

Now what?

- Keep evidence

- Make a copy of th
be possible for you to

- Change your affected accc
if possible, your usernames.

- Share your experience with famil
them stay safe.
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edps.europa.eu
Cyber First Aid MAP How to recover your data o @ @ o e


https://cybersecuritymonth.eu/
https://cybersecuritymonth.eu/cyber-first-aid
https://www.nomoreransom.org/en/decryption-tools.html
https://edps.europa.eu/_en
https://twitter.com/EU_EDPS
https://social.network.europa.eu/@EDPS
https://www.linkedin.com/company/edps
https://www.youtube.com/user/EDPS2011
https://tube.network.europa.eu/a/edps/video-channels

