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International cooperation to fight crime should respect EU fundamental rights
guarantees

On 4 September 2025, the European Data Protection Supervisor (EDPS) issued an Opinion on two Proposals:
one to authorise the signing, on behalf of the European Union, of the United Nations Convention against
Cybercrime, and the other to authorise the conclusion, on behalf of the European Union, of the same
Convention.

The Convention seeks to establish common rules at the global level to strengthen international cooperation
in preventing and combating cybercrime, as well as in the collection of electronic evidence for criminal
investigations and proceedings.

Wojciech Wiewidrowski, EDPS, said: “Investigating and prosecuting cybercrime is a legitimate aim, for
which international cooperation, including the exchange of information, is indispensable. The EU needs
sustainable agreements for sharing personal data with non-EU countries for law enforcement purposes. However,
given the vast number of countries within the United Nations and their highly heterogeneous legal systems as
regards the respect of fundamental rights and freedoms, it is of paramount importance to ensure that
cooperation with third countries under the Convention does not lead to weakening of the rights to data
protection and privacy guaranteed under EU law”.

The EDPS welcomes that, under the Convention, States Parties would not be obliged to transfer personal
data if such transfers would breach their applicable data protection laws. In this regard, the EDPS
underlined that EU Member States, when implementing and applying the Convention, must carefully verify
in each case whether the conditions set out in Chapter V of the Law Enforcement Directive are met before
transferring personal data to a third country.

Furthermore, competent authorities of Member States should ensure that transfers of personal data to third
countries that are Parties to the Convention remain fully consistent with international human rights
obligations and the fundamental rights of the individuals concerned. Where necessary, Member States
should make use of the grounds available to refuse cooperation.

Finally, the EDPS recommended that the effects of the Convention in practice should be carefully assessed
and that data protection experts should be involved in its future reviews. Any possible future attempts to
introduce offences incompatible with EU law or values should be firmly opposed.


https://www.edps.europa.eu/data-protection/our-work/publications/opinions/2025-09-04-edps-opinion-232025-two-proposals-council-decisions-signing-and-conclusion-united-nations-convention-against-cybercrime_en

Background information

The rules for data protection in the EU institutions, as well as the duties of the European Data Protection Supervisor
(EDPS), are set out in Regulation (EU) 2018/1725.

About the EDPS: The EDPS is the independent supervisory authority with responsibility for monitoring the
processing of personal data by the EU institutions and bodies, advising on policies and legislation that affect privacy
and cooperating with similar authorities to ensure consistent data protection. Our mission is also to raise awareness
on risks and protect people’s rights and freedoms when their personal data is processed.

Wojciech Wiewiérowski (EDPS) was appointed by a joint decision of the European Parliament and the Council to
serve a five-year term, beginning on 6 December 2019.

The selection procedure for a new EDPS mandate for a term of five years is still ongoing.

The European Data Protection Supervisor (EDPS) is the independent supervisory authority for the protection of
personal data and privacy and promoting good practice in the EU institutions and bodies.

He does so by:

e monitoring the EU administration’s processing of personal data;

e monitoring and advising technological developments on policies and legislation that affect privacy and
personal data protection;

e carrying out investigations in the form of data protection audits/inspections;

e cooperating with other supervisory authorities to ensure consistency in the protection of personal data

EDPS - The EU’s Independent Data Protection Authority

Questions can be directed to press@edps.europa.eu.
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