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The European Data Protection Supervisor (EDPS) is an independent institution of the EU, responsible
under Article 52(2) of Regulation 2018/1725 ‘With respect to the processing of personal data... for
ensuring that the fundamental rights and freedoms of natural persons, and in particular their right to
data protection, are respected by Union institutions and bodies’, and under Article 52(3)"... for advising
Union institutions and bodies and data subjects on all matters concerning the processing of personal
data’.

Wojciech Rafat Wiewiérowski was appointed as Supervisor on 5 December 2019 for a term of five years.
The selection procedure for a new EDPS mandate for a term of five years is still ongoing.

Under Article 42(1) of Regulation 2018/1725, the Commission shall ‘following the adoption of
proposals for a legislative act, of recommendations or of proposals to the Council pursuant to Article
218 TFEU or when preparing delegated acts or implementing acts, consult the EDPS where there is an
impact on the protection of individuals’ rights and freedoms with regard to the processing of personal
data’.

This Opinion relates to the Proposal for a Regulation of the European Parliament and of the Council
establishing a framework of measures to facilitate the transport of military equipment, goods and
personnel across the Union.” This Opinion does not preclude any future additional comments or
recommendations by the EDPS, in particular if further issues are identified or new information becomes
available. Furthermore, this Opinion is without prejudice to any future action that may be taken by the
EDPS in the exercise of his powers pursuant to Regulation (EU) 2018/1725. This Opinion is limited to
the provisions of the Proposal that are relevant from a data protection perspective.
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Executive Summary

On 21 January 2026, the European Commission adopted the Proposal for a Regulation of the
European Parliament and of the Council on digital networks, amending Regulation (EU) 2015/2120,
Directive 2002/58/EC and Decision No 676/2002/EC and repealing Regulation (EU) 2018/1971,
Directive (EU) 2018/1972 and Decision No 243/2012/EU (Digital Networks Act).

The Proposal would establish a framework for harmonised rules governing the provision of
electronic communications networks and services in the internal market, while supporting the
Union’s policy objectives of consumer welfare, industrial competitiveness, security and resilience,
and sustainability. In doing so, the Proposal would replace certain existing EU legislative
instruments that govern the connectivity ecosystem, namely the European Electronic
Communications Code (EECC), the Body of European Regulators for Electronic Communications
(BEREC) Regulation, the Radio Spectrum Policy Programme (RSPP), and replace and amend parts
of the Open Internet Regulation (OIR) and parts of the Directive 2002/58/EC (ePrivacy Directive).

The EDPS welcomes the aim of the Proposal, fostering a single market for digital networks. To
ensure a high level of protection of privacy and of personal data, as well as legal certainty, the
EDPS recommends introducing a number of clarifications and changes. In particular, the EDPS
recommends:

- clarifying that processing of personal data of the end-user in the context of electronic
communications services should not be seen as remuneration provided by the data subject for the
provision of the electronic communication services;

- further detailing possible measures to protect end-users against fraudulent activities;

- ensuring that end-users are asked for consent before they are included in a printed or electronic
public directory.

In terms of governance, the EDPS recommends designating supervisory authorities pursuant to
the GDPR as competent for the supervision and enforcement of the provisions of the ePrivacy
Directive inserted in the Proposal. In addition, the Proposal should explicitly enable the exchange
of relevant information among national competent authorities and data protection authorities
where it is necessary for the performance of their tasks.

Finally, the EDPS notes that the recitals to the Proposal envisage the possibility of processing of
geospatial network data in combination with granular socio-economic and physical micro-data at
the level of individual address points for the performance of regulatory tasks. In this regard, the
EDPS recommends to further assess whether processing of data referring to household
composition, age structure, and disposable income is truly necessary. If this is the case, the
Proposal should clearly specify the relevant categories of data in the enacting terms of the Proposal
and provide for appropriate data protection safeguards.
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THE EUROPEAN DATA PROTECTION SUPERVISOR,
Having regard to the Treaty on the Functioning of the European Union,

Having regard to Regulation (EU) 2018/1725 of the European Parliament and of the Council of 23
October 2018 on the protection of natural persons with regard to the processing of personal data
by the Union institutions, bodies, offices and agencies and on the free movement of such data, and
repealing Regulation (EC) No 45/2001 and Decision No 1247/2002/EC (‘EUDPR’)? and in particular
Article 42(1) thereof,

HAS ADOPTED THE FOLLOWING OPINION:

1. Introduction

1. On 21 January 2026, the European Commission issued the Proposal for a Regulation of the
European Parliament and of the Council on digital networks, amending Regulation (EU)
2015/2120%, Directive 2002/58/EC* and Decision No 676/2002/EC° and repealing Regulation
(EU) 2018/1971¢, Directive (EU) 2018/19727 and Decision No 243/2012/EU® (Digital Networks
Act)’ (‘the Proposal’).

2. The Proposal aims to simplify and improve coordination of the regulatory framework,
enabling providers to operate and innovate more effectively in the single market. The
Proposal establishes a new policy framework for harmonised rules governing the provision
of electronic communications networks and services in the internal market, while supporting

20J L 295, 21.11.2018, p. 39.

® Regulation (EU) 2015/2120 of the European Parliament and of the Council of 25 November 2015 laying down measures concerning
open internet access and amending Directive 2002/22/EC on universal service and users’ rights relating to electronic
communications networks and services and Regulation (EU) No 531/2012 on roaming on public mobile communications networks
within the Union, OJ L 310, 26.11.2015, p. 1 (“OIR”).

* Directive 2002/58/EC of the European Parliament and of the Council of 12 July 2002 concerning the processing of personal data
and the protection of privacy in the electronic communications sector (Directive on privacy and electronic communications), OJ L
201, 31.7.2002, p. 37.

* Decision No 676/2002/EC of the European Parliament and of the Council of 7 March 2002 on a regulatory framework for radio
spectrum policy in the European Community (Radio Spectrum Decision), OJ L 108, 24.4.2002, p. 1, ELIL
http://data.europa.eu/eli/reco/1999/519/0j.

¢ Regulation (EU) 2018/1971 of the European Parliament and of the Council of 11 December 2018 establishing the Body of European
Regulators for Electronic Communications (BEREC) and the Agency for Support for BEREC (BEREC Office), amending Regulation
(EU) 2015/2120 and repealing Regulation (EC) No 1211/2009, OJ L 321, 17.12.2018, p. 1.

" Directive (EU) 2018/1972 of the European Parliament and of the Council of 11 December 2018 establishing the European Electronic
Communications Code, OJ L 321, 17.12.2018, p. 36.

8 Decision No 243/2012/EU of the European Parliament and of the Council of 14 March 2012 establishing a multiannual radio
spectrum policy programme, OJ L 81, 21.3.2012, p. 7 ELI: http://data.europa.eu/eli/dec/2012/243(2)/0j.
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the Union’s policy objectives of consumer welfare, industrial competitiveness, security and
resilience, and sustainability™.

3. The Proposal would replace certain existing EU legislative instruments that govern the
connectivity ecosystem: the European Electronic Communications Code (EECC)'", the Body
of European Regulators for Electronic Communications (BEREC) Regulation', the Radio
Spectrum Policy Programme (RSPP)™, parts of the Open Internet Regulation (OIR)™ and
Directive 2002/58/EC (ePrivacy Directive)’. The aim of merging these instruments into a
Digital Networks Act in the form of a Regulation is to simplify and better coordinate the
rules, thus fostering the single market'.

4. The present Opinion of the EDPS is issued in response to a consultation by the European
Commission of 21 January 2026, pursuant to Article 42(1) of EUDPR. The EDPS welcomes
the reference to the present consultation in recital 415 of the Proposal.

2. General remarks

5. The EDPS welcomes the objectives of the Proposal, particularly the objective to promote
access to fast, secure and resilient digital infrastructure across the EU".

6. This Opinion focus on the privacy and data protection aspects of the Proposal, but does not
address other aspects of the Proposal, such as those concerning competition aspects or ‘net
neutrality’.

7. The Proposal does not contain a general recital on the applicability of EU data protection
law, but only refers to the protection of personal data and the GDPR in certain recitals

10 Legislative financial and digital statement, Section 2.2.1.

" Directive (EU) 2018/1972 of the European Parliament and of the Council of 11 December 2018 establishing the European Electronic
Communications Code, OJ L 321, 17.12.2018, p. 36.

12 Regulation (EU) 2018/1971 of the European Parliament and of the Council of 11 December 2018 establishing the Body of European
Regulators for Electronic Communications (BEREC) and the Agency for Support for BEREC (BEREC Office), amending Regulation
(EU) 2015/2120 and repealing Regulation (EC) No 1211/2009, OJ L 321, 17.12.2018, p. 1.

3 Decision No 243/2012/EU of the European Parliament and of the Council of 14 March 2012 establishing a multiannual radio
spectrum policy programme, OJ L 81, 21.3.2012, p. 7.

' Regulation (EU) 2015/2120 of the European Parliament and of the Council of 25 November 2015 laying down measures concerning
open internet access and amending Directive 2002/22/EC on universal service and users’ rights relating to electronic
communications networks and services and Regulation (EU) No 531/2012 on roaming on public mobile communications networks
within the Union, OJ L 310, 26.11.2015, p. 1.

' Directive 2002/58/EC of the European Parliament and of the Council of 12 July 2002 concerning the processing of personal data
and the protection of privacy in the electronic communications sector (Directive on privacy and electronic communications), OJ L
201, 31.7.2002, p. 37.

1 COM(2026) 16 final, p. 2. The Proposal is accompanied by six annexes, each of them specifying certain areas such as the conditions
for access to digital television and radio services broadcast to viewers and listeners in the Union, the criteria for the determination
of wholesale voice termination rates, the information to be provided in accordance with Article 95 (information requirements for
contracts), the information to be published in accordance with Article 96 (transparency), the interoperability of car radio receivers
and consumer digital television equipment referred to in Article 112, the granting of Union authorization based on a selection
procedure.

7 COM(2026) 16 final, p. 5.



referring to specific provisions of the Proposal®. As the provision of electronic
communications will by nature entail the processing of personal data, the EDPS recommends
inserting a general recital recalling the applicability of the GDPR and of the EUDPR'™, as well
as of Directive 2002/58/EC (‘ePrivacy Directive’)® to any processing of personal data
conducted in relation with the activities covered by the Proposal.

8. The EDPS also recommends recalling in the same recital that any measure adopted to
implement the Proposal must comply with the conditions and limits related to the protection
of the fundamental right to privacy and to the protection of personal data, enshrined,
respectively, in Article 7 and Article 8 of the Charter of fundamental rights of the European
Union.

3. Remuneration for the provision of electronic
communication services

9. The EDPS welcomes that the Proposal recalls that the protection of personal data is a
fundamental right and that therefore personal data cannot be considered a commodity?'.
However, the same recital of the Proposal specifies that ‘access, use, or otherwise processing
of personal data in the context of the supply of electronic communications services should
be treated in the same manner as remuneration, where the provider of a service requests and
the end-user knowingly provides personal data within the meaning of Regulation (EU)
2016/679 of the European Parliament and of the Council directly or indirectly to the
provider’.

10. The EDPS understands that, in line with the case law of the CJEU, remuneration also exists
if the service provider is paid by a third party and not by the service recipient, as the concept
of remuneration of a service supplied by a service provider within the course of its economic
activity does not require the service to be paid for by those for whom it is performed®.

11. However, the statement that processing of personal data should be treated ‘in the same
manner as remuneration’ may be misunderstood as suggesting that the processing of end-
users’ personal data may be considered as ‘counter-performance’ provided by end-users in
the context of the supply of electronic communications services. Considering personal data
as ‘counter-performance’ in this context is however not consistent and not compatible with

'8 See recital 11 (processing of personal data in the context of the supply of electronic communications services), recital 258
(information requirements for contracts covering internet access services and interpersonal communications services), recital 284
(measures to be adopted by the Member States and to be implemented by interpersonal services), recital 293 (reception and use of
caller location information), recital 305 (on the calling line/originating identification of the users), recital 307 (on publicly available
directories), recital 377 (on exchange of information), and recital 388 (data processing to perform regulatory tasks).

1 On the applicability of the EUDPR, see for instance the reference to the EUDPR in Article 167(3) of the Proposal.

» Directive 2002/58/EC of the European Parliament and of the Council of 12 July 2002 concerning the processing of personal data
and the protection of privacy in the electronic communications sector (Directive on privacy and electronic communications), OJ L
201, 31.7.2002, pp. 37-47.

2 Recital 11 of the Proposal, which replaces recital 16 of the EECC.

2 See also Judgment of the Court of Justice of 15 September 2016, C-484/14, Tobias vs. Sony Music, at para 41 and 42.



the notion of consent under the GDPR and would undermine the current legal grounds for
lawful processing as set out in Article 6 of the GDPR?*.

12. Recital 11 goes on to state that the processing of personal data should also be treated in the
same manner as remuneration in ‘situations where the end-user allows access to information
without actively supplying it, such as personal data, including the IP address, or other
automatically generated information, such as information collected and transmitted by a
cookie or similar technologies’. In this regard, the EDPS notes that whether the data are
provided ‘actively’ or not does not change the conclusion that the processing of personal
data should not be considered as remuneration or counter-performance provided by end-
users.

13. In addition, the EDPS recalls that the use of communication, traffic and location data is
strictly regulated by the ePrivacy Directive, which lists the purposes for which such data
may be processed. Advertisement is not one of the purposes listed under these provisions
and may therefore only be delivered with the consent of the users®.

14. Against this background, the EDPS recommends deleting from Recital 11 the wording
suggesting that processing of personal data amounts to remuneration provided by end-
users® and to recall that any use of data protected under Articles 5, 6 and 7 of the ePrivacy
Directive for advertising purposes would require valid consent of the individual concerned?”.

15. Furthermore, the EDPS remarks that the Proposal provides rules on contract duration and
termination. Recital 270 of the Proposal refers to changes to “the contractual conditions [..]

2 Article 7(4) GDPR. See EDPS Opinion on the Proposal for a Regulation on Privacy and Electronic Communications (ePrivacy
Regulation), issued on 24 April 2017, at page 25; see EDPS Opinion on the Proposal for a Directive on certain aspects concerning
contracts for the supply of digital content, issued on 14 March 2017, page 7, paragraphs 15-17. See also the EDPB Statement 05/2021
on the Data Governance Act in light of the legislative developments, adopted on 19 May 2021: “[..] considering that data protection
is a fundamental right guaranteed by Article 8 of the Charter, and taking into account that one of the main purposes of the GDPR is to
provide data subjects with control over personal data relating to them, the EDPB reiterates that personal data cannot be considered as a
“tradeable commodity”. An important consequence of this is that, even if the data subject can agree to the processing of his or her
personal data, he or she cannot waive his or her fundamental rights. As a further consequence, the controller to whom consent has been
provided by the data subject to the processing of her or his personal data is not entitled to 'exchange' or 'trade’ personal data (as a so-
called 'commodity’) in a way that would result as not being in accordance with all applicable data protection principles and rules.” See
EDPB Opinion 08/2024 on Valid Consent in the Context of Consent or Pay Models Implemented by Large Online Platforms, adopted
on 17 April 2024, Section 4.2.1. Freely given consent.

2 See Articles 5, 6 and 7 of the ePrivacy Directive.

% See EDPB Opinion Guidelines 05/2020 on consent under Regulation 2016/679, adopted 4 May 2020.

% |n particular, the EDPS recommends removing the following wording “access, use, or otherwise processing of personal data in the
context of the supply of electronic communications services should be treated in same manner as remuneration, where the provider of a
service requests and the end-user knowingly provides personal data within the meaning of Regulation (EU) 2016/679 of the European
Parliament and of the Council directly or indirectly to the provider.” and “situations where the end-user allows access to information
without actively supplying it, such as personal data, including the IP address, or other automatically generated information, such as
information collected and transmitted by a cookie or similar technologies”.

77 Recital (11) could for example be reworded as follows: ‘In order to fall within the scope of the definition of electronic communications
service, a service normally needs to be provided in exchange for remuneration. In line with the case-law of the Court of Justice,
remuneration of a service supplied by a service provider within the course of its economic activity does not require the service to be paid
for by those for whom it is performed. The concept of normally provided for remuneration may also encompass situations in which the
end-user is exposed to advertisements, while fully recognising that the protection of personal data is a fundamental right and that
therefore personal data cannot be considered a commodity. Any processing of personal data in the context of providing an electronic
communications service must take place in accordance with Directive 2002/58/EC and Regulation 2016/679. Any use of information
protected under Articles 5, 6 and 7 of the ePrivacy Directive for advertising purposes can only take place with the valid consent of the
individual concerned within the meaning of Regulation 2016/679.



https://www.edps.europa.eu/sites/default/files/publication/17-04-24_eprivacy_en.pdf
https://www.edps.europa.eu/sites/default/files/publication/17-04-24_eprivacy_en.pdf
https://www.edps.europa.eu/sites/default/files/publication/17-03-14_opinion_digital_content_en.pdf
https://www.edps.europa.eu/sites/default/files/publication/17-03-14_opinion_digital_content_en.pdf
https://www.edpb.europa.eu/system/files/2021-05/edpb_statementondga_19052021_en_0.pdf
https://www.edpb.europa.eu/system/files/2021-05/edpb_statementondga_19052021_en_0.pdf
https://www.edpb.europa.eu/system/files/2024-04/edpb_opinion_202408_consentorpay_en.pdf
https://www.edpb.europa.eu/sites/default/files/files/file1/edpb_guidelines_202005_consent_en.pdf

in relation to [..] the processing of personal data on lawful grounds pursuant to Union Data
protection law other than consent". The EDPS recalls that information about the processing
of personal data should be provided in compliance with the EU data protection laws in the
data protection notice, instead of being a matter of contractual specification.

16. Moreover, the EDPS considers that revenue generated through the processing of personal
data -if fully compliant with data protection law- should be taken into account when
assessing the appropriateness and level of price control obligations by national regulatory
authorities®.

17. Finally, the EDPS recommends clarifying that the provision of ‘universal services’ pursuant
to Article 87 of the Proposal must not be made conditional on consent of the data subject to
the processing of personal data that is not necessary for the provision of the internet access
service (e.g., processing of personal data for the purpose of targeted advertising). Indeed, in
such cases, user’s consent would not be valid under Article 7 GDPR, considering the possible
lack of alternatives for the user, as well as the imbalance of power between the user and the
provider.”

4. Traffic management measures implemented by the
providers of internet access services

18. As preliminary consideration, the EDPS recalls that Article 7 of the Charter of Fundamental
Rights of the European Union protects the right to confidentiality of communications®. Any
interference with this right, including for traffic management purposes, is only permissible
insofar as necessary and proportionate to the specific objective pursued.

19. Pursuant to Article 93(3) of the Proposal®', providers of internet access services must treat all
traffic equally, without discrimination, restriction or interference, and regardless of the
sender or the receiver, the content accessed or distributed, the applications or services used
or provided, or the terminal equipment used. The second sub-paragraph of this article
specifies that this does not prevent providers of internet access services from implementing
reasonable traffic management measures. The Proposal specifies that traffic management
measures must be transparent, non-discriminatory and proportionate, not based on
commercial considerations, but on objectively different technical quality of service
requirements. The EDPS welcomes that Article 93(3) specifies that these measures must not

% Article 79 of the Proposal.

» See EDPB Opinion 8/2024 on Valid Consent in the Context of Consent or Pay Models Implemented by Large Online Platforms,
adopted on 17 April 2024, Section 4.2.1.3, Imbalance of power.

30 EDPS Opinion on the Proposal for a Regulation on Privacy and Electronic Communications (ePrivacy Regulation), issued on 24
April 2017, page 6.

3 Article 93 of the Proposal replaces Article 3 OIR with some modifications.



https://www.edpb.europa.eu/system/files/2024-10/corrigendum-to-edpb-opinion-08_2024_en.pdf
https://www.edps.europa.eu/sites/default/files/publication/17-04-24_eprivacy_en.pdf

monitor the specific content of the traffic and must not be maintained for longer than
necessary™.

20. The EDPS further welcomes that Article 93(4) of the Proposal explicitly states that any traffic
management measure may entail processing of personal data only if such processing is
necessary and proportionate to achieve the objectives set out in Article 93(3) and complies
with the GDPR as well as the ePrivacy Directive®.

21. The EDPS notes that the current Open Internet Regulation (OIR) provides, in its recitals,
useful guidance on what constitutes a reasonable traffic management measure*. The EDPS
welcomes that most of the specifications in recitals 9-16 of the OIR are now introduced in
Article 93 of the Proposal, as these specifications provide useful guidance about whether
certain measures may be considered proportionate. The EDPS recommends adding to the
recitals of the Proposal those parts of the recitals 9-16 of the OIR that are not fully reflected
in Article 93 of the Proposal®.

22. Article 93(6) of the Proposal would empower the Commission to adopt implementing acts
detailing the conditions referred to in Article 93. The EDPS recommends adding, to the last
sentence in Article 93(6), ‘after having consulted BEREC, in accordance with Article 4(1)(b)
of Regulation (EU) 2018/1971°.>** The EDPS also recalls that, given the impact on the
protection of individuals’ rights and freedoms with regard to the processing of personal data,
such implementing acts fall within the scope of Article 42 of the EUDPR.

23. Recital 263 of the Proposal specifies that "[p]roviders of internet access services should inform
consumers in a clear manner how traffic management practices deployed might have an impact
on the quality of internet access services, consumers’ privacy and the protection of personal data,
as well as about the possible impact of services other than internet access services to which they
subscribe, on the quality and availability of their respective internet access services". Considering
the impact that the traffic management measures may have on privacy and data protection,
the EDPS in principle welcomes this specification. At the same time, the EDPS recalls that
providers of internet access services should in any case inform data subjects about the
processing of personal data entailed by their traffic management measures in accordance
with the GDPR¥. The EDPS therefore recommends clarifying what information - in addition
to information to be provided under the GDPR - should be provided on the potential impact
on consumer’s privacy and the protection of personal data®.

32 Article 93(3), second sub-paragraph.

3 The EDPS refers in this regard also the EDPB Response of 3 December 2019 to BEREC request for guidance on the revision of its
guidelines on net neutrality rules, with the views of the EDPB on the compliance of certain measures with data protection law.

3 See in particular Recitals 9-16 of the OIR.

% This is the case of the more detailed specifications on temporary congestion included in recital 15 of the OIR, which are not
contained in Article 93 of the Proposal.

% Regulation (EU) 2018/1971 of the European Parliament and of the Council of 11 December 2018 establishing the Body of European
Regulators for Electronic Communications (BEREC) and the Agency for Support for BEREC (BEREC Office), amending Regulation
(EU) 2015/2120 and repealing Regulation (EC) No 1211/2009 (Text with EEA relevance), OJ L 321, 17.12.2018, pp. 1-35.

% See also EDPB Response of 3 December 2019 to BEREC request for guidance on the revision of its guidelines on net neutrality
rules, with the views of the EDPB on the compliance of certain measures with data protection law, p. 7. On transparency and related
information requirements, see Articles 5(1)(a), 12, 13, 14 GDPR.

% See EDPB Response of 3 December 2019 to BEREC request for guidance on the revision of its guidelines on net neutrality rules,
with the views of the EDPB about how information to be provided under Article 4(a) of the OIR interacts with the obligation to


https://www.edpb.europa.eu/sites/default/files/files/file1/edpb_letter_out2019-0055_berecnetneutrality2.pdf
https://www.edpb.europa.eu/sites/default/files/files/file1/edpb_letter_out2019-0055_berecnetneutrality2.pdf
https://www.edpb.europa.eu/sites/default/files/files/file1/edpb_letter_out2019-0055_berecnetneutrality2.pdf

5. Measures protecting end-users against fraudulent activities

24. Article 103 of the Proposal, on the protection of end-users against fraudulent activities,
requires providers of internet access services and of publicly available interpersonal
communication services to cooperate with national competent authorities to identify
effective measures to prevent fraudulent activities, while ensuring full compliance with
Union legislation on personal data protection.

25. The EDPS welcomes the reference to Union legislation on personal data protection, since
these measures will more than likely entail the processing of personal data. Such processing
must therefore fully comply with the GDPR and the ePrivacy Directive.

26. The EDPS notes that, as per Article 103(1) of the Proposal, the relevant measures would be
‘identified’ in the context of a cooperation between the national competent authorities and
the providers. This provision however does not specify whether the identified measure is
ultimately imposed by the national competent authority or simply chosen by the providers
following their cooperation with the competent authority. On the other hand, Article 103(4)
of the Proposal provides that the measures will be ‘adopted’ by the competent national
authorities taking into account the guidelines adopted by BEREC under paragraph 3 of this
provision.

27. In the interest of legal certainty, the EDPS recommends clarifying whether measures
identified or adopted by the national competent authorities under Article 103(1) and Article
103(4) of the Proposal are binding upon providers. This is also important from the perspective
of compliance with the GDPR, which requires that any processing of personal data occurs
with a lawful legal basis®.

5.1. Definition of fraud and scope of the measures to prevent fraudulent activities

28. Any legislative or other act that entails processing of personal data must be clear and precise
and its application must be foreseeable to persons subject to it*. To this end, the objective(s)
and purpose(s) of the processing that would result from a legislative or other act should be
clearly specified*'.

29. A clear identification of purpose is a necessary precondition to determine whether data
processing complies with data protection law. The purpose must be detailed enough to (1)
determine what kind of processing would (or would not) result from the legislative measure

inform users under the GDPR (see question/answer d, How would the obligation to be transparent on traffic management measures
relate to obligation to inform under EU privacy law?, page 7).

¥ In the absence of a clear legal obligation to detect fraud or fraudulent activities, the processing of personal data entailed by fraud
detection measures could not, for example, be based on Article 6(1)(c) GDPR, that allows the processing of personal data when
necessary for the performance of a legal obligation.

% See EDPS Guidance for co-legislators on key elements of legislative proposals, issued on 7 May 2025, parag. 7. See also Recital 41
of the GDPR and Recital of the 23 of the EUDPR. These provisions complement the requirements of Article 7 and 8 of the Charter,
as interpreted by the CJEU, according to which any interference must be provided for by law which is clear, precise and foreseeable.
T According to Article 6(3) GDPR, where Union or national law is the lawful basis for a processing of personal data, that legal basis
should at least determine the purpose of the processing, or, as regards the processing referred to in point (e) of paragraph 1, shall
be necessary for the performance of a task carried out in the public interest or in the exercise of official authority vested in the
controller.
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and (2) enable an assessment of whether the envisaged processing is necessary to achieve
the objectives pursued*.

30. In this context, the EDPS welcomes that recital 284 of the Proposal®* provides examples of
fraudulent activities. However, the EDPS considers that the Proposal should further
delineate, in the enacting terms, the purpose(s) and scope of the measures that may be
adopted or identified pursuant to Article 103 of the Proposal. Further clarity could be
provided by defining the notion of “fraud”, “fraudulent activities” or “prevention of fraud”
specific to the context of the Proposal in its Article 2. In the absence of clearly circumscribed
criteria, there is a risk that fraud detection measures may lead to disproportionate
restrictions affecting lawful communications*.

5.2. Guidelines and delegated acts on measures to prevent fraud

31. Article 103(3) of the Proposal tasks BEREC to issue, following consultation of the European
Data Protection Board (EDPB) and ENISA, guidelines on technical and legal measures
protecting end-users against fraudulent activities, including measures by national regulatory
authorities or competent authorities to block numbers and services pursuant to Article 52(2)
of the Proposal to prevent fraud.

32. Article 103(5) of the Proposal empowers the Commission to adopt delegated acts concerning
the measures necessary to ensure the effectiveness, coordination and complementarity of
fraud preventing measures within the Union ‘supplementing paragraph 3 of this Article’.

33. The EDPS considers that the relationship between the guidelines and the delegated acts is
unclear, which could give rise to overlap or inconsistency between the guidelines adopted by
BEREC and the measures adopted by the national regulatory authorities under Article 103(4)
of the Proposal. Therefore, the EDPS recommends clarifying the relationship between the
guidelines mentioned in Article 103(3)*, on the one hand, and the delegated acts referred to
in Article 103(5), on the other hand. The EDPS also recalls that, in case of impact on the
protection of individuals’ rights and freedoms with regard to the processing of personal data,
the EDPS must be consulted by the Commission on these delegated acts pursuant to Article
42 of the EUDPR.

5.3. Fundamental rights’ safeguards

34. Finally, the EDPS notes that Article 100 (‘fundamental rights’ safeguard) of the current
European Electronic Communications Code (EECC) is not retained in the Proposal. Given

2 See EDPS Guidance for co-legislators on key elements of legislative proposals, issued on 7 May 2025, section 3.

* Recital 284 of the Proposal provides examples of fraudulent activities, namely CLI spoofing, phishing, smishing, and vishing, and
refers to “fraud schemes” against which several Member States have introduced national measures.

“ Without clarity on the scope and specific purposes of the measures to be adopted, it will in any event be difficult to assess the
necessity and proportionality of the measures under data protection law. Moreover, depending on their implementation, fraud
detection measures may also entail a risk of generalised and indiscriminate monitoring of communications, which would constitute
a particularly serious interference.

* These guidelines would be issued by BEREC, after consulting the European Data Protection Board and ENISA.
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the relevance of the provisions of this Article, including as regards fraud prevention
measures, the EDPS recommends reinstating the content of Article 100 EECC in the Proposal.

6. Modifications to the ePrivacy Directive

35. The Proposal deletes Articles 7 (itemised billing), 8 (presentation and restriction of calling
and connected line identification), 10 (exceptions regarding calling line identification), 11
(automatic call forwarding) and 12 (directories of subscribers) of the ePrivacy Directive*. The
EDPS notes that Article 7 of the ePrivacy Directive is replaced by Article 95(6), last paragraph,
of the Proposal; Article 8 of the ePrivacy Directive is replaced by Article 108 of the Proposal;
Article 10 is replaced by Article 109 of the Proposal; Article 11 is replaced by Article 110 of
the Proposal.

36. The EDPS regrets that the Commission proposes to remove certain provisions from the
ePrivacy Directive instead of modernising the ePrivacy Directive and replacing it by a single
regulation laying down clear and specific legal rules concerning the processing of personal
data and the protection of privacy in the electronic communications sector®.

37. The EDPS notes that Article 12 of the ePrivacy Directive (on directories of subscribers) is
deleted and not replaced by an article in the Proposal. The deletion of this provision without
equivalent in the Proposal would leave the processing of personal data of users in a directory
without the protection of the current Article 12 of the ePrivacy Directive, without any
justification. The EDPS considers that the Proposal should maintain a specific provision on
the processing of personal data of users in public directories.

38. As noted by recital 307 of the Proposal, it is appropriate for ensuring a high level of protection
of the right to privacy and to protection of the personal data that end-users who are natural
persons are asked for consent before their personal data are included in a directory. Since
the current text of Article 12(2) of the ePrivacy Directive has led to different interpretations
and implementations®, the EDPS recommends inserting a clear provision in the enacting
terms ensuring that natural persons are asked for consent before their personal data are
included in a directory. In the interest of legal certainty, the EDPS also recommends
providing a definition of ‘public directory of end-users’ in the enacting terms of the
Proposal®.

“ Article 207 of the Proposal.

47 See EDPS Opinion on the Proposal for a Regulation on Privacy and Electronic Communications (ePrivacy Regulation), issued on
24 April 2017, Section 2, Need for a dedicated legal instrument for ePrivacy.

* As further noted by recital 307, the application of Directive 2002/58/EC showed divergent practices across Member States as
regards the exercise of the choice of end-users that are natural persons for inclusion of their personal data in a directory. Sometimes,
Member States provide that end-users have the right to object the inclusion of their personal data in their national laws or the
withdrawal of consent of a natural person is not shared with third parties processing personal data from the directories, which may
not only lower the level of protection throughout the Union, but also expose end-users to fraudulent practices by malicious actors..
# Recital 307 of the Proposal specify that “publicly available directories consist of any directory or service containing information
of end-users, such as phone numbers (including mobile phone numbers), email address, contact details and includes inquiry
services.” However, a definition of ‘publicly available directories’ is not provided in Article 2 of the Proposal.
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39. Furthermore, the EDPS recommends reinserting the additional requirements® provided
under Article 12 of the ePrivacy Directive in the enacting terms of the Proposal and amending
recital 307 of the Proposal so as to take into account the changes in the enacting terms.

40. The EDPS understands that the national regulatory authorities mentioned in Article 115 of
the Proposal would also be the competent authorities for the provisions of the Proposal that
would replace Articles 7-12 of the ePrivacy Directive. Provisions related to the protection of
privacy should not be applied in isolation, since they are intertwined with personal data
processing and the GDPR. In the interest of simplification and to ensure a high level of
protection of personal data, national authorities responsible for enforcement of the GDPR
should be entrusted with the oversight of these provisions of the Proposal related to the
processing of personal data®'.

41. The EDPS notes that the Proposal does not provide for a general right to lodge a complaint
or judicial redress by the person concerned. Therefore, the EDPS recommends adding to the
Proposal specific provisions on administrative and judicial redress for individuals, and to
amend Article 197 to explicitly provide individuals with a right to appeal decisions of national
competent authorities.

7. Data processing for the performance of regulatory tasks

42. Article 183 of the Proposal, replacing with modifications Article 22 EECC, requires national
regulatory authorities or other competent authorities to conduct geographical surveys of
network deployments. Recital 388 of the Proposal provides that national regulatory
authorities may require the processing of geospatial network data in combination with
granular socio-economic and physical micro-data at the level of individual address points.
The same recital also specifies that, where processing of personal data is necessary to pursue
those tasks, such processing is carried out pursuant to Article 6(1)(e) and Article 6(3) of the
GDPR. Moreover, recital 386 specifies that “data concerning household composition, age
structure, and disposable income could be relevant for assessing demand elasticity and
potential barriers to the adoption of broadband services.”

43. The EDPS notes that the processing of personal data at the individual address level, and
notably the types of data specified in recital 386 of the Proposal, may entail a significant
interference with the fundamental rights to privacy and to the protection of personal data.

% These are: the right to information, provided in Article 12(1); the right to determine whether and which of the personal data
related to them are to be included in the public directory, provided in Article 12(2) and specified in recital 38; the requirement of
renewed consent to use data for an additional purpose under Article 12(3), as specified in recital 39 of the ePrivacy Directive. See in
this regard also recitals 38 and 39 of the ePrivacy Directive.

5! See in this regard, EDPB Statement on the ePrivacy Regulation and the future role of Supervisory Authorities and the EDPB,
adopted on 19 November 2020, p. 2 (‘many provisions of the future ePrivacy Regulation concern processing of personal data. For
these processing activities, Article 8(3) of the Charter of Fundamental Rights of the European Union requires oversight by an
independent authority); see also EDPB Statement 03/2021 on the ePrivacy Regulation, adopted on 9 March 2021, p. 4-5 (‘Provisions
of the future ePrivacy Regulation related to the protection of privacy should not be applied in isolation, since they are intertwined
with personal data processing and the GDPR).
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44. The EDPS welcomes that Recital 388 of the Proposal refers to the promotion of the use of a
"Secure Processing Environment" (SPE) to aggregate data before any public reporting to
ensure full compliance with the principles of statistical confidentiality laid down in
Regulation (EC) No 223/2009%.

45. However, the EDPS notes that Article 183 does not make any reference to data referring to
household composition, age structure, and disposable income, nor does it provide for any
specific safeguards for the processing of personal data.

46. Against this background, the EDPS recommends®:

(i) reassessing whether data referring to household composition, age structure, and
disposable income are necessary for the purposes of Article 183 of the Proposal;

(i) if this is the case, to include further justifications in the recitals to the Proposal and to
specify the relevant categories of data in the enacting terms of the Proposal;

(iii) specifying that any data processing for the purposes specified in Article 183 of the
Proposal must occur only for these purposes and with anonymised data or, if personal data
is necessary for these purposes, with pseudonymised data;

(iv) specifying in Article 183 of the Proposal data protection safeguards that are in line with
Regulation (EC) 223/2009°* as amended by Regulation (EU) 2024/3018%, as well as with
Regulation (EU) 2025/2458%.

8. Governance

47. The EDPS welcomes that Article 167(3) of the Proposal recalls that the EUDPR applies to the
processing of personal data by the Office for Digital Networks (ODN)*. A similar provision
is recommended having regard to the Radio Spectrum Policy Body (‘RSPB’), established
under Article 131 of the Proposal.

32 Regulation (EC) No 223/2009 of the European Parliament and of the Council of 11 March 2009 on European statistics and repealing
Regulation (EC, Euratom) No 1101/2008 of the European Parliament and of the Council on the transmission of data subject to
statistical confidentiality to the Statistical Office of the European Communities, Council Regulation (EC) No 322/97 on Community
Statistics, and Council Decision 89/382/EEC, Euratom establishing a Committee on the Statistical Programmes of the European
Communities, OJ L 87, 31.3.2009, pp. 164-173.

%3 See EDPS Guidance for co-legislators on key elements of legislative proposals, issued on 7 May 2025.

* Regulation (EC) No 223/2009 of the European Parliament and of the Council of 11 March 2009 on European statistics and repealing
Regulation (EC, Euratom) No 1101/2008 of the European Parliament and of the Council on the transmission of data subject to
statistical confidentiality to the Statistical Office of the European Communities, Council Regulation (EC) No 322/97 on Community
Statistics, and Council Decision 89/382/EEC, Euratom establishing a Committee on the Statistical Programmes of the European
Communities, OJ L 87, 31.3.2009, pp. 164-173.

% Regulation (EU) 2024/3018 of the European Parliament and of the Council of 27 November 2024 amending Regulation (EC) No
223/2009 on European statistics, ELI: http://data.europa.eu/eli/reg/2024/3018/0j.

% Regulation (EU) 2025/2458 of the European Parliament and of the Council of 26 November 2025 on European statistics on
population and housing, amending Regulation (EC) No 862/2007 and repealing Regulations (EC) No 763/2008 and (EU) No
1260/2013, OJ L, 2025/2458, 12.12.2025, ELI: http://data.europa.eu/eli/reg/2025/2458/0j.

5 The ODN would be established under Article 144 of the Proposal and replace the Agency for Support of BEREC (‘BEREC Office’).
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48. The EDPS welcomes that Article 122(11) of the Proposal provides that BEREC must, where

appropriate, consult and cooperate with relevant national authorities, including those
competent for data protection. The sharing of information with data protection authorities
may be relevant, for example, in the context of enforcement of the provisions of the Proposal
related to traffic management measures or to measures against fraudulent activities.
Therefore, the EDPS recommends making specific reference in Article 171 of the Proposal to
data protection authorities among the authorities with whom the exchange of information
may occur.

9. Conclusion

49. In light of the above, the EDPS makes the following recommendations:
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(1) to add a recital to the Proposal recalling the applicability of the GDPR and of the EUDPR,
as well as of the ePrivacy Directive;

(2) to amend the wording in recital 11 of the Proposal as specified in Section 3 of this Opinion;

(3) to clarify in recital 263 of the Proposal what information should be provided on the potential
impact on consumer’s privacy and the protection of personal data;

(4) adding to the recitals of the Proposal those parts of the recitals 9-16 of the OIR that are not
fully reflected in Article 93 of the Proposal;

(5) to add, to the last sentence in Article 93(6) of the Proposal, “after having consulted BEREC,
in accordance with Article 4(1)(b) of Regulation (EU) 2018/1971p;

(6) to clarify the legal nature of the measures identified or adopted by the national competent
authorities under Article 103(1) and Article 103(4) of the Proposal;

(7) to further delineate, in the enacting terms, the purpose(s) and scope of the measures that
may be adopted or identified pursuant to Article 103 of the Proposal, for example by defining
the notion of “fraud”, “fraudulent activities” or “prevention of fraud” ;

(8) to clarify the relationship between the guidelines mentioned in Article 103(3) and the
delegated acts referred to in Article 103(5) of the Proposal;

(9) to reinstate the content of Article 100 of the European Electronic Communications Code
(EECC) in the Proposal;

(10) to insert a clear provision in the enacting terms of the Proposal ensuring that natural
persons are asked for consent before their personal data are included in a directory and to
provide for a definition of ‘public directory of end-users’;

(11) to render supervisory authorities designated pursuant to the GDPR competent for the
supervision and enforcement of the provisions of the ePrivacy Directive inserted in the Proposal
related to the processing of personal data;



(12) add to the Proposal specific provisions on administrative and judicial redress for
individuals, and to amend Article 197 to explicitly provide individuals with a right to appeal
decisions of national competent authorities;

(13) having regard to data processing for the performance of regulatory tasks:

(i) to assess whether data referring to household composition, age structure, and
disposable income are necessary for the purposes of Article 183 of the Proposal;

(ii) if this is the case: to include further justifications in the recitals to the Proposal and
to specify the relevant categories of data in the enacting terms of the Proposal;

(iii) specifying that any data processing for the purposes specified in Article 183 of the
Proposal must occur only for these purposes and with anonymised data or, if personal
data is necessary for these purposes, with pseudonymised data;

(iv) specifying in Article 183 of the Proposal data protection safeguards that are in line
with Regulation (EC) 223/2009 as amended by Regulation (EU) 2024/3018, as well as
with Regulation (EU) 2025/2458;

(14) to recall the applicability of the EUDPR in Article 131 of the Proposal, concerning the
processing of personal data by the Radio Spectrum Policy Body (‘RSPB’);

(15) to make specific reference in Article 171 of the Proposal to data protection authorities
among the authorities with whom the exchange of information may occur.

Brussels, 18 March 2026

(e-signed)

Wojciech Rafat WIEWIOROWSKI
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