
 
 
 
 
 
 
 
 
 

EDPS Transfer Impact Assessment checklist – Article 48(3) EUDPR 

When submitting to the European Data Protection Supervisor (EDPS) a request for authorisation of appropriate 
safeguards pursuant to Article 48(3)(a) or (b) EUDPR1, the following points should be covered in the Transfer 
Impact Assessment (TIA) accompanying the request.2 

• Part I serves as a pre-assessment of whether a request for authorisation is needed at all; 
• Part II sets out the points to be covered by the TIA itself. 

How to complete this checklist 

– Answer every item. Give a short answer where needed or tick Yes, No or N/A (please see instructions 
in the footnote when you may indicate N/A). 
– Follow the routing instructions after Part I and after Steps 3 and 4: they determine which steps you 
must complete.  
– The checklist does not substitute the TIA. The TIA shall describe further the assessment carried out 
under Step 3 and provide details and a list of the measures identified under Step 4. 
– The checklist is intended for internal use to prepare a complete TIA when submitting an authorisation 
request to the EDPS, but it may be used for the assessment of all Article 48 EUDPR transfer tools. 

 

Part I – Pre-assessment: is an EDPS authorisation under Article 48(3)(a) or (b) 
EUDPR needed? 

No. Condition Response and reference 
to evidence 

P.1 The envisaged operation concerns processing of personal data by a 
Union institution, body, office or agency (EUI).3 

☐Yes      ☐No       

 

P.2 The operation is a transfer, i.e. it meets the three cumulative 
conditions specified in paragraph 9 of the EDPB Guidelines 
05/2021.4 

☐Yes      ☐No       

 

P.3 There is no Commission adequacy decision for the importing third 
country or international organisation which would cover the recipient 
and the type of personal data to be transferred for processing. 

☐ Yes      ☐ No       

 

 
1  Regulation (EU) 2018/1725 of the European Parliament and of the Council of 23 October 2018 on the protection of natural 

persons with regard to the processing of personal data by the Union institutions, bodies, offices and agencies and on the free 
movement of such data, repealing Regulation (EC) No 45/2001 and Decision No 1247/2002/EC, OJ L 295, 21.11.2018, p. 39–98. 

2  In line with the EDPB Recommendations 01/2020 on measures that supplement transfer tools to ensure compliance with EU level 
of protection of personal data. 

3  See the definition in Article 3 EUDPR. 
4  EDPB Guidelines 05/2021 on the interplay between the application of Article 3 and the provisions on international transfers as 

per Chapter V of the GDPR. 

https://www.edpb.europa.eu/system/files/2023-02/edpb_guidelines_05-2021_interplay_between_the_application_of_art3-chapter_v_of_the_gdpr_v2_en_0.pdf
https://www.edpb.europa.eu/system/files/2023-02/edpb_guidelines_05-2021_interplay_between_the_application_of_art3-chapter_v_of_the_gdpr_v2_en_0.pdf
https://www.edpb.europa.eu/system/files/2021-06/edpb_recommendations_202001vo.2.0_supplementarymeasurestransferstools_en.pdf
https://www.edpb.europa.eu/system/files/2021-06/edpb_recommendations_202001vo.2.0_supplementarymeasurestransferstools_en.pdf
https://www.edpb.europa.eu/system/files/2023-02/edpb_guidelines_05-2021_interplay_between_the_application_of_art3-chapter_v_of_the_gdpr_v2_en_0.pdf
https://www.edpb.europa.eu/system/files/2023-02/edpb_guidelines_05-2021_interplay_between_the_application_of_art3-chapter_v_of_the_gdpr_v2_en_0.pdf
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No. Condition Response and reference 
to evidence 

P.4 An EDPS authorisation is necessary, since none of the appropriate 
safeguards listed in Article 48(2) EUDPR is available.5 

☐ Yes      ☐ No       

 

 

Routing – Part I 

If you ticked No for any of items P.1, P.2 or P.4, or if an adequacy decision covers the transfer (item P.3 
answered No): no EDPS authorisation under Article 48(3)(a) or (b) EUDPR is required. Do not complete 
Part II. 
If you ticked Yes for all four items: complete Part II below. 

Part II – Transfer Impact Assessment 

Step 1 – Description of the personal data transfers 

No. Item to describe Response and reference to 
evidence 

1.1 Identification of the exporter (the EUI) and the 
importer(s) (the recipient(s)) of the data, including their 
roles (controller, joint controller or processor). 

 

1.2 Identification of the importing third country(ies) or 
international organisation where the data are located or 
might be processed. 

 

1.3 Type of transfer. e.g. transmission with storage, remote 
access, storage in a cloud outside the EEA 
 

1.4 Format of the transfer. e.g. encrypted, pseudonymised, plain text 
 

1.5 Frequency of the transfer. e.g. regular, occasional, one-off 
 

1.6 Volume of the transfer. e.g. number of data subjects affected, 
range of data items processed, 
geographical extent of the processing 
 

1.7 Are there any onward transfers? If yes, describe them. ☐Yes      ☐No       
If yes, describe 
 

1.8 Types of personal data transferred, including special 
categories of personal data. 

 

 
5  Derogations under Article 50 EUDPR are not appropriate safeguards. They may be relied upon only in the absence of an adequacy 

decision and of appropriate safeguards, are exceptional in nature and must be interpreted restrictively. They fall outside the 
scope of this checklist. 
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No. Item to describe Response and reference to 
evidence 

1.9 Categories of data subjects. 

Step 2 – Identification of the transfer tool 

No. Item / question Response and reference to 
evidence 

2.1 Identification of the selected Article 48(3) EUDPR 
transfer tool.6 

2.2 Cross-check: it is confirmed that there is no adequacy 
decision7 covering the transfer (see item P.3). 

☐Yes ☐No

Step 3 – Assessment of the effectiveness of the transfer tool8 
When analysing whether the transfer tool used is effective in light of all the specific circumstances of the 
transfer, the EUI should assess: 

No. Item / question Response and reference to 
evidence 

(a) Level of protection afforded to the transferred personal data, in particular regarding the
fundamental rights of individuals (data subject rights, independent supervision and redress
mechanisms)

3.1 Is there data protection legislation applicable to the 
importer(s)?9 

☐Yes ☐No

3.2 Has the third country acceded to any international data 
protection treaties (Convention 108 or 108+, etc.)? 
Accession is an indicator contributing to the overall 
assessment of the level of protection; it is not conclusive on its 
own. 

☐Yes ☐No

3.3 Is there a competent data protection authority? ☐Yes ☐No

6   This checklist covers only the EDPS assessment related to the authorisation of appropriate safeguards pursuant to Article 48(3) 
EUDPR. Should a TIA be checked in the context of an EDPS audit or investigation covering other transfer tools, TIAs need to be 
prepared for the use of all transfer tools under Article 48 EUDPR, including standard data protection clauses, binding corporate 
rules, codes of conduct, certification mechanisms or other legally binding and enforceable instruments (Article 48(2)(a) EUDPR). 

7  Adopted by the Commission pursuant to Article 45(3) of Regulation (EU) 2016/679 or Article 36(3) of Directive (EU) 2016/680. 
8   Step 3 needs to be completed for all third countries of destination (including onward transfers). The replies to questions 3.1.-

3.20 needs to be described and detailed further in the TIA. The sources used for the assessment should be reliable, verifiable, 
relevant, objective and publicly accessible (e.g. data protection law, surveillance law, other applicable national law and 
independent reports of inter-governmental and non-governmental organisations); see Annex III of the EDPB Recommendations 
01/2020 on measures that supplement transfer tools to ensure compliance with EU level of protection of personal data. 

9  For example, the following sources of information may be used: the UNCTAD Global Cyberlaw Tracker and the CNIL’s map of data 
protection around the world. 

https://www.edpb.europa.eu/system/files/2021-06/edpb_recommendations_202001vo.2.0_supplementarymeasurestransferstools_en.pdf
https://www.edpb.europa.eu/system/files/2021-06/edpb_recommendations_202001vo.2.0_supplementarymeasurestransferstools_en.pdf
https://unctad.org/topic/ecommerce-and-digital-economy/ecommerce-law-reform/summary-adoption-e-commerce-legislation-worldwide
https://www.cnil.fr/en/data-protection-around-the-world
https://www.cnil.fr/en/data-protection-around-the-world
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No. Item / question Response and reference to 
evidence 

3.4 Is that authority independent?10 ☐Yes ☐No ☐N/A11

3.5 Which of the following data subject rights exist under the 
law of the third country, and can they be effectively 
exercised in practice? 
Indicative mapping informing the overall assessment, not 
cumulative conditions. 

☐ right of access

☐ right to rectification

☐ right to erasure

☐ right to object to the processing

☐ right to object to automated
decision-making

3.6 Are there restrictions on data subject rights? If yes, 
describe them. 

☐ Yes      ☐ No
If yes, describe

3.7 Are there effective legal remedies, with the possibility of 
a fair trial as interpreted under Article 47 of the Charter 
of Fundamental Rights of the EU? Describe them. 

☐ Yes ☐ No
Describe

3.8 Are there sanctions where data protection rules are 
breached? 

☐ Yes ☐ No

3.9 Can the remedies be exercised by data subjects located 
in the European Economic Area? 

☐ Yes ☐ No

(b) Access to the data by public authorities of the third country, with or without the data importer’s
knowledge

3.10 Are there laws and practices allowing access to data by 
national authorities (NAs)?12 

☐ Yes ☐ No

3.11 Are there surveillance laws obliging the importer(s) to 
disclose the transferred data to NAs? 

☐ Yes ☐ No

3.12 Are there surveillance practices obliging the importer(s) 
to disclose the transferred data to NAs? 

☐ Yes ☐ No

3.13 Are there clear, accessible and precise rules in place 
governing access to the data by NAs? 

☐ Yes ☐ No ☐ N/A13

10  To assess whether a data protection authority carries out its functions independently, the controller should consider, for example, 
whether it is free from instructions, has sufficient human, technical and financial resources, has enforcement powers to conduct 
investigations on its own initiative and whether its decisions are binding. See also Articles 52 to 54 GDPR and Article 15 of 
Convention 108+ of the Council of Europe (https://www.coe.int/en/web/data-protection/convention108-and-protocol ). 

11 ‘Not applicable’ can only be selected if the reply to question 3.3 is ‘no’. 
12 See EDPB Recommendations 02/2020 on European Essential Guarantees for surveillance measures. 
13 ‘Not applicable’ can only be selected if the reply to question 3.10 and 3.11 is ‘no’. 

https://www.coe.int/en/web/data-protection/convention108-and-protocol
https://www.edpb.europa.eu/sites/default/files/files/file1/edpb_recommendations_202002_europeanessentialguaranteessurveillance_en.pdf
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No. Item / question Response and reference to 
evidence 

3.14 Is access to the data necessary and proportionate in a 
democratic society to safeguard one of the purposes 
listed in Article 25(1) EUDPR? 

☐ Yes      ☐ No      ☐ N/A14 

 

3.15 Is there an independent monitoring mechanism, or are 
there transparent and regular monitoring obligations in 
place? 

☐ Yes      ☐ No      ☐ N/A15 

 

3.16 Do data subjects (irrespective of nationality) have 
effective legal remedies before an independent body? 

☐ Yes      ☐ No      ☐ N/A16 

 

3.17 Has the importer received any disclosure or access 
request? 

☐ Yes      ☐ No       

 

3.18 Is there reason to believe that the importer will receive 
such requests? 

☐ Yes      ☐ No       

 

3.19 Is there any prohibition or limitation on the importer as 
regards notifying or redirecting any disclosure or access 
request received to the exporter (or to the controller, if 
the exporter is a processor)? 

☐ Yes      ☐ No       

 

3.20 Is there any prohibition or limitation on the importer as 
regards transparency about disclosure or access 
requests received and/or responded to?17 

☐ Yes      ☐ No       

 

 
 

Conclusion of Step 3 – tick one option18 

☐  Option A: the transfer tool, considering also the existing security, technical and organisational 
requirements included in it, can be effectively applied (it ensures an essentially equivalent level of 
protection) without supplementary measures. Step 4 does not need to be completed – move directly 
to Step 5. 

☐  Option B: the transfer tool, including the existing security, technical and organisational requirements 
included in it, cannot be effectively applied. Supplementary measures are needed, or else no transfer 
can take place. Complete Step 4. 

 

 

 
14 ‘Not applicable’ can only be selected if the reply to question 3.10 and 3.11 is ‘no’. 
15 ‘Not applicable’ can only be selected if the reply to question 3.10 and 3.11 is ‘no’. 
16 Not applicable’ can only be selected if the reply to question 3.10 and 3.11 is ‘no’. 
17 This should include the number or type of requests, the type of national authorities making the requests, the number or type of 

data requested, the time period that a transparency report may cover, the type or details of the response, etc. 
18 There should be a separate conclusion for Step 3 for each third country of destination (including onward transfers). 
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Step 4 – Identification and adoption of supplementary measures where the transfer tool 
cannot be effectively applied19 

No. Item / question Response and reference to 
evidence 

4.1 Are the different types of supplementary measures of a 
technical, contractual and organisational nature 
distinguished? (see the examples in Annex II of the 
EDPB Recommendations 01/2020) 

☐ Yes ☐ No

4.2 Has the EUI considered the specific circumstances of 
the transfer when identifying the supplementary 
measures? Which ones? For example: 

– the description of the transfer;
– existing requirements on the format of the data to
be transferred (encrypted, pseudonymised or plain);
– the nature of the data (e.g. a higher level of
protection is afforded to special categories of personal
data within the meaning of Article 10 EUDPR);
– the data processing workflow – are there onward
transfers of personal data involving other actors?;
– the practical application of the importing third
country’s law, based on relevant case law and
independent reports from inter-governmental and
non-governmental organisations (see for some
examples Annex III of the EDPB Recommendations
01/2020).

☐ Yes ☐ No

4.3 For supplementary measures of a technical and 
organisational nature, are there corresponding 
contractual commitments? 

☐ Yes ☐ No ☐ N/A20

Conclusion of Step 4 – tick one option21 

☐ Effective supplementary measures can be identified: the transfer can take place.

☐ Effective supplementary measures cannot be identified: no transfer can take place.

19 The type of supplementary measures and the specific measures need to be described and detailed further in the TIA. Step 4 
needs to be completed for all third countries of destination (including onward transfers). 

20 ‘Not applicable’ can only be selected if no supplementary measures of technical or organisational measures have been 
identified. 

21 There should be a separate conclusion for Step 4 for each third country of destination (including onward transfers). 

https://www.edpb.europa.eu/sites/default/files/consultation/edpb_recommendations_202001_supplementarymeasurestransferstools_en.pdf
https://www.edpb.europa.eu/sites/default/files/consultation/edpb_recommendations_202001_supplementarymeasurestransferstools_en.pdf
https://www.edpb.europa.eu/sites/default/files/consultation/edpb_recommendations_202001_supplementarymeasurestransferstools_en.pdf
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Step 5 – Opinions, validation and monitoring 

No. Item / question Response and reference to 
evidence 

5.1 Is there an opinion from the Data Protection Officer?  ☐ Yes      ☐ No       

 

5.2 Is there an opinion from the person responsible for 
security (LSO, LISO)?  

☐ Yes      ☐ No      

 

5.3 Is the TIA endorsed by senior management? ☐ Yes      ☐ No       

 

5.4 Is there a monitoring mechanism in place to re-evaluate 
the initial assessment at appropriate intervals? 

☐ Yes      ☐ No       

 

5.5 Is there a sufficiently sound mechanism in place to 
ensure that transfers are promptly suspended or ended 
if the importer has breached, or is unable to honour, its 
commitments under the selected transfer tool, or if the 
supplementary measures are no longer effective? 

☐ Yes      ☐ No       
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