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In this context, projects in ODIN (PD) may lead to projects being abandoned, as the feasibility of the 
technology cannot be validated, the risk incurred be deemed unacceptable, impacts on fundamental 
rights be perceived, or performance to the desired level not be achieved. Failure to result in a future 
production system must not be regarded as a failure of the project itself, for all insight is valuable. 
 
Looking at the specific activities in Stage 2 of the Innovation Pipeline, the following policy statements 
apply: 
 

• Dedicated Administrators have the right to set up a specific data processing space for each R&I 
project in ODIN (PD) and make available the project assets (see point below). Note: these 
administrators must be Europol staff and duly authorised to handle operational personal data. 

• Dedicated Administrators will load the relevant software code, models and tools, supporting 
libraries, and any relevant dataset(s) into the specific data processing space for each R&I project 
in ODIN (PD). Note that under Article 33a ER, the express consent of the data provider is 
required to use a dataset including operational personal data for R&I purposes (see also process 
description EDOC-#1160881). 

• Validating, benchmarking, prototyping, further developing, enhancing, or otherwise improving 
tools and models with datasets including operational personal data are permitted uses of ODIN 
(PD). 

• Users have the right to use the software applications or source code, to copy, modify, adapt and 
otherwise manipulate the modified software applications or source code within the specific data 
processing space for the project to which they are allocated. 

• Users may not sell the software code or any parts thereof or allow any third party to do so.  
Neither software nor any other product (e.g. manuals) can be commercialised or used by non-
law enforcement officers under any circumstances, including if adapted or reverse-engineered. 

• Software applications or source code created, updated and otherwise modified in ODIN (PD) is 
done under the responsibility of the individual user of each specific R&I project.  

• Users are liable for the quality and content of their software application or source code. It must 
not contain any code or intellectual property belonging to a third party unless such third party 
has provided their explicit written consent to this or the licence of the code allows for it. Europol 
accepts no liability for a failure of a user to observe this strict user requirement. 

• All users allocated to an R&I project have the same access to the contents of the project and it 
is the responsibility of the Innovation Project Lead to ensure only authorised users are given 
access to each specific R&I project. 

• Inclusion of code in a specific data processing space for an R&I project does not transfer 
ownership of said code. Users cannot therefore purport to sub-licence or assign code uploaded 
by other users. In relation to users’ own original coding, no future ownership or licensing can 
take place that would put other users in breach of intellectual property rights in respect of code 
previously shared in ODIN (PD).  

• Users must comply with all applicable laws, rules, regulations, and other provisions by any 
governmental authority relating to the use of the code or software part. Any liability for breach 
of national law is the user’s responsibility and Europol holds no responsibility in the event of 
such breach of national legal provisions. 

• Users may not introduce malicious software applications or source code, such as malware or 
viruses, or links to such software applications or source code. 

 

2.3. Creation of a Project  

A new R&I Project in ODIN (PD) will be created once one of a number of criteria are identified as being 
applicable: 

1. The output of the project intends to deliver a tangible result. Note that a negative result may 
also constitute a legitimate outcome of a research & innovation project. 

2. The project is relevant to law enforcement. 
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If the project is likely to result in the generation of IPR, it needs to be considered upfront what rights are 
granted to the results both during and after the end of the project - and to which entities.  These 
considerations are familiar from consortium agreements entered into in the context of EU funded 
projects.    Care must be taken to ensure due diligence as regards rights for tools from private parties 
(e.g. to investigated embedded open source elements for compatibility with the R&I project) to ensure 
at least the good faith potential of an enduring benefit for Europol and our law enforcement stakeholders 
(notwithstanding the “right to fail” referred to at 2.2 above). 

Collaboration with commercial entities to modify their intellectual property is not a currently foreseen 
scenario. However, should a commercial entity make their IP available (for example by providing for free 
an open-source, cut-down “LE” version of their commercial product), then such modifications should be 
agreed up-front, for example in a specific contract or by the commercial entity allowing for such 
modifications in their End User License Agreement (EULA). 

Note that such collaboration may not result in Europol “endorsing” either the commercial entity or their 
product(s). 

2.5.5. Unauthorised content 

The following types of content are considered inappropriate. The list below is by no means exhaustive, 
but attempts to provide examples of unacceptable content: 

• Unauthorised copies of copyrighted material 

• Proprietary material included without consent or without adhering to terms  

• Hyperlinks to inappropriate content on other websites (including commercial sales sites) 

• Malware or hyperlinks to malware: Users are requested to take all necessary actions to prevent 
(unwanted) virus or malicious content being uploaded into the ODIN R&I Sandbox. If the R&I 
project specifically involves malware, all precautions will be taken to ensure no contamination 
is possible with other data spaces. 

• User’s credentials to authenticate on other websites or web services. 

• Offensive or explicit content or hyperlinks to such content on other web services. 

2.5.6.  Content management and responsibilities 

Data content management within each R&I project’s data space is the responsibility of the Innovation 
Project Lead for that specific R&I project. 

2.5.7.  Auditing  

 The auditing is implemented on the underlying infrastructure  
 The relevant logging is specified in the Solution Blueprint developed by ICT Architecture, 

EDOC-#1326716 Solution Blueprint R&I Opsnet. 

2.5.8. Common minimum standards for the protection of information 

In order to ensure a common minimum standard of protection to information, all users of ODIN (PD) are 
expected to comply with the following general security measures as defined in the Europol Operations 
Network Use Policy (EDOC-#739097): 

• All workstations and devices used to access ODIN (PD) shall: 

 be secured from unauthorised entry through the use of appropriate technical 
identification and authentication mechanisms; 

 provide protection from malicious software through the use of regularly updated anti-
virus and anti-spyware software; 

 have its operating system regularly updated and patched; 

 have installed a firewall solution to detect and prevent network attacks and maintain 
system integrity. 
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• Users will connect to the solution via their corporate devices in accordance with the Europol 
Operations Network Use Policy (EDOC-#739097). 
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4. POLICY ENFORCEMENT 

The responsibility for general supervision of the application of this policy lies with the Europol Innovation 
Lab. 

However, the nature of this policy necessitates every user of ODIN (PD) in the Europol Operations 
Network assists in its enforcement through the continuous dissemination and promotion of secure ICT 
use practices. Europol staff with a management role has, in addition, the responsibility of promoting and 
enforcing the provisions of this policy to the staff under their supervision. 

The Europol Data Protection Function may carry out regular audits of ODIN (PD) to ensure compliance 
with applicable data protection rules. Findings and suggested corrective measures will be shared with 
the Head of the Europol Innovation Lab and the concerned Innovation Project Lead(s). 

Measures to be implemented for security of processing as well as Security Rules outlining accounting 
and auditing requirements are outlined in the Decision on the mandatory content and retention period 
of IT-Security Audit Log files12. 

ODIN (PD) is a collaborative environment, which by definition encourages registered users to 
collaborate on common objectives. User account activation is on condition of user acceptance of the 
Terms and Conditions of use, which are derived from this Use and Management Policy.  

 

5. REVIEW OF THE POLICY 

This policy will be reviewed when there is an organisational or legal change that affects the policy, or 
when the interim technical state is superseded by the target state solution. 
 

6. ENTRY INTO FORCE 

This policy shall be published in the Europol Vademecum and shall enter into force the day after its 
publication. 

 

 

 

 

 

Done at The Hague on xx/xx/2024 
 
Signed by 
 
Catherine De Bolle 
 
Executive Director 
 

 

 

 

  

                                           
12 Decision on the mandatory content and retention period of IT-Security Audit Log files (EDOC#862442). 






