EUROPEAN DALA PROTECTION SUPERVISOR

WOICIECH RAFAL, WIEWIOROWSKI
SUPERVISOR

To the heads of all Union institutions,
bodies and agencies

Brussels, 2nd October 2020

I D(2020) 2169 C 2020-0766

Please use edps@edps.europa.eu
for all correspondence

Subject: Order of the EDPS pursuant to Article 58(1)(a) of Regulation (EU) 2018/1725
to provide information

Dear Sir or Madam,

On 16 July, the Court of Justice of the EU issued the Judgment in case C-311/18, known as
‘Schrems II’ (the ‘Judgment’), concerning Commission Decision 2010/87/EC on Standard
Contractual Clauses (‘SCCs’) for transfers to third countries in general and the level of
protection ensured in the United States in particular (Privacy Shield'). As this Judgment has
serious implications on personal data transfers carried out by Union institutions, bodies, offices
and agencies (‘EUIs’), I address this letter to you in order to inform you about the information
I expect your institution to provide.

I. Background information
The Court in its Judgment notably ruled the following:

= The Privacy Shield is invalidated in particular on the basis of (i) the lack of
proportionality caused by mass surveillance programmes based on Section 702 of the
FISA? and E.O.? 12333 read in conjunction with PPD-28 and (ii) the lack of effective
remedies in the US essentially equivalent to those required by Article 47 of the Charter.

= The validity of the 2010 Standard Contractual Clauses (‘SCCs’) for transfers is
confirmed (Commission Decision 2010/87/EC). However, that validity, depends on
whether the SCCs include effective mechanisms to ensure compliance in practice with
the level of protection essentially equivalent to that guaranteed within the EU by the
General Data Protection Regulation (‘GDPR’)* and the transfers of personal data
pursuant to such clauses are suspended or prohibited in the event of the breach of such
clauses or in case it is impossible to honour them.

Commission Decision 2016/1250 on the adequacy of the protection provided by the EU-U.S. Privacy Shield.
Foreign Intelligence Surveillance Act

Executive Order.

This is to be understood as a reference to the similar provisions of Regulation (EU) 2018/1725 for the EUIs.
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= The SCCs for transfers may then require, depending on the prevailing position in a
particular third country, the adoption of ‘supplementary measures’ by the controller in
order to ensure compliance with the level of protection guaranteed within the EU.

= Commission Decision 2010/87/EC imposes an obligation on the data exporter
(controller) and the recipient of the data (the ‘data importer’) to verify, prior to any
transfer, and taking into account the circumstances of the transfer, whether that level of
protection is respected in the third country concerned. The Commission Decision
2010/87/EC further requires the data importer to inform the data exporter of any
inability to comply with the standard data protection clauses, and where necessary with
any supplementary measures to those offered by those clauses, the data exporter then
being, in turn, obliged to suspend the transfer of data and/or to terminate the contract
with the data importer. However, if the controller intends to keep transferring data
despite this conclusion, it must notify their competent supervisory authority.

= The competent supervisory authority is required to suspend or prohibit a transfer of data
to a third country pursuant to standard data protection clauses adopted by the
Commission, if, in the view of that supervisory authority and in the light of all the
circumstances of that transfer, those clauses are not or cannot be complied with in that
third country and the protection of the data transferred that is required by EU law cannot
be ensured by other means, where the controller or a processor has not itself suspended
or put an end to the transfer.

The Judgement has far-reaching consequences as the threshold set by the Court is meant to
apply to all appropriate safeguards provided by controllers or processors under Article 46
GDPR?’ in order to transfer data from the European Economic Area (EEA) to any third country.

The European Data Protection Supervisor (EDPS) is the independent supervisory authority
established by Article 56 of Regulation (EU) 2018/1725 (‘the Regulation’)®. It is the duty of
the EDPS under Article 57(1)(a) and (f) of the Regulation to monitor and ensure the application
of the Regulation with regard to the processing of personal data by any EUI, including through
the use of its corrective powers pursuant to Article 58(2) of the Regulation.

Therefore, pursuant to Article 58(1)a of the Regulation, I ask you to provide information
concerning on-going processing operations and contracts involving transfers to third countries
(Il)while paying special attention to new processing operations and contracts that would involve
such transfers (III).

I1. Information required from your EUI concerning on-going processing operations and
on-going contracts involving transfers to third countries

In this respect, I ask you to provide the following information:
1. Mapping exercise (to be concluded by 31 October 2020)

In order to enable the EDPS to fulfil its tasks under Article 57 of the Regulation and for the
EUIs to comply with the present order and the Regulation, it is necessary that EUIs carry out a
mapping of data flows.

This is to be understood as a reference to Article 48 of Regulation (EU) 2018/1725 for the EUIs.

¢ Regulation (EU) 2018/1725 of the European Parliament and of the Council of 23 October 2018 on the
protection of natural persons with regard to the processing of personal data by the Union institutions, bodies,
offices and agencies and on the free movement of such data, and repealing Regulation (EC) No 45/2001 and
Decision No 1247/2002/EC; OJ L 295, 21.11.2018, p. 39.
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In this respect, I would like to ask you to launch immediately’ a mapping exercise with the
aim to map data transfers (including onward transfers) for on-going contracts and procurement
procedures and other types of cooperation in the context of which personal data is transferred.
The mapping exercise is to list in particular:
= each processing activity for which data is transferred to / accessed from a third
country (including purposes and means of processing);
» destinations of data transfers (including those of all processors and sub-processors);
= type of recipient (data importer);
= transfer tool used (of the ones provided in Chapter V of the Regulation);
* types of personal data transferred,;
= categories of data subjects affected,;
» any onward transfers (including to which countries and which recipients, transfer
tool used, types of personal data and categories of data subjects affected).

Your records of processing activities (Article 31 of the Regulation) are a good starting point for
this task. You should also check the contracts you have with processors and with other
controllers, as well as other arrangements you might have in the context of which personal data
is transferred. In line with Article 31(2) of the Regulation, each processor shall maintain a
record of all categories of processing activities carried out on behalf of a controller, containing
inter alia information on international transfers of personal data. At the end of this task, you
should be able to locate where exactly the personal data you exported may be. Note that remote
access (e.g. in support situations) is also considered a transfer.

2. Report to the EDPS any identified risks and gaps based on the mapping exercise (at
the latest by 15 November 2020). The following cases should be reported to the EDPS:

1) Transfers which are not based on any transfer tool (e.g.: onward transfers
between the EUI’s processor and a sub-processor that are not framed by any
standard or ad hoc contractual clauses or another arrangement);

2) Transfers that are based on a derogation under Article 50 of the Regulation;

3) ‘High-risk transfers’ to the US in light of the Judgment. Those “high-risk
transfers” concern any transfer to entities clearly subject to Section 702 FISA or
E.O. 123338 and involving:
= large scale processing operations’; or
= complex processing operations or sets of operations'’; or
= processing of sensitive data or data of a highly personal nature'’.

7 We strongly recommend launching the exercise without delay as the input of the data importers
(processors/sub-processors) is likely to be required in order to complete the exercise.

8 Section 702 FISA applies to all “electronic communication service provider” (see the definition under 50 USC
§ 1881(b)(4)), while EO 12 333 organises clectronic surveillance, which is defined as the “acquisition of a
nonpublic communication by electronic means without the consent of a person who is a party to an electronic
communication or, in the case of a non electronic communication, without the consent of a person who is
visibly present at the place of communication, but not including the use of radio direction-finding equipment
solely to determine the location of a transmitter” (3.4; b)).

9 See EDPS reply to informal consultation on the application of Article 39(3)(b) of Regulation (EU) 2018/1725.
See also Guidelines on Data Protection Impact Assessment (DPIA) and determining whether processing is
"likely to result in a high risk" for the purposes of Regulation 2016/679, WP248 rev.01, adopted by the Article
29 Working Party and endorsed by the EDPB.

19 For example processing operations involving large datasets of complex data structure, linking different
databases, big data analytics, the use of novel technologies or complex techniques (like those in profiling and
automated-decision making processes), or involving many different or unknown actors.

11 See Guidelines on Data Protection Impact Assessment (DPIA) and determining whether processing is "likely
to result in a high risk" for the purposes of Regulation 2016/679, WP248 rev.01, adopted by the Article 29
Working Party and endorsed by the EDPB, pages 9-10: "4. Sensitive data or data of a highly personal nature:
this includes special categories of personal data as defined in Article 9 (for example information about
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The report should mention the risks under case 3) and explain all mitigating measures taken to
address those risks. These reports should provide sufficient information for the EDPS to
understand the transfers mentioned under the cases 1) to 3) above, as well as the risks and what
measures, if any, the EUIs had put in place. In particular, all the information requested for the
mapping exercise under point 1 in relation to the particular processing activity and transfer
concerned should be included.

Your EUI should require the help of processors and/or other data importers to identify transfers
(including onward ones) and destinations for personal data processed on behalf of the EUL
While your DPO is to be closely associated in dissemination of information to controllers and
later in gathering and synthesising information in the report to the EDPS, the primary
responsibility lies with the controllers of the data processing within your EUL

3. Further steps

The abovementioned mapping exercise will help EUIs to carry out, in a second phase, case-
by-case “transfer impact assessments” (‘TIA”) with the aim to identify whether an essentially
equivalent level of protection as provided in the EU/EEA is afforded in the third country of
destination. The factual description of the circumstances of each transfer should be based on
the mapping exercise done by data exporter and should include additional information provided
by data importer. Identification and implementation of ‘supplementary measures’ or ‘additional
safeguards’ may be necessary in order to ensure such equivalence in the level of protection'?.
The circumstances of the transfer will also influence the identification of any appropriate
supplementary measures.

Concluding this second phase, EUIs should reach a decision as to whether it is possible to
continue the transfers identified in the mapping exercise (with appropriate safeguards and
supplementary measures or based on a derogation).

With the aim to facilitate TIAs, the EDPS will provide EUIs in due time with guidance on the
elements that they should take into account when conducting such assessments, as well as with
guidance on supplementary measures. Possible further guidance issued in the meantime by the
European Data Protection Board will be taken into account!?.

Let me recall that in line with Article 46 of the Regulation, any transfer of personal data to a
third country or international organisation shall take place only if, subject to the other provisions
of the Regulation, the conditions laid down in Chapter V are complied with, including for

individuals’ political opinions), as well as personal data relating to criminal convictions or offences as defined
in Article 10. An example would be a general hospital keeping patients’ medical records or a private
investigator keeping offenders’ details. Beyond these provisions of the GDPR, some categories of data can be
considered as increasing the possible risk to the rights and freedoms of individuals. These personal data are
considered as sensitive (as this term is commonly understood) because they are linked to household and private
activities (such as electronic communications whose confidentiality should be protected), or because they
impact the exercise of a fundamental right (such as location data whose collection questions the freedom of
movement) or because their violation clearly involves serious impacts in the data subject’s daily life (such as
financial data that might be used for payment fraud). In this regard, whether the data has already been made
publicly available by the data subject or by third parties may be relevant. The fact that personal data is publicly
available may be considered as a factor in the assessment if the data was expected to be further used for certain
purposes. This criterion may also include data such as personal documents, emails, diaries, notes from e-
readers equipped with note-taking features, and very personal information contained in life-logging
applications."

See paragraph 133 of the Judgment and recital 66 of the Regulation.

13 Please note that a first set of FAQs was adopted by the EDPB on 23 July 2020. See also the statements of the

EDPS and the EDPB following the Schrems II judgement.
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onward transfers. I wish furthermore to underline the limited use of derogations pursuant to
Article 50 of the Regulation'®. The EDPS in its supervisory activities will put special attention
to control if derogations are used properly.

ITI. New processing operations and new contracts that will entail transfers of personal
data

The EDPS' own-initiative investigation into the use of Microsoft products and services by EUIs
and our recommendations to the EUISs in that regard confirm the importance of ensuring a level
of protection essentially equivalent to that guaranteed within the EU by EU data protection
laws, read in light of the Charter. The EDPS already flagged in this context a number of linked
issues concerning sub-processors, data location, international transfers and the risk of unlawful
disclosure of data — issues that the EUIs were unable to control and ensure proper safeguards
to protect data that left the EU/EEA. The issues we raised in our investigation report are
consistent with concerns of the Court in its Judgment, which we are assessing in relation to any
processors of the EUIs.

In light of the above and following the Judgment, , the EDPS is convinced that EUIs need a
strong precautionary approach as regards the use of any service provider and any new
processing operations. For this reason, the EDPS strongly encourages that EUIs ensure that any
new processing operations or new contracts with any service providers, involve no transfers of
personal data to the U.S. In this regard, please note that any enforcement actions by the EDPS
to ensure compliance with the Regulation will also cover future activities of EUIs, not only
those that took place before the receipt of this letter.

As a community of EUIs, we believe it is our common duty to protect the rights of individuals
and safeguard their personal data, including when transferred to third countries, stemming from
the Charter of Fundamental Rights, the Regulation and the jurisprudence of the Court of Justice
of the European Union. Your cooperation in applying the Court’s Judgment is therefore of
utmost importance.

Yours sincerely,

[E-signed]

Wojciech Rafat WIEWIOROWSKI

cc: Data Protection Officer of your institution

14" In this respect, see also the EDPB Guidelines 2/2018 on derogations of Article 49 under Regulation 2016/679.
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EUROPEAN DATA PROTECTION SUPERVISOR

LEONARDO CERVERA NAVAS
DIRECTOR

Mr Walter PETRUCCI
Director-General
Directorate-General for Innovation
and Technological Support

Rue Belliard 89

B-1040 Bruxelles

Brussels, 23 October 2020
D(2020) 2399 C 2020-0940

Subject: Mapping of transfers of personal data to third countries (EDPS order of 2
October 2020. EDPS case 2020-0766) [EDPS DPO case 2020-0940]

Dear Mr Petrucci,

Following the Court of Justice of the EU judgment in case C-311/18 (known as ‘Schrems II”),
on 2 October 2020, the European Data Protection Supervisor - EDPS - (as the supervisory
authority) contacted all heads of administration of European Union institutions, bodies and
agencies (EUlIs) requesting information on transfers to third countries (outside EEA) of
personal data processed by their respective EUI (appendix 1).

Myself, as head of administration of the EDPS, also received the same request from the
Supervisor because we are also concerned about this judgement in our role as data controllers.
As you know, the EDPS, for its own purposes and on behalf of the EDPB, signed a Service
Level Agreement (SLA) on the use of IT support services with the EP (DG ITEC), a service
that it is essential for our business continuity and that we appreciate so much. The SLA defines
the EP as a processor for any processing operations involving the EDPS and the EDPB as sole
or joint controllers.

In order to be able to address the request of the Supervisor, as I am sure that your own services
are doing, we are updating our mapping of international data transfers. In this context, I would
be grateful if your services could provide us information regarding personal data processing
(taking place within the framework of the SLA) that might entitle transfers of personal data to
third countries. If any such transfers take place, we would appreciate if you could provide us
with the following information (requested in the above-mentioned letter of 2 October):
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e cach processing activity for which data is transferred to / accessed from a third country
(including purposes and means of processing);

e countries of destinations of data transfers (including those of EP’s processors and sub-
processors);

e type of recipient (data importers);

e transfer tool used (of the ones provided in Chapter V of the Regulation 2018/1725);

e types of personal data transferred;

e categories of data subjects affected;

e any onward transfers (including to which countries and which recipients, transfer tool
used, types of personal data and categories of data subjects affected).

I hope that you can understand that we are unable to get this information by ourselves and this
is the only reason why we are requesting your kind cooperation. We would be very grateful if
you could provide us with this information by 4 November. I am aware that the deadline is
very tight. However, given that the request made on 2 October concerns also the EP, I believe
that it is likely that this information will be already available as a result of the analysis conducted
by the EP in order to reply to said request.

I am looking forward to your reply and remain available for any clarifications that you may
need. Thank you in advance for your cooperation.

Best regards,

Appendix 1:  Order of the EDPS pursuant to Article 58(1)(a) of Regulation (EU) 2018/1725
to provide information
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Assessment of videoconference and
webinar tools for the EDPS

Background

With the spread of the Covid-19 pandemic, organisations are no longer able to act and work in physical
proximity and are unable to organise in-person meetings. Consequently, there is a critical business need for
secure audio/video conference and webinar solutions (hereinafter “VC”) which allow for reliable
communications online, in compliance with applicable data protection rules.

In this context, the EDPS is looking for viable solutions, which could integrate effectiveness, cost sustainability
and compliance with data protection and security requirements.

Purpose

The Technology and Privacy (TP) unit was tasked with exploring and finding adequate tools for EDPS use
cases. This note serves to document the ongoing efforts to identify viable solutions in the short term for use
with external participants.

This document lists the use cases and their requirements. It features a table with a shortlist of tools with
their features and their ability to support those use cases. For each and every use case, a conclusion is drawn
as to the best supporting tool to be submitted to tests.

For the medium-long term, other solutions could be assessed more in detail due to rapidly evolving changes
in the VC tools landscape as well as to possible different EDPS resource availability and priorities.

Scope

This section identifies what is considered in and out of scope for this assessment.
Includes ("IN" Scope):

Methodology for quick assessment

Immediate use cases (for 2020) and their requirements

Pre-selection of tools

Basic assessment of pre-selected solutions against use case requirements

Excludes ("OUT" Scope)

Tools part of unified communications offer from EP, solely for internal use (Jabber with Multipoints)
Detailed assessments of available solutions on the market

Lines to take and data protection guidance to other EUI for videoconference and webinar tools
Considerations for satisfying EDPS VC needs beyond 2020, subject to a separate analysis of the
overall organisational IT needs.

Methodology

TP has inventoried a large number of possible VC solutions! based on their features and compliance with
data protection and security requirements. In parallel, we identified use cases and relevant functional
requirements. Due to the necessity of identifying and testing a limited number of tools, we made a shortlist
based on some key criteria, including:

! They are reported here: https://saas.fabasoft.com/edps/mx/C00.6515.100.2.396786
1
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the potential number of participants in meetings;

features provided for different use cases, with a distinction between tools geared towards conducting
meetings (all participants able and expected to interact in small number videoconferences) versus webinars
(where a few presenters present to large audiences, with recording capabilities)

the expected level of confidentiality and data protection assurance;

the level of institutional control on the solution;

the current availability of VC tools within the offer from the EP in the context of the Service Level
Agreement (SLA) we signed with them;

the existence of turnkey solutions as fall-back options in case the others turn out inadequate.

Further info on some of the discarded solutions can be found in Annex |

Use cases and their requirements

The main use cases identified for online meetings and webinars the EDPS organises are the following:

Work meetings organised by EDPS staff, with staff from other EUls or external stakeholders and a limited
number of participants. This includes meetings of the Supervision Coordination Groups (SCGs) from EDPS
and national DPAs.

The number of participants is limited (up to 25, with the exception of 50 for SCGs)

Confidentiality requirement: up to very high

Need to connect also from within the EUls and national administrations’ infrastructure, which entails the
availability of a web client (usually not possible to install ad hoc apps)

Usually no recording

DPO meetings

The number of participants is high (70-120, limiting the number to 2 per EUI)

Confidentiality requirements: high, since DPOs will probably share concerns and pose questions from which
EUI legal compliance (or lack of) could be inferred.

Need to connect also from within the EUls infrastructure, which entails the availability of a web client (usually
not possible to install ad hoc apps)

Possible recording

Training sessions and online events (e.g. IPEN and international organisations workshops)

The number of participants is high (above 50, no upper limit yet 300 is acceptable )

Confidentiality requirements: none or low. We might though need some moderation features, e.g. in chats.
Need to support a large variety of clients, at least the most popular browsers

Recording

Other common requirements:

Data protection compliance. Relevant organisational risks, incl. reputational ones, need considering, too.
Information Security risks, such as exposure of EDPS information, risks related to inherent technical
vulnerabilities, integrity and availability.

Screen/content sharing needed to show presentations

Interaction with speakers requires “raise hand” function and/or chat.

Client bandwidth requirements. Ideally, people with low quality Internet connections should be able to join
the events, too.

Cost
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Pre-selected tools
The pre-selected tools are:

e Webmeeting. The tool is within the European Parliament IT service offer. We can use it in the context of
the EDPS SLA with the European Parliament for up to 50 participants at no extra cost.

e Cisco Webex Meeting. The tool is within the European Parliament IT service offer. We can use it in the
context of EDPS SLA with the European Parliament at a very small cost per minute (0.0158 EUR). The EP has
signed with British Telecom (BT) a specific contract within the inter-institutional framework contract
DI/07540 (WACS I1), managed by EC DIGIT and providing web and audio conferencing services, including
Cisco Webex Meeting. While the WACS Il framework contract is set to expire in November 2020, we do not
currently know the end date of the specific contract of the Parliament.

® Big Blue Button (BBB). This is an open source solution used by many educational institutions. Currently,
software issues involving outdated browsers prevent connections to BBB from EC and EP networks. A
solution should be available in June 2020. Then, BBB can be deployed by a cloud service provider and
managed by EDPS staff, or used as a Software as a Service (Saa$) in the offer from a service provider.

Tools features and requirements vs use cases

1. Work meetings with limited number participants (including SCGs)

Requirement WebMeeting Webex :1:1:]

a) number of participants Yes?
b) confidentiality Yes Partial® Partial*

c) Connection possible Yes Yes Partial®
via web browsers

2. DPO meetings

Yes Yes

Requirement WebMeeting

a) number of No
participants

b) confidentiality Yes Partial Partial
c) Connection possible Yes Yes No
via web browsers

2 For SCGs, usually with more than 25 participants a special configuration needs to be requested to the EP.
Request is ongoing. We do not expect high availability, though, so far.

3 The current security assessment identifies possible risks of unauthorised access and eavesdropping, due to lack
of end-to-end encryption (which is though common to most of the VC services due to technical limitations) but
mainly to localisation of servers outside the EU/EEA.

4 Depending on the location of the server and to assurances from the service provider. See also footnote 3 for lack
of end-to-end encryption. End-to server encryption is supported, though. Until planned update for EUls corporate
Firefox version, only phone dial in and slide sharing is available for users on EUl corporate devices.

Partial®

Yes
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d) Recording No Yes Yes

3. Training sessions and online events

Requirement WebMeeting Webex BBB

a) number of participants No Yes Yes
b) confidentiality Yes Yes Yes
c) Connection possible Yes Yes Yes’
via web browsers
d) Recording No Yes Yes
Shared requirements
Requirement WebMeeting Webex BBB
e) Data protection Yes, based on EP To be Yes,
compliance statement completed® yet provider-dependent
f) Info Security risks Yes Yes To be defined
g) Screen/content sharing Yes Yes Yes
h) Interaction with Chat Yes Yes
speakers requires “raise No raise hand
hand” function and/or
chat
i) minimum bandwidth 2 Mbit/s, or only audio 0.7 Mbit/s 1 Mbit/s recommended
required (content + only
presenter video)
No additional cost Low per use-dependent or approx.
minute cost 500 EUR/month for hosted

solutions

Data protection compliance for pre-selected tools

WebMeeting.

The tool is installed in the EP’s data centre and the EP recommends it for confidential meetings with
external people. The EP offers a WebMeeting data protection statement, which provides a good level of
assurance. So far, we have no more information on the contractual agreements pinpointing this service.

Cisco Webex Meeting

8 See section on Data protection compliance for pre-selected tools.
4
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The framework contract DI/07540 (WACS Il) with British Telecom (BT), including Cisco Webex Meetings,
was amended to integrate data protection contractual clauses as provided by Article 29 (3), of Regulation
2018/1725. On the other hand, having a look at the general privacy policies of Cisco (acting as a sub-
contractor to BT) we are not completely reassured that they fully comply with EU data protection law (e.g.
possible transfers of personal data to third parties, server locations outside EU/EEA ). A joint action by the
EDPS and EP DPOs is ongoing to ascertain that Cisco provides adequate safeguards and guarantees as sub-
processor. End-to server encryption is available (protection against third party eavesdropping, but for
server administrators).

e Big Blue Button.
We are looking for a solution where the BBB solution be deployed within the EU/EEA. The ability to manage
our BBB server might enable us higher level of data protection compliance, yet it entails a great amount of
specialized human and technical resources in order to meet best practices in professional IT management
and IT security requirements. If used by a SaaS service provider, it will depend on their data protection
practices and their level of IT management / IT security posture. End-to server encryption is available
(protection against third party eavesdropping, but for server administrators).

Suggested options to be submitted to tests (to date)

a) Work meetings with limited number participants (including SCGs): Webmeeting

b) DPO meetings: Webex Meeting

¢) Training sessions and online events: BBB for the IPEN workshop, with WebEx as fallback.
5
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Annex |

Solutions we have tested and discarded include:

e Zoom.us, currently the most popular videoconferencing on the market but with a history of
security flaws, discarded on advice of CERT-EU pending at least a 90 day period during which
they intend to achieve full compliance with security and data protection requirements,
providing end-to-end encryption (E2E) and possibility to choose the data centre used for the
cloud hosting, among many other security and trust-enhancing measures

e GoToWebinar.com, the most popular webinar solution provided by US company LogMeln,
provides easy-to-use interface, but was found lacking configuration options for compliance
with data protection requirements, especially considering that they just introduced automatic
transcription, with unclear opt-in opt-out options in the cloud

e Whereby.com, is a small scale videoconferencing solution provided by Norwegian company,
limited to max 50 participants with 12 video connections at the same time

e Pexip.com, is the Norwegian videoconferencing solution the Council uses to connect other
solutions used in Member States (notably providing bridges to Microsoft and Goole solutions)
potentially sharing personal data with these third party services

e Tixeo.com is the secure videoconferencing solution recommended by the FR DPA, as the only
solution on the market we are aware of that is certified by a Cybersecurity agency (the FR
ANSSI in 2017), discarded as requiring installation of native client by all parties

e Forum Vision is the hosted online platform proposed by event organisation firm Forum Europe,
which is geared towards big online conferences resembling traditional in-person conference
settings, integrating the startup hopin.to solution, using Amazon Web Services (AWS) in the UK
and US to deliver high quality events at a relatively high price. We believe its price does not
justify 2020 immediate needs yet could be considered as an option for possible future big
events entailing wider functional requirements and organisational support, subject to further
assessment of its security and data protection stand.

In conclusion, we found most of the solutions currently available mainly lack either data protection by
design and by default considerations, or the flexibility we need to deploy on EP infrastructure/in browser.
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Preliminary privacy assessment of Zoom as online
conferencing tool

IT Policy Unit has been requested on 15 February a privacy assessment on two tools for
podcasting with remotely connected speakers: Jitsi and Zoom.

IT Policy Unit sent a feasibility study on 21 February outlining the strong points and
weaknesses of the tools proposed.

On 25 February IT Policy Unit was informed that the EDPS has contracted a “Pro” subscription
plan of the service offered by Zoom. IT Policy Unit staff conducted some tests with the EDPS
account.

Results of the fests

When joining a meeting using a URL provided by the organizer, the browser shows the
participant a modal notice (cookie wall) with the available options.

@ @ htrpsiiizoom.usidownioad e €

About Cookies on This Site

Agree and Proceed View Cookie Settings

rusthre | TRUSTe

Even before the participants has made any decisions, some cookies and HTMLS local storage
are set on their devices. Some of those cookies (e.g. Google Analytics) are not exempted from
the requirement to obtain previous informed consent.

This behaviour does not follow the recommendation 3 of the EDPS web services guidelines.

The default configuration (“Agree and proceed”) is to T —

accept all types of cookies which are classified as el R
advertising, web functional and required). To limit b sz N
the cookies to the required ones it is necessary to go i el

Advertising Cookies

intO the Option “View COOkie Settings”, . rese cuvkies are weed by adverlising tnpanies o

scrve ads that arc reicvant 1o vour microats.

This behaviour does not follow the recommendation 18 of the EDPS web services guidelines.

Google Analytics cookies are kept even if the participant limits the cookies to the required
ones.

Current EDPS account of the Zoom service is set up so only local recording is allowed.
Recording on the cloud service provided by Zoom is disabled.

Once the meeting has finished the service automatically starts the conversion of the collected
data into a set of five files containing the video, audio and chat data of the meeting.

Using the user interface we could not found any recording or chat message related to previous
test meetings.
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Legal document assessment
This section contains a list of flaws detected on legal documents available at Zoom’s website.

Privacy Policy

The document does not make clear when Zoom acts as data controller or as data processor.

The policy states that “We may collect, either as Controller or Processor, the following
categories of Personal Data about you when you use or otherwise interact with our
Service.... ”and “We collect and retain, generally as a Processor and in order to provide
the Services, Personal Data and other information you upload, provide, or create while
using the Service”

The EDPS should inform to all participants that, as the policy states: “A/l messages and
content you share in a meeting, including Personal Data about you or others, will be
available to all other participants in that meeting.”.

There is no information on the specific retention periods.

The policy states that "If you use a feature of the Products that allows for Recordings
(defined below), we collect information from you that you provide in connection with such
use and through such Recordings, to the extent you provide it to us. This information may
include Personal Data, if you provide us with Personal Data.". The policy further states that
"Any person and/or entity who makes a Recording of a meeting or webinar shall be the
data controller of that Recording, and Zoom will be the data processor with respect to the
Recording.". It is clear that Zoom processes personal data in and related to recordings for
their own purposes. They are not mere processor, but (joint) controllers for that processing.

Zoom products do not support Do Not Track requests, which means that they collect
information about visitors online activity both while they are using the Products and after
they leave Zoom’s websites.

This behaviour does not follow the recommendation 23 of the EDPS web services
guidelines.

Processing addedum

The Processing addendum refers to compliance with Directive 95/46 and the GDPR.

Use of sub-processors based outside of the EEA (mostly US), including in countries
without an adequacy decision. Incomplete list of sub-processors' (e.g. Facebook, Google
Analytics, PayPal...). Incoherence between provisions on sub-processors in the Processing
addendum and the list of sub-processors, which limits the notification of the controller of
any new sub-processors "to the extent required under contractual agreement, along with
posting such updates here". This raises doubts on the compliance with Art. 29(2) of
Regulation 2018/1725 (and Art. 28(2) of the GDPR), is the controller has not signed the
Processing addendum with Zoom.

EXHIBIT A. (Details of Processing) to the Processing addendum is not in line with the
details provided for in the Privacy Policy document (e.g. types of personal data processed)

EXHIBIT B. (Standard Contractual Clauses) to the Processing addendum is not in line with
the details provided for in the Privacy Policy document (e.g. types of personal data
processed).

! https://zoom.us/subprocessors
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Section 6 (Transfers of Personal Data) does not prohibit onwards transfers of personal data
by the processor or sub-processors.

Paragraph 7.1. of the Processing addendum limits the notification of the Controller of data
subjects requests to the extent permitted by law. As the controller is the one ultimately
responsible for fulfilling all controller's obligations (ensuring information and other data
subject rights) and liable for any breach of those obligations. Therefore, in case the
processor received and responds to data subject requests, the controller should be notified
of the requests and the responses.

Paragraph 8.1. of the Processing addendum states that the processor shall provide the
controller with reasonable cooperation and assistance where necessary for Controller to
comply with its obligations under the GDPR to conduct a data protection impact assessment
and/or to demonstrate such compliance, provided that Controller does not otherwise have
access to the relevant information. The assessment of that is reasonable is left to the
processor. This limitation to what is reasonable is not in the GDPR (or Regulation
2018/1725).

Paragraph 8.2. of the Processing addendum states that the processor shall provide the
controller with reasonable cooperation and assistance with respect to Controller’s
cooperation and/or prior consultation with any Supervisory Authority, where necessary and
where required by the GDPR. The assessment of that is reasonable is left to the processor.
This limitation to what is reasonable is not in the GDPR (or Regulation 2018/1725).

Paragraph 8.4. of the Processing addendum limits the controller's right to audit only to once
per calendar year review of "copies of certifications or reports demonstrating Processor’s
compliance with prevailing data security standards applicable to the Processing of
Controller’s Personal Data".

According to paragraph 8.5 of the Processing addendum in the event of a Personal Data
Breach, Processor shall ”... take such steps as Processor in_its sole discretion deems
necessary and reasonable to remediate such violation (to the extent that remediation is
within Processor’s reasonable contro/)'. Thus, even though the controller is responsible
for data breaches, it cannot give the processor any instruction on additional measures to
mitigate the data breach if it deems that the measures taken by the processor are not enough.
Paragraph 8.6. of the Processing addendum limits the cooperation and assistance to
controller only to what is reasonable. The assessment of that is reasonable is left to the
processor. This limitation to what is reasonable is not in the GDPR (or Regulation
2018/1725).

Cookie policy and consent management mechanism

From this document, it is clear that Zoom is collecting data for their own purposes (e.g. for
improving products and informing about Zoom's events and promotions and offers from
third parties, personalised marketing communications). This collection of data using
cookies and tracking technologies by Zoom and their third-party service providers is also
set out in the privacy policy.

There is no information on the duration of cookies and the retention period of the collected
data.
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Terms of service

Section 3.c (Recordings) of the terms of service states that "You are responsible for
compliance will all recording laws. The host can choose to record Zoom meetings and
Webinars. By using the Services, you are giving Zoom consent to store recordings for any
or all Zoom meetings or webinars that you join, if such recordings are stored in our systems.
You will receive a notification (visual or otherwise) when recording is enabled. If you do
not consent to being recorded, you can choose to leave the meeting or webinar.". Use of
the Services is subject to Zoom's privacy policy. As privacy policy and other policies are
incorporated into the Terms of service, by consenting to recording host and meeting
participants are consenting to Zoom's processing of the personal data in and related to
recordings for their own purposes.

This can be mitigated by signing a separate written agreement with Zoom governing our
use of the service, since in line with paragraph 20.3 (General provisions) of the terms of
service such separate agreement would take precedence over Zoom's terms of service,
privacy policy etc.
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