From:
To: <Information@euipo.europa.eu>

European Data Protection Supervisor
<EDPS@edps.europa.eu>;

cc: SUPERVISION
<supervision@edps.europa.eu>; Info
<info@enisa.europa.eu>;
<mailsigned@pro.egarante.com>

Sent at: 07/07/23 08:52:08

Subject: .Re:. EUIPO - ir 2048579 - Inform about a IT security
incident

To whom may it concern
| have become a big fan of transparency since one year ago more or less.

Please find attached a digitally signed PDF with some screenshots containing a
browsing session through my profile on EUIPO's Sap SuccessFactor recruitment
portal.

This PDF has been created using eGarante's third party witness service: | can
provide a video for the same session too if necessary but it contains quite
personal information and at this moment | don't think it is necessary. Anyway it is
EUIPO that has to show compliance and the logs.

eGarante provides its customers with the use of a remote browser hosted in
eGarante’s

infrastructure and under its supervision. eGarante saves the browsing session.
The present

document certifies the existence of such session and its recording.

Here you are a quick explanation of the PDF

Page number 3: Shows the browser logs.
Page number 5: Shows jobs applied (please pay attention to the application date)

Selection procedure Application date

Solution Architects and Data Scientist Specialists 11/05/2019
EXT/21/31/AD6/Data Analyst (M/F) 19/03/2021

EXT/22/08/AD6/DTD - Business Analyst 14/02/2022
EXT/22/82/AD6/DTD - IT Specialist 10/07/2022

Page number 7: Shows CV and cover letter last updated dates 23/08/2022 for an
application Solution Architects and Data Scientist Specialists which
application date was 11/05/2019

Page number 9: Shows documents for the same application with

dates 19/03/2021 and 08/06/2019 while the application date was 11/05/2019

1



Page number 11: Shows CV and cover letter last updated

dates 15/05/2023 and 23/11/2022 for a application EXT/22/82/AD6/DTD - IT
Specialist which application date was 10/07/2022

Page number 13: Shows documents for the same application with

date 19/03/2021. Also there is a missing file that | uploaded and it is not there
anymore.

Page number 15: Shows CV and cover letter last updated

dates 24/11/2022 and 20/10/2022 for a application EXT/21/31/AD6/Data
Analyst (M/F) which application date was 19/03/2021

Page number 17: Shows CV and cover letter last updated

dates 09/02/2023 and 20/10/2022 for a application EXT/22/08/AD6/DTD -
Business Analyst which application date was 14/02/2022

| have no doubt that my profile has been manipulated and here you are the
evidence. Yet EUIPO denies my right to see the logs and the documents |
uploaded, that are not the same that can be seen on my profile and also denies
my right of restriction and continues manipulating my personal data.

EUIPO's hasn't provided me a single log was provided based on the assumption
that providing me the logs the right of others could be affected. No a single
explanation about this was provided. On EDPB's guideline on Right of access the
following can be found:

“[...]

The general concern that rights and freedoms of others might be affected by
complying with the request for access, is not enough to rely on Art. 15 (4)
GDPR. The controller must be able to demonstrate that in the
concrete situation, rights or freedoms of others would, in fact, be
impacted.

Example 34: A person who is now an adult was cared for by the youth welfare
office over a number of years in the past. The corresponding files may
possibly contain sensitive information about other persons (parents, social
workers, other minors). However, a request for information from the data
subject cannot generally be rejected for this reason with reference to Art.
15(4) GDPR. Rather, the rights and freedoms of others must be examined in
detail and demonstrated by the youth welfare office as the controller.
Depending on the interests in question and their relative weight, providing
such specific information may be rejected (e.g. by redacting names).

On EDPB's guideline on Right of access the following can be also found:
“I...]

97. Thus, subject to the specific facts of the case, when assessing a
specific request for access, the following types of data are, inter alia,
to be provided by controllers without prejudice to Art. 15(4) GDPR:
[...]

Data knowingly and actively provided by the data subject (e.g.
account data submitted via forms, answers to a questionnaire)
Observed data or raw data provided by the data subject by virtue of
the use of the service or the device (e.g. data processed by
connected objects, transaction history, activity logs such as



access logs, history of website usage, search activities, location
data, clicking activity, unique aspects of a persons behaviour such as
handwriting, keystrokes, particular way of walking or speaking);

[...]

Regarding EUIPO’s internal logs about the purposes of accessing my data, etc.
They can contain employees data so | am ok if this identifiable information is
redacted as explained on before on EDPB’s guideline, also this is aligned with
recent recent case J.M vs Pankki S (Case C-579/21) that concerns the
interpretation of 15(1) of the GPDR, that is equivalent to article 17(1) of the
EUDPR:

[...]
2.Article 15(1) of Regulation 2016/679

must be interpreted as meaning that information relating to consultation
operations carried out on a data subject’s personal data and concerning
the dates and purposes of those operations constitutes information which
that person has the right to obtain from the controller under that
provision. On the other hand, that provision does not lay down such a right
in respect of information relating to the identity of the employees of that
controller who carried out those operations under its authority and in
accordance with its instructions, unless that information is essential in
order to enable the person concerned effectively to exercise the rights
conferred on him or her by that requlation and provided that the rights
and freedoms of those employees are taken into account.

[...]

EUIPO hasn’t provided any information relating to consultation (as a matter of
fact 0 logs) operations carried out on a data subject’s personal data and
concerning the dates and purposes of those operations constitutes information
which | have the right to obtain from the controller under that provision.

EUIPO hasn’t shown any EUDPR compliance as the lack of logs doesn’t allow me
to verify the lawfulness of EUIPOs processing activities.

Feel free to contact me if you have any doubts.

Best regards

escribio:
Dear Information,



Please find attached my following up letter.

Best regards

escribio:
Dear Information,

Please find attached my request for an IT security notification to ENISA and to
the EDPS.

Thanks for your time

Best regards

El jue, 6 abr 2023 a las 18:03, <Information@euipo.europa.eu> escribid:

EUIPO Logo

ocar [

Please find below the answer to your query.

We agree with you and precisely for confidentiality reasons we cannot provide you with internal e-mail
addresses. We are sure you will understand.

Have a lovely afternoon.



SME Fund

Rate our reply

In less than 30 seconds!

Yours sincerely,

First Line of Information Centre
Customer Department
Service provided by Abai Business Solutions to

WWW.euipo.europa.eu
Twitter: @EU_IPO

Should you be interested in the level of service excellence we aim to deliver, you can consult our

Service Charter accessibility standards.

The Information Centre provides general information but does not offer legal advice. Go to EUIPO website
Personal data collected are entered into our internal Customer Relationship Management software to be
processed for quality and statistical purposes.

Data protection information.
TRACK_ID {2048579} TRACK_ID

Original Text

To: Information@euipo.europa.eu

CC:

Sent:  05.04.23 13:32:57

Subject: Re: EUIPO - ir 2048579 - Inform about a IT security incident

Hi,

| don't think this is a valid reply. IT security incidents usually have logs, passwords and very sensitive
information so there is no need for a middle man.

Thanks for your time

Best regards



El mar, 4 abr 2023 a las 13:33, <Information@euipo.europa.eu> escribié:
EUIPO Logo

Dear [N

We kindly ask you to send your query to the Information Centre's email address

(information@euipo.europa.eu) and we will forward it to the relevant department.

Have a lovely afternoon.

SME Fund

Rate our reply

In less than 30 seconds!

Yours sincerely,

First Line of Information Gentre

Customer Department

Service provided by Abai Business Solutions to
European Union Intellectual Property Office

I
WWW.euipo.europa.eu
Twitter: @EU_IPO

Should you be interested in the level of service excellence we aim to deliver, you can consult our
rvi harter ibili ndar



The Information Centre provides general information but does not offer legal advice. Go to EUIPO website
Personal data collected are entered into our internal Customer Relationship Management software to be
processed for quality and statistical purposes.

EUIPO official holidays.

Data protection information.
TRACK_ID {2048579} TRACK_ID

Original Text
From: - |
To: information ipo.eur

CC:
Sent:  30.03.23 19:12:03
Subject: Inform about a IT security incident

Hi,
Can you please provide me with EUIPQO's security team email address?

Thanks for your time.

Best regards

IMPORTANT: This message is intended exclusively for information purposes. It cannot be considered
as an official EUIPO communication concerning procedures laid down in the European Union Trade
Mark Regulations and Community Designs Regulations. It is therefore not legally binding on the EUIPO
for the purpose of those procedures.

The information contained in this message and attachments is intended solely for the attention and use
of the named addressee and may be confidential. If you are not the intended recipient, you are
reminded that the information remains the property of the sender. You must not use, disclose, distribute,
copy, print or rely on this e-mail. If you have received this message in error, please contact the sender
immediately and irrevocably delete or destroy this message and any copies.

IMPORTANT: This message is intended exclusively for information purposes. It cannot be considered as
an official EUIPO communication concerning procedures laid down in the European Union Trade Mark
Regulations and Community Designs Regulations. It is therefore not legally binding on the EUIPO for the
purpose of those procedures.

The information contained in this message and attachments is intended solely for the attention and use of
the named addressee and may be confidential. If you are not the intended recipient, you are reminded that
the information remains the property of the sender. You must not use, disclose, distribute, copy, print or
rely on this e-mail. If you have received this message in error, please contact the sender immediately and
irrevocably delete or destroy this message and any copies.




ENG next page

eGa ra nte Certificacion de sesion de navegacion web

Garante pone a disposicion de su cliente un entorno de web en servidores controlados por
eGarante y graba la sesion de navegacion realizada en el mismo. El presente documento
certifica la realizacion de dicha navegacion junto con un video de la misma con las siguiente
caracteristicas:

La navegacion se ha grabado en un archivo con formato mkv que es parte integral de
esta certificacion y cuya validez esta condicionada a que el HASH obtenido mediante la
funcion SHA256 corresponda con el mostrado a continuacion:

2a704ed2e1caef4b2e99d37bb75615e2a5e08fa0a3da446682e7d47b99f7883f

Fecha de la evidencia: Sat Jul 1 14:20:24 2023

El video cuyo hash esta presentado en la parte superior de esta certificacion forma parte
integral de la misma, y la certificacion no es valida por si sola sin dicho video. La sesion de
navegacion recogida en el video ha sido realizada desde servidores alojados en la Union
Europea y controlados por eGarante s.l.

eGarante, con la finalidad de garantizar el origen, contenido e inalterabilidad de esta
certificacion, la ha firmado electronicamente con una firma realizada con un sello de
empresa cualificado y a dicha firma se le ha afadido un sellado en tiempo cualificado
emitido por un Prestador de Servicios de Confianza Cualificado. Puede encontrar
informacion legal y condiciones de uso del servicio en el siguiente enlace:
www.egarante.com/condiciones-generales Adicionalmente, para verificar la validez de la
firma del presente documento es imprescindible disponer de la version electronica
pudiendo comprobarla en la siguiente url: https://valide.redsara.es/ (Validar Firma)

eGarante archiva esta certificacion durante un tiempo minimo de un aiio desde su emision, y esta a
disposicion del cliente solicitante a través del portal de cliente de eGarante

eGarante, S.L. le informa de que, de conformidad con el Reglamento (UE) 2016/679, de 27 de abril, general de
proteccion de datos (RGPD), es el Responsable del Tratamiento de los datos personales de los clientes que
Digitally signed legntratan sus servicios y actia como encargado del tratamiento de los datos personales a los que accede con
EGARANTE SL el fin de prestar los servicios contratados. La base de legitimacion del tratamiento es la ejecucion del contrato.
Date: 2023.07.0&simismo, eGarante le informa de que no comunicard sus datos personales a terceros ni los tratard con
14:20:27 CEST finalidades distintas a las que se exponen anteriormente. Puede ejercitar sus derechos de acceso, rectiﬁcaciég,
supresion,  limitacion, portabilidad 'y oposicion dirigiendo un escrito a la direccion:
privacidad@legal.egarante.com



eGao ks Rl¥&] Certified evidence of web browsing session

Garante provides its customers with the use of a remote browser hosted in eGarante’s
infrastructure and under its supervision. eGarante saves the browsing session. The present
document certifies the existence of such session and its recording. Below you will find the
key characteristics of the session and the evidence generated:

The browsing session has been recorded in a mkv formatted file. That file is an integral
part of this certified evidence, and its validity is subject to the correspondence of its
SHA256 hash function to the reference shown below:

2a704ed2e1caef4b2e99d37bb75615e2a5e08fa0a3da446682e7d47b99f7883f

Date of the evidence: Sat Jul 1 14:20:24 2023

The video referenced by the file hash presented above is an integral part of this certified
evidence, and therefore this document is not complete without the video. The browsing
session contained in the video has taken place in a computer server hosted in the European
Union and controlled by eGarante s.1.

This document’s integrity is guaranteed by an electronic signature that contains a qualified
certificate for electronic seal created by a Qualified Trust Service Provider. The document
has been timestamped by a Qualified Trust Service Provider. The qualified electronic time
stamp provides presumption of the accuracy of the date and time of the document. Terms
and conditions of eGarante’s service: https://www.egarante.com/condiciones-generales
The electronic signature of this document can be validated with the service hosted in the
following address: https://valide.redsara.es/ (Validar Firma)

eGarante archives this certified evidence for a minimum time of one year since its issue date and makes
it available to the customer through the customer portal

eGarante, S.L. informs you that, in accordance with Regulation (UE) 2016/679, is a controller of the personal
data of the customers that hire its services, and a processor with respect to other personal data to which it has
access as part of the provision of its services. The legitimate basis for data processing is the performance of a
contract. Additionally, eGarante informs that it will not disclose the personal data to third parties and will not
use them with a purpose different to the one exposed. You can exercise your rights: access, rectification,
erasure, restriction, portability and objection submitting a written request to privacidad@legal.egarante.co 9
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Captura de pantalla de un
momento de la navegacion

Screenshot taken during the
browsing session

El cliente de eGarante ha solicitado resaltar
en la certificacion un momento concreto de
la navegacion que se recoge en la siguiente
pagina de esta certificacion:

Our customer has requested us to highlight
a specific moment of the browsing session.
The following page shows the screenshot of
that specific moment:

Fecha de la captura en tiempo UTC: Sat Jul 1 12:16:33 2023
Date of the visit in UTC Time: Sat Jul 1 12:16:33 2023

La captura puede asociarse a una url
concreta teniendo en cuenta el listado de
horas de acceso y urls incluidas en la
pagina 2.

Muestra el contenido visible en la pantalla
de navegacion en el momento de su
solicitud por el cliente. Como consecuencia
de ello, no muestra el contenido integro de
dicha pagina que puede tener mas
elementos.

Adicionalmente, es importante tener en
cuenta que al ser una captura de un
momento determinado de tiempo es
conveniente para extraer conclusiones,
valorarla en el contexto del video completo
que se identifica por medio de la funcion
resumen HASH incluida en la pagina 1.

This screenshot can be linked to a specific
url using the list of browsed urls and
timestamps included in page 2 of this
document.

Only the content visible in the screen of the
browser is captured and represented.
Therefore it does not show the complete
content of the url, which could have
additional visual elements.

Furthermore, considering that the screen
capture is of a specific moment of the
session, we advise you to interpret the
screenshot in context with the complete
video referenced in the first page of this
document which can be identified by its

hash function.
11
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Captura de pantalla de un
momento de la navegacion

Screenshot taken during the
browsing session

El cliente de eGarante ha solicitado resaltar
en la certificacion un momento concreto de
la navegacion que se recoge en la siguiente
pagina de esta certificacion:

Our customer has requested us to highlight
a specific moment of the browsing session.
The following page shows the screenshot of
that specific moment:

Fecha de la captura en tiempo UTC: Sat Jul 1 12:17:00 2023
Date of the visit in UTC Time: Sat Jul 1 12:17:00 2023

La captura puede asociarse a una url
concreta teniendo en cuenta el listado de
horas de acceso y urls incluidas en la
pagina 2.

Muestra el contenido visible en la pantalla
de navegacion en el momento de su
solicitud por el cliente. Como consecuencia
de ello, no muestra el contenido integro de
dicha pagina que puede tener mas
elementos.

Adicionalmente, es importante tener en
cuenta que al ser una captura de un
momento determinado de tiempo es
conveniente para extraer conclusiones,
valorarla en el contexto del video completo
que se identifica por medio de la funcion
resumen HASH incluida en la pagina 1.

This screenshot can be linked to a specific
url using the list of browsed urls and
timestamps included in page 2 of this
document.

Only the content visible in the screen of the
browser is captured and represented.
Therefore it does not show the complete
content of the url, which could have
additional visual elements.

Furthermore, considering that the screen
capture is of a specific moment of the
session, we advise you to interpret the
screenshot in context with the complete
video referenced in the first page of this
document which can be identified by its

hash function.
13
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Captura de pantalla de un
momento de la navegacion

Screenshot taken during the
browsing session

El cliente de eGarante ha solicitado resaltar
en la certificacion un momento concreto de
la navegacion que se recoge en la siguiente
pagina de esta certificacion:

Our customer has requested us to highlight
a specific moment of the browsing session.
The following page shows the screenshot of
that specific moment:

Fecha de la captura en tiempo UTC: Sat Jul 1 12:17:46 2023
Date of the visit in UTC Time: Sat Jul 1 12:17:46 2023

La captura puede asociarse a una url
concreta teniendo en cuenta el listado de
horas de acceso y urls incluidas en la
pagina 2.

Muestra el contenido visible en la pantalla
de navegacion en el momento de su
solicitud por el cliente. Como consecuencia
de ello, no muestra el contenido integro de
dicha pagina que puede tener mas
elementos.

Adicionalmente, es importante tener en
cuenta que al ser una captura de un
momento determinado de tiempo es
conveniente para extraer conclusiones,
valorarla en el contexto del video completo
que se identifica por medio de la funcion
resumen HASH incluida en la pagina 1.

This screenshot can be linked to a specific
url using the list of browsed urls and
timestamps included in page 2 of this
document.

Only the content visible in the screen of the
browser is captured and represented.
Therefore it does not show the complete
content of the url, which could have
additional visual elements.

Furthermore, considering that the screen
capture is of a specific moment of the
session, we advise you to interpret the
screenshot in context with the complete
video referenced in the first page of this
document which can be identified by its

hash function.
15
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Captura de pantalla de un
momento de la navegacion

Screenshot taken during the
browsing session

El cliente de eGarante ha solicitado resaltar
en la certificacion un momento concreto de
la navegacion que se recoge en la siguiente
pagina de esta certificacion:

Our customer has requested us to highlight
a specific moment of the browsing session.
The following page shows the screenshot of
that specific moment:

Fecha de la captura en tiempo UTC: Sat Jul 1 12:18:23 2023
Date of the visit in UTC Time: Sat Jul 1 12:18:23 2023

La captura puede asociarse a una url
concreta teniendo en cuenta el listado de
horas de acceso y urls incluidas en la
pagina 2.

Muestra el contenido visible en la pantalla
de navegacion en el momento de su
solicitud por el cliente. Como consecuencia
de ello, no muestra el contenido integro de
dicha pagina que puede tener mas
elementos.

Adicionalmente, es importante tener en
cuenta que al ser una captura de un
momento determinado de tiempo es
conveniente para extraer conclusiones,
valorarla en el contexto del video completo
que se identifica por medio de la funcion
resumen HASH incluida en la pagina 1.

This screenshot can be linked to a specific
url using the list of browsed urls and
timestamps included in page 2 of this
document.

Only the content visible in the screen of the
browser is captured and represented.
Therefore it does not show the complete
content of the url, which could have
additional visual elements.

Furthermore, considering that the screen
capture is of a specific moment of the
session, we advise you to interpret the
screenshot in context with the complete
video referenced in the first page of this
document which can be identified by its

hash function.
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Captura de pantalla de un
momento de la navegacion

Screenshot taken during the
browsing session

El cliente de eGarante ha solicitado resaltar
en la certificacion un momento concreto de
la navegacion que se recoge en la siguiente
pagina de esta certificacion:

Our customer has requested us to highlight
a specific moment of the browsing session.
The following page shows the screenshot of
that specific moment:

Fecha de la captura en tiempo UTC: Sat Jul 1 12:18:51 2023
Date of the visit in UTC Time: Sat Jul 1 12:18:51 2023

La captura puede asociarse a una url
concreta teniendo en cuenta el listado de
horas de acceso y urls incluidas en la
pagina 2.

Muestra el contenido visible en la pantalla
de navegacion en el momento de su
solicitud por el cliente. Como consecuencia
de ello, no muestra el contenido integro de
dicha pagina que puede tener mas
elementos.

Adicionalmente, es importante tener en
cuenta que al ser una captura de un
momento determinado de tiempo es
conveniente para extraer conclusiones,
valorarla en el contexto del video completo
que se identifica por medio de la funcion
resumen HASH incluida en la pagina 1.

This screenshot can be linked to a specific
url using the list of browsed urls and
timestamps included in page 2 of this
document.

Only the content visible in the screen of the
browser is captured and represented.
Therefore it does not show the complete
content of the url, which could have
additional visual elements.

Furthermore, considering that the screen
capture is of a specific moment of the
session, we advise you to interpret the
screenshot in context with the complete
video referenced in the first page of this
document which can be identified by its

hash function.
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Captura de pantalla de un
momento de la navegacion

Screenshot taken during the
browsing session

El cliente de eGarante ha solicitado resaltar
en la certificacion un momento concreto de
la navegacion que se recoge en la siguiente
pagina de esta certificacion:

Our customer has requested us to highlight
a specific moment of the browsing session.
The following page shows the screenshot of
that specific moment:

Fecha de la captura en tiempo UTC: Sat Jul 1 12:19:32 2023
Date of the visit in UTC Time: Sat Jul 1 12:19:32 2023

La captura puede asociarse a una url
concreta teniendo en cuenta el listado de
horas de acceso y urls incluidas en la
pagina 2.

Muestra el contenido visible en la pantalla
de navegacion en el momento de su
solicitud por el cliente. Como consecuencia
de ello, no muestra el contenido integro de
dicha pagina que puede tener mas
elementos.

Adicionalmente, es importante tener en
cuenta que al ser una captura de un
momento determinado de tiempo es
conveniente para extraer conclusiones,
valorarla en el contexto del video completo
que se identifica por medio de la funcion
resumen HASH incluida en la pagina 1.

This screenshot can be linked to a specific
url using the list of browsed urls and
timestamps included in page 2 of this
document.

Only the content visible in the screen of the
browser is captured and represented.
Therefore it does not show the complete
content of the url, which could have
additional visual elements.

Furthermore, considering that the screen
capture is of a specific moment of the
session, we advise you to interpret the
screenshot in context with the complete
video referenced in the first page of this
document which can be identified by its

hash function.
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Captura de pantalla de un
momento de la navegacion

Screenshot taken during the
browsing session

El cliente de eGarante ha solicitado resaltar
en la certificacion un momento concreto de
la navegacion que se recoge en la siguiente
pagina de esta certificacion:

Our customer has requested us to highlight
a specific moment of the browsing session.
The following page shows the screenshot of
that specific moment:

Fecha de la captura en tiempo UTC: Sat Jul 1 12:19:58 2023
Date of the visit in UTC Time: Sat Jul 1 12:19:58 2023

La captura puede asociarse a una url
concreta teniendo en cuenta el listado de
horas de acceso y urls incluidas en la
pagina 2.

Muestra el contenido visible en la pantalla
de navegacion en el momento de su
solicitud por el cliente. Como consecuencia
de ello, no muestra el contenido integro de
dicha pagina que puede tener mas
elementos.

Adicionalmente, es importante tener en
cuenta que al ser una captura de un
momento determinado de tiempo es
conveniente para extraer conclusiones,
valorarla en el contexto del video completo
que se identifica por medio de la funcion
resumen HASH incluida en la pagina 1.

This screenshot can be linked to a specific
url using the list of browsed urls and
timestamps included in page 2 of this
document.

Only the content visible in the screen of the
browser is captured and represented.
Therefore it does not show the complete
content of the url, which could have
additional visual elements.

Furthermore, considering that the screen
capture is of a specific moment of the
session, we advise you to interpret the
screenshot in context with the complete
video referenced in the first page of this
document which can be identified by its

hash function.
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