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The three main fields of work are

« _Supervisory tasks

(EDPS)

European Data Protection Supervisor

The EDPS is an
Independent supervisory
authority devoted to
protecting personal data
and privacy and
promoting good practice
In the EU institutions and
bodies. A number of
specific duties of the
EDPS are laid down in
Regulation 2018/1725.

- Consultative tasks: to advise EU legislator on proposals for new legislation as well
as on implementing measures. Technical advances, notably in the IT sector,

with an impact on data protection are monitored.
« Cooperative tasks: involving work in close collaboration with national data

nrotection atithorities (FDPR which we also nrovide with secretariat)



The role of European Data Protection Supervisor

The European Data Protection Supervisor (EDPS) is the independent supervisory
authority for the processing of personal data by the EU administration;

Privacy and data protection are fundamental rights — see Articles 7 and 8 of the
Charter of Fundamental Rights;

Independent supervision is an integral part of the right to data protection — see
Article 16(2) TFEU and 8(3) Charter;

What we do:

— monitoring and verifying compliance
with Regulation (EU) 2018/1725
[previously Reg. (EC) 45/2001],

— giving advice to controllers,

— advising the co-legislators on new
legislation,

— cooperating with Member States’
DPAs,

— handling complaints, conducting
Inspections

— monitoring technological
developments

— Promoting data protection aware
Ade<cian and develonment




Powers of the Data Protection Authorities

7 roles of DPA

Ombudsman
VS.
Regulator

Enforcer consultant

Neqggatiator

Educator Policy International
advisor

Reactive \
VS.

ambassador Pro-active
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European fundamental right

Treaty on Functioning of European Union — Article 16

1. Everyone has the right to the protection of personal data concerning
them.

2. The European Parliament and the Council, acting in accordance with
the ordinary legislative procedure, shall lay down the rules relating
to the protection of individuals with regard to the processing
of personal data by Union institutions, bodies, offices and agencies,
and by the Member States when carrying out activities which fall within
the scope of Union law, and the rules relating to the free movement
of such data. Compliance with these rules shall be subject to the
control of independent auhorities.

3. The rules adopted on the basis of this Article shall be without prejudice
to the specific rules laid down in Article 39 of the Treaty on European
Union.



Accountabllity
In the new legal framework

1. Personal data shall be:

(a) processed lawfully, fairly and in a transparent manner in relation to the data
subject (‘lawfulness, fairness and transparency’);

(b) collected for specified, explicit and legitimate purposes and not further
processed in a manner that is incompatible with those purposes; further processing
for archiving purposes in the public interest, scientific or historical research
purposes or statistical purposes shall, in accordance with Article 13, not be
considered to be incompatible with the initial purposes (‘purpose limitation’);

(c) adequate, relevant and limited to what is necessary in relation to the purposes
for which they are processed (‘data minimisation’);

(d) accurate and, where necessary, kept up to date; every reasonable step must be
taken to ensure that personal data that are inaccurate, having regard to the
purposes for which they are processed, are erased or rectified without delay
(‘faccuracy’);

6 Art. 4 Reg. 2018/1725
[almost the same in Art. 5 GDPR]



Accountabllity
In the new legal framework

(e) kept in a form which permits identification of data subjects for no longer than is
necessary for the purposes for which the personal data are processed; personal
data may be stored for longer periods insofar as the personal data will be
processed solely for archiving purposes in the public interest, scientific or historical
research purposes or statistical purposes in accordance with Article 13 subject to
implementation of the appropriate technical and organisational measures required
by this Regulation in order to safeguard the rights and freedoms of the data subject
(‘storage limitation’);

(f) processed in a manner that ensures appropriate security of the personal data,
including protection against unauthorised or unlawful processing and against
accidental loss, destruction or damage, using appropriate technical or
organisational measures (‘integrity and confidentiality’).

2. The controller shall be responsible for, and be able to demonstrate compliance
with, paragraph 1 (‘accountability’).

7 Art. 4 Reg. 2018/1725
[almost the same in Art. 5 GDPR]



"Do not overregulate !!I”
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. Where is the controller?
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The role of the Court of Justice
of European Union
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Co-ordination with national Data Protection Authorities
. European Data Protection Board

« 7 BRUSSELY
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ELCPS

ETIAS
ecosystem
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Why is ETIAS interesting for EDPS?

ETIAS will be a highly visible system that will process
personal data of millions of people and which will be
used to support decisions made about them. For this
reason, it is important that data protection by design and
by default are properly implemented.

= At the same time, the complex setup with multiple actors

17

Involved presents risks of diluting responsibilities.

For this reason, the EDPS has decided to follow the
development of this system more closely.




Facial recognition in use in public
administration
(case of Aadahaar)
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Chinesse social credit system




ELPS

To run a red light
-50

Demonstration
against the

administration or

corporations
E b

To accuse somebody wrong in the
Internet or by SMS = 100

17

To find money on the street and
return it to the owner — public thanks
are given to the finder

To pay no telephone charge

Chinesse social credit system

wivsly © o

Charge card depls wo

times not repay =

Public commendation -

To help somebody
on the strect

No parental care

-50

Social credit score
in Jiangsu-
Province, Suining

To adulterate products and
market them = 35

e i

deliberately = 20
Passive and active corruption/ Drunk driving
bribery -50

-50

Be part of an illcgal rcligion
event

-50

"E Income-tax payment
"E Loan repayment

"E Credit-card bills

"E Utility bills

"E ayment of court
judgments

Traditional input

" 1 Adherence to
traffic rules

"E Adherence to
family-planning limits

"E Payment for public
transportation

"E Academic honesty

"E Volunteer activity

"E Filial piety
"E Criminal record

Interactions with
other internet users

‘Reliability’ of
information posted
or reposted online

Shopping habits

Online input®

EDPS




Chinesse social credit system

China’s tight grip on enterprises
Influencing business decisions via Social Credit Scores*

merics

Criminal history
Mercator Institute
for China Studies
Company representatives
Ll 1Ll LALLLL
Annual reports E 3 :
TODAY £ = COMPANIES E
Approved Investment projects TITTTTTITIIT Subsidies

in key industries
Issuing of bonds

Access to public procurement

Misconduct in government projects

Compliance with government regulations
Internet regulations

Work safety/

Public-private partnerships

Government pilot projects

Intellectual property

safe production g
Energy saving/ DATA >>> SOCIAL >> EFFECTS Public service projects
Tax payments environmental protection COLLECTED CREDIT ON
Outstanding behavior/awards ! SCORES overnmental land distribution
e ey 7 : Credit conditions

S

Saving natural resources

Recycling / A Intensity of government monitoring
3 TOMORROW E
I J (uNTIL2020) E Investment opportunities
7/ rrrTee Access to online retall platforms/social media
dditional g ations Travel privileges
New energy e // e High speed trains
vehicles quotas o /,/ Flights Travelling abroad
E-commerce and e— 7 \_—
online activities Pricing = i Career opportunities
Inclusion of all industries and sectors 3 FUTURE E COMPANY
=] (AFTER 2020) E = REPRESENTATIVES E
Real-time and remote monitoring =

LR LAY

Online activities
real-time tracking

Emissions monitoring
Tracking of vehicles

Source: Palicy documents and regulations released by the Chinese central government since 2014



Thank you for your attention!

www.edps.europa.eu
edps@edps.europa.eu

u @EU EDPS



