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Executive Summary 

The European Travel Information and Authorisation System (ETIAS), is a large-scale information system, and 

one among the measures undertaken as part of the Smart Borders Package. After negotiations with the 

European Parliament and the Council, the ETIAS Regulation (EU) 2018/1240 was adopted on 12 September 

2018 and entered into force on 9 October 2018. 

ETIAS is expected to be operational by the end of 2022. Once fully implemented, it will enable the advanced 

authorisation of visa-exempt travellers when crossing the external borders and will in particular impose a new 

check to be performed by carriers to those who are travelling.  

The expected number of travel authorisations request is approximately 80 to 110 million application requests 

per year following the Entry into Operations. 

Due to the complexity of ETIAS processing activities, the definition of roles is one of the most complex part to 

identify. Following the regulation Frontex and Members States are involved as data controller for the 

processing of personal data in the ETIAS Central System and eu-LISA has been assigned from the legislator as 

both a data controller and data processor.   

From EU perspective, European Border and Coast Guard Agency is to be considered a data controller in relation 

to the processing of personal data in the ETIAS Central System. While the European Agency for the operational 

management of large-scale IT systems in the area of freedom, security and justice (eu-LISA) is responsible for 

developing the system and is a data controller for the information security management. 

This DPIA assesses the data protection risks identified with the design and development of ETIAS. It is a first 

study which will have to be complemented by synergetic contributions from FRONTEX and Member states to 

achieve an exhaustive assessment of all the risks related to the establishment of ETIAS. 

The chosen approach for this exercise is to provide a general and systematic description of the entire system, 

and then focus the risk analysis on eu-LISA's responsibilities for design, development and information security 

management.  

Given the importance of eu-LISA's responsibilities on the security management of the system, a security risk 

assessment is required, as foreseen by article 73 (3) (a) of the Regulation (EU) 2018/1240. This exercise is already 

on going in the framework of the analysis and design phase. 

The aspects related to the testing phase are not in the scope of this DPIA, since they do not involve the use of 

personal data. 

Following legal requirement (article 1, Regulation (EU) 2018/1240), the main purpose of the ETIAS is: “to enable 

consideration of whether the presence in the territory of Member States of third-country nationals exempt 

from the requirement to be in possession of a visa would pose a security, illegal immigration or high pandemic 

risk”. 

According to article 4 of Regulation (EU) 2018/1240 , the objectives of ETIAS is to support competent authorities 

of Member States by: contributing to a high level of security; contributing to the prevention of illegal 

immigration; contributing to the protection of public health;  enhance the effectiveness of border checks; 

supporting the objectives of SIS; contributing to the prevention, detection and investigation of terrorist 

offences or of other serious criminal offences; contribute to the correct identification of persons. 

This DPIA has been carried out following the relevant European regulations framework and data protection 

authorities’ guidelines. This assessment focus on actual or potential data protection risk to third country 

nationals and legal compliance risks, predominantly in relation to the EUI DPR, based on ETIAS regulation and 

on delegated and implementing acts available. 
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1. Introduction 

The European Union Agency for the Operational Management of Large-Scale IT Systems in the Area of 

Freedom, Security and Justice (hereafter “eu-LISA”) is an EU Agency to provide a long-term solution for the 

operational management of large-scale IT systems, which are essential instruments in the implementation of 

the asylum, border management and migration policies of the EU. The Agency was established in 

2011 by Establishing Regulation (EU) No 1077/2011 and started its activities on 1 December 2012. In 2018 eu-

LISA was given a larger mandate which is detailed in Regulation (EU) 2018/1726. 

The Agency currently manages Eurodac, the second generation Schengen Information System (SIS II) and the 

Visa Information System (VIS). Further to these, eu-LISA is developing the Entry/Exit Sysytem (EES), the 

European Travel Information Authorisation System (ETIAS) and the European Criminal Records Information 

System - Third-Country Nationals (ECRIS-TCN). These systems and the pre-existing ones are being 

built/adapted to ensure Interoperability - improved access to information stored in EU information systems and 

identity management at an EU level. 

 

 

1.1. Structure of this DPIA 

This assessment follows the structure of the eu-LISA’s DPIA template that is based on the EDPS’s Guidelines 

and the Article 29 Data Protection Working Party Guidelines. This structure is divided in chapters that are 

detailed below. 

After enunciating the reasons to carry out this DPIA (Chapter 2Reasons for this DPIA), this report outlines the 

methodology followed to describe the processing activities from a Data Protection perspective and assess Data 

protection risks (Chapter 3). For this purpose, this section carried on with the list of all the relevant 

documentation leading to a good understanding of the legal context. It was therefore firstly referred to with all 

the applicable regulations and secondly, to all the relevant guidelines and opinion of the EDPB and the EDPS 

while taking also into account specific documents from eu-LISA. At the end of Chapter 3, the extension and the 

limits of this DPIA were finally outlined. 

In Chapter 4 ” General Description of the Data Processing Operation”, this report identifies the role (controller, 

processor, sub-processors, recipients) of the different organisations/entities involved in the data processing 

along with the different data subjects, data categories and the legal basis for the processing. The internal and 

external context of the organisations affecting the processing activities were also detailed in this chapter.  

In the next Chapter 5 ”Systematic Description of the Data Processing Operation, the report shows in a more 

detailed way the different processing activities to highlight the processing operations step by step. For a good 

understanding of the system, in this part, the report details what are the data flows (i.e. where data comes from 

and where it goes), what are the assets supporting those data, how the different steps inside a sub processing 

are organised and especially what is the objective of each step. Those important points have been synthesised 

in different flowcharts for a better understanding and visualisation. 

Then, Chapter 6 is dedicated to the assessment of the necessity and the proportionality of the processing 

activities. This analysis is made by referring to the ETIAS legal basis and to the information content in the ETIAS 
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feasibility study 4, to the EDPS relevant guidelines5 and Opinion6 and to the principles issued from EUCJ and 

ECHR case law.  

Chapter 7 ”Identify and Assess Risks” shows the risks assessment based on an extensive analysis on Data 

protection principles. The eu-LISA template originally included this section in the annex; however, in order to 

clearly show the process and methodology underlying the analysis and assessment of data protection risks, this 

section include information regarding compliance with the Data Protection principles in the main part of the 

report.   

In the following Chapter 8 ”Measures to Mitigate Identified Risks”, the report addressed only the significant and 

maximum risks thanks to mitigation measures from this DPIA’s knowledge base mitigation measures, from the 

EDPS and EDPB recommendations.  

Chapter 10 covers Conclusions and Recommendations including some specific recommendations to further 

mitigate those risks. 

Finally an Action Plan was proposed (Chapter 11 ”Action Plan”). 

  

                                                             
4 European Commission, Feasibility Study for a European Travel Information and Authorisation System 
(ETIAS) Final Report, 16 November 2016. 
5 EDPS, Assessing the necessity of measures that limit the fundamental right to the protection of personal 
data: A Toolkit, 11 April 2017 
6 EDPS, Opinion 3/2017 EDPS Opinion on the Proposal for a European Travel Information and Authorisation 
System (ETIAS), 6 March 2017 
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3. DPIA Methodology 
 

The methodology adopted for the drafting of the ETIAS DPIA is fully aligned with the guidelines provided by 

the EDPS – Accountability on the ground part I9 and part II10, as amended in July 2019 -   and by the Article 29 

Working Party- Guidelines on Data Protection Impact11. The approach adopted aims to respond to the specific 

characteristics of ETIAS, taking in account also the current situation and the potential future development of 

the System. 

The structure of this assessment tends to answer to the following questions:  

- Who does what?  

- For what reason?  

- How (with which means/support assets)?  

- What do we collect?  

- For how long? 

- Who has access to personal data? 

- What are the possible risks associated with each operation? 

- What are the most appropriate mitigation measures to reduce or eliminate the identified 

risks?12 

Thus, the general description of the system (Chapter 4) focuses on the roles (0), the internal (4.4) and the 

external (4.5) context, the lawfulness of the ETIAS processing operations. The systematic description shows in 

details, from a data protection perspective, the main steps of the processing activities (chapter 5). After the 

analysis of the necessity and proportionality of the processing activities (chapter 6Error! Reference source not 

found.),risks related to each step are described and assessed in chapter 7. Finally chapter 8 lists and describes 

the mitigation measures proposed to reduce/eliminate the risks. 

The DPIA is the result of a complex analysis process based on both legal and technical aspects. Given the early 

phase of the ETIAS design and development, the assessment is mainly focused on ETIAS regulation and 

implementing acts and the analysis is integrated with the technical elements currently available. In light of 

further development of the system new assessments may be required to update this DPIA. 

                                                             
9 EDPS, Accountability on the ground: Guidance on documenting processing operations for EU institutions, 
bodies and agencies. Accountability on the ground Part I: Records, Registers and when to do Data Protection 
Impact Assessments, v1.3 July 2019. 
10 Accountability on the ground Part II: Data Protection Impact Assessments & Prior Consultation, v1.3 July 
2019. 
11 Article 29 Working Party, Guidelines on Data Protection Impact Assessment (DPIA) and determining whether 
processing is "likely to result in a high risk" for the purposes of Regulation 2016/679, 13 October 2017. 
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this evaluation aims to respond to the specific characteristics of ETIAS. Therefore, some precise 

methodological choices have been made to clearly define the scope and limits of the analysis, taking into 

account the current situation and the potential future development of the system.  

DPIA is the result of a complex analysis process based on both legal and technical aspects. Given the early phase 

of the ETIAS development (the actual development of the system has not started yet). The assessment is 

mainly focused on ETIAS regulation and implementing/delegated acts and the analysis is integrated with the 

technical elements currently available. In light of further development of the system new assessments may be 

required to update this DPIA. 

The presence of multiple joint controllers obliges to clearly set the boundaries of the analysis of the impact of 

processing activities on personal data, in order to let each controller, implement this report or perform his own 

DPIA. In particular, ETIAS DPIA focuses on the processing activities for which eu-LISA is responsible as data 

controller. However, the responsibility given by the EU legislator to eu-LISA to design and develop ETIAS 

requires that the description (general and systematic) of processing activities is comprehensive (Chapter 4 and 

5).  

The complementarity between ETIAS and EES, which translates, among other things, into sharing the IT 

infrastructure for dialogue with the Carriers, imposes another limitation. This report does not investigate the 

details of the analysis of the dialogue infrastructure (Carrier Gateway and Secure Web service/webmail) since 

these aspects are the subject of a specific DPIA commissioned in the framework of EES. 

Furthermore, the analysis does not cover the processing of personal data within the framework of the test 

phase, since the data used are artificial and it would therefore be impossible to establish a violation of 

fundamental rights (Article 8 of the Charter of Fundamental Rights of the European Union).   

 

Outside of Scope 

1.  Further technical developments not available during drafting and not defined yet by Implementing and 

delegated acts; 

2.  Responsibilities of National Units as Data Controller for ensuring data protection in the processing activities 

in ETIAS Central System which are not supported by the technical design under the scope of this DPIA; 

3. Responsibilities of EBCGA/ETIAS Central Unit as Data Controller for ensuring data protection in the 

processing activities in ETIAS Central System which are not supported by the technical design under the scope 

of this DPIA;  

4.  Risk indicators for screening rules, since they shall be defined, established, assessed ex ante, implemented, 

evaluated ex post, revised and deleted by the ETIAS Central Unit after consultation of the ETIAS Screening 

Board; 

5. Europol responsibility to ensure data protection in the framework of processing activities related to the 

watchlist and to the consultation of ETIAS Central System which are not supported by the technical design 

under the scope of this DPIA; 

6. Dialogue infrastructures for carriers, since this topic falls on the scope of a dedicated DPIA; 

7. Testing phase, since the approach is to use fake test data; 

8. Interoperability components, since this topic falls on the scope of a dedicated DPIA;  
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4. General Description of the Data Processing Operation 

 

In this chapter we will focus on the description of the data processing, taking into account the legal basis 

provided by the ETIAS The Regulation.  

ETIAS system processes personal data of third country nationals exempt from the requirement to be in 

possession of a visa to enter the Schengen area. According to article 1 of The Regulation, the purpose of this 

processing is to enable consideration of” whether the presence of those third-country nationals in the territory 

of the Member States would pose a security, illegal immigration or high epidemic risk”. The process starts with 

the application made by a TCNS. A synthetic overview of the ETIAS system is reported in the following Figure 

1 : 

 

Figure 1 – ETIAS Synthetic overview 
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4.4. Internal context of the data processing in the 

organization 
 

The European Commission first introduced the idea of a ETIAS in April 2016 in the Communication "Stronger 

and Smarter Information Systems for Borders and Security" 19  and adopted the proposal 20  on 16 November 

2016. After negotiations with the European Parliament and the Council the ETIAS Regulation (EU) 

2018/1240 was adopted on 12 September 2018 and entered into force on 9 October 2018. 

ETIAS, once fully implemented, will enable the advance authorisation of visa-exempt travellers when crossing 

the external borders and will in particular impose a new check to be carried out by carriers to those travellers.  

While currently carriers only check whether visa-exempt travellers have a travel document, with ETIAS, carriers 

will also check whether they have a valid travel authorisation. Travellers will have to make an online application 

to obtain an ETIAS travel authorisation prior to travelling to the Schengen area. At check in, air and waterborne 

carriers, as well as carriers transporting groups overland by coach, will have to verify the status of the travel 

document required for entering the Schengen area, including verifying the validity of the ETIAS travel  

authorisation. The carrier will send a query to the carrier gateway and will receive an “OK/NOK” response. A 

carrier can still board a traveller that received a NOK answer at its own risk. 

Following the regulation 2018/1240, eu-LISA is to be considered a data Controller “in relation to information 

security management of the ETIAS Central System” (article 57) and a data processor in relation to the 

processing of personal data in the ETIAS Information System eu-LISA” (article 58). Moreover, eu-LISA has the 

responsibility to design and develop the architecture of the system including its communication infrastructure. 

Due to this specific legal provisions, the EDPS has assigned to eu-LISA the responsibility to perform a DPIA21. 

Therefore, it should be stressed that this DPIA report can help the European Border and Coast Guard Agency 

(EBCGA) and MS to identify risks related to the processing activities in which there are data controller. Thus, 

this document does not pretend to replace the specific risks assessments the EBCGA and MS must perform. 

Each actor should assess the specific data protection risks related to these data processing activities, based on 

their specific borders processing activities management in the light of the European regulations and their 

national implementation.  

In order to give a comprehensive description of the ETIAS processing activity, useful to prepare the assessment 
of the data protection impact, it is important to highlight two main aspects which show the complexity of the 

internal context in the organization, according to The Regulation: 
 

 the presence of multiple controllers (joint-controllers)  
 the interactions with other EU Information systems 

 

4.4.1. Joint controllers: 

 

According to article 57 of the Regulation purpose and means of ETIAS data processing are determined by, at 
least, 3 different controllers. European Border and Coast Guard Agency and National Units are to be considered 
controllers in relation to the processing of personal data in the ETIAS Central System; National Units competent 

                                                             
19 https://ec.europa.eu/home-affairs/sites/homeaffairs/files/what-we-do/policies/securing-eu-borders/legal-
documents/docs/20160406/communication_on_stronger_and_smart_borders_20160406_en.pdf 
20 https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=COM%3A2016%3A0731%3AFIN 
21 EDPS, Letter to eu-LISA DPO “ETIAS data protection impact assessment: preliminary guidance (case 2019-
0495)”, Brussels, 13th May 2020. 
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authorities are joint controllers in relation to the watchlist; eu-LISA is to be considered a controller in relation 
to information security management. 

As stated by EDPS in its guidelines22, the coexistence of multiple controller should not have a negative impact 

on the protection of the fundamental rights of data subjects. Therefore, “the data subject may exercise his or 

her rights under the Regulation (EU) 2018/1725 in respect of and against each of the controller”23 . 

In other words, the complexity of the internal organization laid down by the EU law, may not limit data subjects 

from exercising their rights under EUDPR, specifically regulated under Chapter III of Regulation (EU) 2018/1725 

(such as the rights of access and rights to rectification, to erasure, to data portability and to object to data 

processing).  

 

4.4.2. Interactions with other EU information systems 

 

eu-LISA oversees providing multiple Information systems on behalf of the Member States (MS) that were 

deemed essential for the implementation of the asylum, border management and migration policies within the 

EU.  

Currently managing the second-generation Schengen Information System (SISII), Eurodac (the Fingerprint 

data base for asylum applications) and the Visa Information System (VIS), eu-LISA also oversees the 

development of the Entry/Exit System (EES), the European Criminal Records Information System – Third 

Country Nationals (ECRIS-TCN) and the European Travel Information Authorisation System (ETIAS). 

Interoperability is a key component of the ETIAS data processing. This interoperability with other EU 

information systems should be enabled following the article 11 of The Regulation 

According to recital (77), ETIAS Regulation was adopted “in order to integrate this Regulation into the existing 

legal framework and to reflect the necessary operational changes for eu-LISA and the European Border and 

Coast Guard Agency, Regulations (EU) No 1077/2011 (1), (EU) No 515/2014 (2), (EU) 2016/399, (EU) 2016/1624 

(3) and (EU) 2017/2226 (4) of the European Parliament and of the Council should be amended”. 

Following article 11 of ETIAS Regulation, interoperability between the ETIAS Information System, other EU 

information systems and Europol data shall be established to enable the verification referred to in Article 20. 

The personal data in the applications shall be compared with the data present in a record, file or alert registered 

in an EU information system or database (the ETIAS Central System, SIS, the Visa Information System (VIS), 

the Entry/Exit System (EES) or Eurodac), in Europol data (..).  

Recital 58 of ETIAS regulation states that ECRIS-TCN would be automatically consulted when examining ETIAS 

applications. Therefore, the European Commission in its proposal stated that it was not necessary to further 

justify the necessity and proportionality of the extension of the scope of ECRIS-TCN 24 . EU Agency for 

Fundamental rights (FRA) expressed serious concerns about using “ECRIS-TCN data for immigration law 

enforcement purposes outside of criminal proceedings “25. EDPS correctly pointed out that the reference to 

ECRIS-TCN in Recital 58 of the ETIAS Regulation cannot be considered as sufficient to justify an expansion of 

                                                             
22 EDPS, EDPS Guidelines on the concepts of controller, processor and joint controllership under The Regulation (EU) 
2018/1725, 7 November 2019, p. 30.  
23 Article 28 (3) of The Regulation (EU) 2018/1725. 
24 See The European Commission package of ETIAS consequential amendments Substitute impact assessment, 

December 2018 pp 18-22. 
25 FRA, ‘Opinion of the European Union Agency for Fundamental Rights concerning the exchange of information on third -

country nationals under a possible future system complementing the European Criminal Records Information System’ 
(2015) 3 
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the ECRIS-TCN scope. Furthermore, article 20 of the ETIAS Regulation specifically – and exhaustively –lists the 

systems that ETIAS will query and for what reason. This list does not include the ECRIS-TCN.  

This DPIA aims to highlight once more the position expressed by EDP: “broadening of the use of an existing 

system would be difficult to reconcile with the purpose limitation principle, which is one of the key principles of 

data protection law” 26. However, it falls outside of the scope of this DPIA to make a judgement on the 

compliance of the legal basis with the data protection principles.  

 

4.5. External context of the organization and the data 

processing 

The external context of ETIAS plays a particularly important role given the complexity of this system in which 

multiple actors are involved in synergy.  

The preparatory work for ETIAS is the result of interactions with actors outside the agency. To ensure the 

greatest possible effectiveness of the system and to adapt the design to the needs and requirements of external 

stakeholders, within the constraints imposed by the European legislator, eu-LISA has conducted and continues 

to conduct periodic consultations and negotiation processes mainly with the member states and other EU 

agencies involved in the operation of ETIAS. 

Before explaining in detail how consultations with external actors have taken place so far and how they have 

been integrated into the drafting of this DPIA, it is also important to indicate which entities and organisations 

(other than EU institutions and member states) are involved in the functioning of ETIAS 

 

4.5.1. External organizations/entities involved: 

 
In the aim to achieve its scope, ETIAS data processing activities implies two main external (from EU) 

organizations/entities: 
 

 Carriers and 
 Interpol 

 

 Carriers 

The Use of ETIAS by carriers is defined by articles 45 and 46 of The Regulation: “[a]ir carriers, sea carriers and 

international carriers transporting groups overland by coach shall send a query to the ETIAS Information 

System in order to verify whether or not third-country nationals subject to the travel authorisation requirement 

are in possession of a valid travel authorisation” 27. All aspects related to the carrier gateway and the web 

services interface fall out of the scope of the present report, and are tackled by a specific DPIA performed in the 

framework of EES WS. 

 Interpol 

According to the article 12 of The Regulation, “[T]he ETIAS Central System shall query the Interpol Stolen and 

Lost Travel Document database (SLTD) and the Interpol Travel Documents Associated with Notices database 

(TDAWN). Any queries and verification shall be performed in such a way that no information shall be revealed 

                                                             
26  
27 Article 45 (1) of The Regulation. 
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5.2. Flowchart 

 

Following data flow diagram symbols are used to describe the different step in a dataflow: 

 

Start point of the data flow. The different actors 

starting the data flows are included in the start 

symbol. Actor can be a timer for some data flow, ie 

when a central system needs to periodically execute 

a data flow. One data flow can have more than one 

start point. 

 

End of the data flow. When you are in a sub data flow 

at the end you return and continue the process to the 

parent data flow. 

 

Action Step, action or set of actions on or using 

personal data’s 

 

Sub data flow, some data flow can trigger sub data 

flow, the current data flow is put on idle and wait that 

the sub data flow is finish to continue. 

 

Transfer of personal data to another actor(s). 

 

Notification to an actor including personal data. This 

notification process can be unsecure and are not 

under the control of EU-LISA ie send a mail to the 

TCN mail address. 

 

Personal data input or output point. 

 

Test, will redirect the dataflow to a specific path 

depending of some conditions. 

Table 19 flowchart diagram symbols 
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5.3.2. Application draft exists 

This step is a supporting operation to validate if the access request concerns a new application or an access to 

an existing draft. 

5.3.3. Collect data Eligibility 

Central System collect personal data as country to verify the applicant’s eligibility to obtain an ETIAS travel 

authorisation according to his/her nationality through the eligibility matrix verification (e.g.: country is not 

applicable; applicant has diplomatic passport) and concludes the applicant is not in the scope of ETIAS. 

5.3.4. Collect data 

Using public website and the app for mobile devices as defined in the Regulation (EU) 2018/1240 (Article 16) 

“the third-country nationals subject will submit a travel authorisation application form, to provide the data 

required in the application form in accordance with Article 17 and to pay the travel authorisation fee”. 

Personal data of the applicant: 

 surname (family name), first name(s) (given name(s)), surname at birth; date of birth, place of birth, 

country of birth, sex, current nationality, first name(s) of the parents of the applicant 

 other names (alias(es), artistic name(s), usual name(s)) if any 

 other nationalities 

 type, number and country of issue of the travel document 

 the date of issue and the date of expiry of the validity of the travel document 

 the applicant’s home address or, if not available, his or her city and country of residence 

 email address and, if available, phone numbers 

Risk R1: By not doing any mail validation at this stage there are a risk of mistake in the mail address used 

in future authentication process. This can allow unauthorised access to private data. Two-factors 

authentication as proposed by IA 2 using only mail address is not appropriate. 

 education (primary, secondary, higher or none) 

 current occupation (job group); where the application is subject to the manual processing in 

accordance with the procedure laid down in Article 26, the Member State responsible may in 

accordance with Article 27 request that the applicant provides additional information concerning his 

or her exact job title and employer or, for students, the name of their educational establishment; 

 Member State of first intended stay, and optionally, the address of first intended stay 

 for minors, surname and first name(s), home address, email address and, if available, phone number 

of the person exercising parental authority or of the applicant’s legal guardian  

 where he or she claims the status of family member referred to in point (c) of Article 2(1): 

 his or her status of family member 

 the surname, first name(s), date of birth, place of birth, country of birth, current nationality, home 

address, email address and, if available, phone number of the family member with whom the applicant 

has family ties 

 his or her family ties with that family member in accordance with Article 2(2) of Directive 2004/38/EC 

 in the case of applications filled in by a person other than the applicant, the surname, first name(s), 
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name of firm, organisation if applicable, email address, mailing address and phone number if available 

of that person; relationship to the applicant and a signed representation declaration. 

 In addition, the applicant shall provide answers to the following questions: 

o Whether he or she has been convicted of any criminal offence listed in the Annex over the 

previous 10 years and in case of terrorist offences, over the previous 20 years, and if so when 

and in which country 

o Whether he or she has stayed in a specific war or conflict zone over the previous 10 years and 

the reasons for the stay 

o Whether he or she has been the subject of any decision requiring them to leave the territory 

of a Member State or of any third countries listed in Annex II to Regulation (EC) No 539/2001 

or whether they were subject to any return decision issued over the previous 10 years. 

 

Regulation (EU) 2018/1240(article 17(6)) “Where the applicant answers affirmatively to any of 

the questions he or she shall be required to provide answers to an additional set of predetermined 

questions, The Commission shall adopt delegated acts to lay down the content and format of 

those additional questions and the predetermined list of answers to those questions.”, “The 

applicant shall provide the additional information or documentation directly to the ETIAS 

National Unit of the Member State responsible through the secure account service referred to in 

point (g) of Article 6(2)” 

 

COMMISSION DELEGATED DECISION specifying the content and format of the questions and laying down the 

additional set of predetermined questions pursuant to Article 17(5) and (6) of Regulation (EU) 2018/1240 of the 

European Parliament and of the Council, this act establishes the format and contents of the questions and 

answers pursuant to Article 17(5) of Regulation (EU) 2018/1240 as well as the additional set of predetermined 

questions and answers pursuant to Article 17(6) of that Regulation 

Subjects of the Question are concerning: 

• Criminal offences to be declared in the application form pursuant to Article 17(4)(a) 

• Stay in war or conflict zones to be declared in the application form pursuant to Article 17(4)(b) 

• Decisions taken against the applicant to leave a territory or return to be declared in the application 

form pursuant to Article 17(4)(c) 

To be able to save a draft, applicants shall provide their email address. 

The security of the public website and mobile application are laydown in article 6 of the public website 

implementing act.  

the public website and the app for mobile devices shall be designed and implemented to ensure, 

including as regards logging, the confidentiality, integrity and availability of the services and to 

ensure non-repudiation of transactions as referred to in the Commission Decision (EU, Euratom) 

2017/46 of 10 January 201712 and apply at least the following application security principles. 

 

5.3.5. Transfer  

The transfer between the browser or mobile application of the applicant and the web services is using Internet, 

as defined in Article 6(3) web service shall to the extent technically possible share and re-use the hardware and 
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software components of the EES web service referred to in Regulation (EU) 2017/2226. 

The ETIAS Central System, the NUIs, the web service, the carrier gateway and the 

communication infrastructure of ETIAS shall to the extent technically possible share and re-use 

the hardware and software components of the EES Central System, of the EES National Uniform 

Interfaces, of the EES web service and of the EES Communication Infrastructure referred to in 

Regulation (EU) 2017/2226. 

A secure internet access to the web service is used in article 13 of the Regulation (EU) 2017/2226 and should be 

used for the transfer of TCN personal data. 

5.3.6. Store or Submit Draft 

Application requester can choose between save a draft or submit the current application to process. 

5.3.7. Generation of the hyperlink 

This step is a supporting operation in the case of creation of a new draft to generate a unique hyperlink as define 

in the implementing act Public Web Site article 5(5)(c). This hyperlink cannot be considered as a personal data 

but have a important role to restrict the access an existing draft and related personal data. This hyperlink is 

valid for 48h.but no information is for the moment provided of the retention place. 

“(c) containing a unique hyperlink, valid for 48 hours, necessary for retrieving their application 

form containing their personal data.” 

5.3.8. Transmission of the hyperlink 

When an applicant creates a draft, the draft system will send a mail as define in the implementing act Public 

Web Site article 5(4) and 5(5). 

The mail will include a unique hyperlink, valid for 48 hours, necessary for retrieving their application form 

containing their personal data.  

5.3.9. Store Data (draft) 

Prior to submitting their application form, applicants shall be given the possibility to store, the personal data 

entered. Storage location are not clearly defined in the legal base. 

Risk R2: As the store location for the draft application, who contain personal data, is not yet clearly defined, risk 

as: storage limitation, security, purpose limitation, fairness and purpose limitation can occur. 

The storage of such data shall be compliant with Regulation (EU) 2018/1725. 

5.3.10. Store Data (log) 

During the collection phase (5.3.4) Central system will log Timestamp; IP address; Device information; these 

logs shall be stored for a period of two years and protected by appropriate measures against unauthorised 

access. No mention was found if a direct link can be done between the applicant draft and these logs. 

5.3.11. Completeness and coherence verification 

Central System performs a completeness and coherence verification on the mandatory data fields, following 

requirement describe in the implementing act on the mechanism, the procedures and the appropriate 

requirements for data quality compliance, pursuant to Article 74(5) of Regulation (EU) 2018/1240 of the 

European Parliament and of the Council. 
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5.3.12. TCN Submitting application 

TCN application is submitted to the submit dataflow to process the application request. 

5.3.13. Use mail address for authentication 

Using the mail enter during the creation of the draft and when requesting the storing of their data, applicants 

shall receive an email:  

(a) confirming the storing of their data;  

(b) informing that the data will be stored for a maximum of 48 hours; and  

(c) containing a unique hyperlink, valid for 48 hours, necessary for retrieving their application 

form containing their personal data. 

5.3.14. Access Restriction 

In order to access their personal data entered in the application form prior to submission, applicants shall use a 

two-factor authentication. 

The two-factor authentication shall consist of the following elements:  

(a) the unique hyperlink referred to in paragraph 5.3.7; 

(b) a unique code generated automatically upon each usage of the unique hyperlink. 

The unique code shall be sent to the email address referred to in paragraph 5.3.4. 

The unique code shall be usable once and shall expire after a short period of time. Sending a new unique code 

shall invalidate unique codes previously sent to the same applicant. 

5.3.15. Draft Consultation Alteration 

During the 48h, applicant can consult, alter and submit the draft, previous personal data stored in the draft is 

retrieve from the draft location. 

5.3.16. Draft Erasure 

The retention period for the draft is 48h, as define in the implementing act, will be stored for a maximum of 48 

hours. 

When a draft is submitted to the central system, the draft should be erased. 
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5.4.1. Request Fee 

According to the Regulation (EU) 2018/1240 (Article18) Travel authorisation fee, a travel authorisation 

fee shall be paid by the applicant for each application. The travel authorisation fee shall be waived for 

applicants under 18 years or above 70 years of age at the time of the application. The travel 

authorisation fee shall be charged in euros.  

5.4.2. Transfer To payment service provider(s) 

According to the Article 4, Fee collection process, of COMMISSION DELEGATED REGULATION (EU) 

of XXX Draft “on the payment methods and process for the travel authorisation fee, collection process 

and changes to the fee amount pursuant to Article 18(4) of Regulation (EU) 2018/1240 of the European 

Parliament and of the Council”. 

The ETIAS Central System shall generate and attribute a unique correlation identifier linked to that 

application form. That identifier shall be transmitted to the payment service provider(s). 

Upon creation of the application file, the ETIAS Central System shall record and store in the application 

file a reference to the successful payment of the travel authorisation fee and a unique number of the 

payment. In addition, the unique correlation identifier shall be deleted from the application file. 

Risk R3: The fact that the payment provider will receive a unique correlation identifier directly by the ETIAS 

CENTRAL SYSTEM give information concerning the future destination of the traveller. This information 

can be reused for targeted publicity. 

Risk R4: As they are not yet contract between EU Commission and the payment provider it is impossible 

to assess if the applicant could exercise their rights with these payment providers.  

5.4.3. Check Previous Application 

Regulation (EU) 2018/1240 Article19(4) the ETIAS Central System shall determine whether the 

applicant already has another application file in the ETIAS Central System by comparing the data 

referred to in point (a) of Article 17(2) with the personal data of the application files stored in the ETIAS 

Central System. In such a case, the ETIAS Central System shall link the new application file to any 

previous existing application file created for the same applicant. 

5.4.4. Mail Notification 

Central System creates an application draft, assigns the state of to the application and sends an email 

with a certified digital signature to the email address provided, containing a link to the application 

form draft by using the email template 

5.4.5. Store data 

During the collection phase (5.3) Central system will log Timestamp; IP address; Device information; 

these logs shall be stored for a period of two years and protected by appropriate measures against 

unauthorised access. No mention was found if a direct link can be done between the applicant and 

these logs. 

Application file shall be stored in the ETIAS Central System and applicant’s data referred to in points 

(a) to (e) of Article 17(2) of Regulation (EU) 2018/1240 shall be stored/updated in the Common Identity 

Repository (CIR). 

Risk R5 and R6: Regulation (EU) 2018/1725 chapter III define rights for the data subject. Collecting 

information as time stamp, IP address or device information without a clear consent of the data subject is 

not compliant with these rights. 



 

67 

5.4.6. Automated Processing 

The ETIAS Central System compares the TCN relevant data to the data present in a record, file or alert 

registered in the ETIAS Central System, SIS, the EES, VIS, Eurodac, Europol data and Interpol SLTD 

and TDAWN databases. If records are found in those DBs, this process will return one or several hits. 

This sub process is described in chapter 5.5 

5.4.7. Manual Processing (Human Hit Verification) 

Where the automated processing pursuant to Article 20(2) to (5) reports one or several hits the ETIAS 

Central System shall automatically consult the ETIAS Central Unit. This sub process is described in 

chapter 5.6 

5.4.8. Store Decision 

Central System saves the application file, the date of the decision, the validity period of the travel 

authorisation; 

In case of application is being manually processed and accepted, the following activity logs are stored: 

NUI user; timestamp; application ID; state of application; reason(s) for final decision; the reference to 

ETIAS NU of the MS that issued the travel authorisation; flag(s), if applicable; additional information 

submitted/uploaded to the flag; commencement date of the travel authorisation; expiry date of the 

travel authorisation. 

In case of application is being manually processed and refused, the following activity logs are stored: 

NUI User; timestamp; application ID; state of application; reason for rejection; reason(s) for final 

decision; the reference to ETIAS NU of the MS that refused the travel authorisation 

In case of application is being automatically processed with no hit identified, the following activity logs 

are stored: 

Timestamp; application ID; state of application file; commencement date of the travel authorisation; 

expiry date of the travel authorisation 

 

As defined in the Regulation (EU) 2018/1240 RETENTION AND AMENDMENT OF DATA Article 54 data 

retention: 

1. Each application file shall be stored in the ETIAS Central System for: 

(a) the period of validity of the travel authorisation; 

(b) five years from the last decision to refuse, annul or revoke the travel authorisation in accordance 

with Articles 37, 40 and 41. If the data present in a record, file or alert registered in one of the EU 

information systems, Europol data, the Interpol SLTD or TDAWN databases, the ETIAS watchlist, or 

the ETIAS screening rules giving rise to such a decision are deleted before the end of that five-year 

period, the application file shall be deleted within seven days from the date of the deletion of the data 

in that record, file or alert. For that purpose, the ETIAS Central System shall regularly and 

automatically verify whether the conditions for the retention of application files referred to in this 

point are still fulfilled. Where they are no longer fulfilled, it shall delete the application file in an 

automated manner. 

Applicants can give their consent for the storage of their applicat ion file data in the ETIAS Central 

System for an additional period of no more than three years from the end of the validity period of the 

travel authorisation, for the purpose of facilitating a new application after the expiry of the validity 
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5.5.1. Compare Data 

Central System receives an application file and compares information to verify against EU information systems, 

Europol data and Interpol databases through the ESP: 

a.    whether the travel document used for the application corresponds to a travel document reported lost, 

stolen, misappropriated or invalidated in SIS; 

b.    whether the travel document used for the application corresponds to a travel document reported lost, 

stolen or invalidated in the SLTD; 

c.    whether the applicant is subject to a refusal of entry and stay alert entered in SIS; 

d.    whether the applicant is subject to an alert in respect of persons wanted for arrest for surrender purposes 

on the basis of a European Arrest Warrant or wanted for arrest for extradition purposes in SIS; 

e.    whether the applicant and the travel document correspond to a refused, revoked or annulled travel 

authorisation in the ETIAS CS; 

f.    whether the data provided in the application concerning the travel document correspond to another 

application for travel authorisation associated with different identity data referred to in point (a) of Article 

17(2) of Regulation (EU) 2018/1240 in the ETIAS CS; 

g.    whether the applicant is currently reported as an overstayer or whether he or she has been reported as an 

overstayer in the past in the EES; 

h.    whether the applicant is recorded as having been refused entry in the EES; 

i.    whether the applicant has been subject to a decision to refuse, annul or revoke a short stay visa recorded in 

VIS; 

j.    whether the data provided in the application corresponds to data recorded in Europol data; 

k.    whether the applicant is registered in Eurodac; 

l.    whether the travel document used for the application corresponds to a travel document recorded in a file 

in TDAWN; 

m.    in cases where the applicant is a minor, whether the applicant’s parental authority or legal guardian: 

     i.     is subject to an alert in respect of persons wanted for arrest for surrender purposes on the basis of a 

European Arrest Warrant or wanted for arrest for extradition purposes in SIS; 

     ii.    is subject to a refusal of entry and stay alert entered in SIS; 

n.    whether the applicant corresponds to a person whose data is recorded in the ECRIS-TCN for terrorist 

offences and other serious criminal offences 

o.    whether the applicant is the subject of one of the following alerts in SIS: 

     i.    an alert on missing persons; 

     ii.    an alert on persons sought to assist with a judicial procedure; 

     iii.    an alert on persons for discreet checks or specific checks. 

The Central System verifies whether the applicant has replied affirmatively to any of the background questions 

and whether the applicant has not provided a home address but only his city and country of residence; 

Following article 20 (4) the ETIAS Central System shall compare the relevant data referred to in points (a), (aa), 

(b), (c), (d), (f), (g), (j), (k) and (m) of Article 17(2) and in Article 17(8) to the data present in the ETIAS watchlist 

referred to in Article 34. 

(a) surname (family name), first name(s) (given name(s)), surname at birth; date of birth, place of birth, sex, current 

nationality;  

(aa) country of birth, first name(s) of the parents of the applicant;   

(b) other names (alias(es), artistic name(s), usual name(s)), if any;  

(c) other nationalities, if any;  
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(d) type, number and country of issue of the travel document; 

 (f) the applicant’s home address or, if not available, his or her city and country of residence;  

(g) email address and, if available, phone numbers; 

 (j) Member State of first intended stay, and optionally, the address of first intended stay;  

(k) for minors, surname and first name(s), home address, email address and, if available, phone number of the 

person exercising parental authority or of the applicant’s legal guardian; 

(m) in the case of applications filled in by a person other than the applicant, the surname, first name(s), name 

of firm, organisation if applicable, email address, mailing address and phone number if available of that person; 

relationship to the applicant and a signed representation declaration. 

(Article 17, (8) ) IP address from which the application form was submitted 

Following article 7 (2) (c), 9 (a) and 33 (6), the Central System compares the following data to the specific risk 

indicators “defined, established, assessed ex ante, implemented, evaluated ex post, revised and deleted by the 

ETIAS Central Unit after consultation of the ETIAS Screening Board”. As per article 20 (5) ETIAS Central System 

shall compare the relevant data referred to in points (a), (aa), (c), (f), (h) and (i) of Article 17(2) to the specific risk 

indicators referred to in Article 33 : 

(a) surname (family name), first name(s) (given name(s)), surname at birth; date of birth, place of birth, sex, current 

nationality;  

(aa) country of birth, first name(s) of the parents of the applicant;  

(c) other nationalities, if any;  

(f) the applicant’s home address or, if not available, his or her city and country of residence;  

(h) education (primary, secondary, higher or none); 

(i) current occupation (job group); where the application is subject to the manual processing in accordance with 

the procedure laid down in Article 26, the Member State responsible may in accordance with Article 27 request 

that the applicant provide additional information concerning his or her exact job title and employer or, for 

students, the name of their educational establishment; 

Risk R21 : TCN Personal Data will be compared with specific risk indicators defined by the ETIAS Central Unit and 

ETIAS Screening Board art (7) & art(9), ETIAS Central Unit. Wrong technical implementation, testing or 

maintenance of the risks indicator (as per art (74)) could lead to discrimination and profiling of the data subjects. 

 

5.5.2. Consolidated Result 

If Automated processing reports no hit then system issues a travel authorisation automatically, otherwise a 

Manual processing starts (see paragraph 5.6). 

5.5.3. Store Data 

Central System will og the automated processing activity, it will record following information: Timestamp and 

searched data. It will also log the usage of the ESP by the ETIAS Central System. 
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5.6.1. Retrieve hit information 

The ETIAS Central Unit shall have access to the application file and any linked application files, as well as to all 

the hits triggered during automated processing pursuant to Article 20(2) to (5) and to the information identified 

by the ETIAS Central System under Article 20(7) and (8). 

5.6.2. Hit assessment (CU) 

The ETIAS Central Unit verify whether the data recorded in the application file correspond to one or more of 

the following: 

a) the specific risk indicators referred to in Article 33; 

b)  the data present in the ETIAS Central System, including the ETIAS watchlist  

c) the data present in one of the EU information systems that are consulted 

d) Europol data 

e) the data present in the Interpol SLTD or TDAWN databases. 

 

Specific SIS case is explained in next chapter 5.6.3 .Transfer to Sirene Bureau 

Where the data do not correspond, and no other hit has been reported during automated processing, and where 

the examination of an application indicates that there are no factual indications or reasonable grounds based 

on factual indications to conclude that the presence of the person on the territory of the Member States poses 

a security, illegal immigration or high epidemic risk, the ETIAS Central Unit shall delete the false hit from the 

application file and the ETIAS Central System shall automatically issue a travel authorisation 

Where hits are identified, the tool referred to in Article 11 of the ETIAS consequential amendment, shall make 

temporarily available the results in the application file to the ETIAS Central Unit, until the end of the manual 

process pursuant to Article 22(2) and Article 23(2).  

Where the data made available correspond to those of the applicant or where doubts remain, the unique ID 

code of the data having triggered a hit shall be kept in the application file and the ETIAS National Unit of the 

Member State responsible shall be consulted. 

5.6.3. Transfer to Sirene Bureau 

Where the comparison with SIS reports one or several hits, the ETIAS Central System shall send an automated 

notification to the ETIAS Central Unit. The ETIAS Central Unit shall verify whether the applicant’s personal  data 

correspond to the personal data contained in the alert having triggered that hit and if a correspondence is 

confirmed, the ETIAS Central System shall send an automated notification to the SIRENE Bureau of the 

Member State that entered the alert. The SIRENE Bureau concerned shall further verify whether the applicant’s 

personal data correspond to the personal data contained in the alert having triggered the hit and take any 

appropriate follow-up action. 

The notification provided to the SIRENE Bureau of the Member State that entered the alert shall contain the 

following data: 

(a) surname(s), first name(s) and, if any, alias(es); 

(b) place and date of birth; 

(c) sex; 
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(d) nationality and, if any, other nationalities; 

(e) Member State of first intended stay, and if available, the address of first intended stay; 

(f) the applicant’s home address or, if not available, his or her city and country of residence; 

(g) travel authorisation status information, indicating whether a travel authorisation has been issued, refused 

or whether the application is subject to manual processing pursuant to Article 26; 

(h) a reference to any hits obtained in accordance with paragraphs 1 and 2, including the date and time of the 

hit 

5.6.4. Hit assessment (NU) 

Where one or several Member States are identified as having entered or supplied the data having triggered a 

hit, the ETIAS Central Unit shall notify the ETIAS National Unit of the Member State(s) involved, thereby 

launching a consultation process between them and the ETIAS National Unit of the Member State responsible. 

The ETIAS National Units of the Member States consulted shall have access to the application file for the 

purpose of the consultation. 

The ETIAS National Unit of the Member States consulted shall provide a reasoned positive opinion on the 

application; or provide a reasoned negative opinion on the application. The positive or negative opinion shall 

be recorded in the application file by the ETIAS National Unit of the Member State consulted. 

Where the ETIAS National Unit of the Member State responsible deems the information provided by the 

applicant in the application form to be insufficient to enable it to decide whether to issue or refuse a travel 

authorisation, it may request additional information, documentation from the applicant, or request an 

interview as describe in chapter 5.6.6 & 5.6.7. 

Risk R8: Inadequate and incomplete Information to the data subject on the processing activity. Data subject has no 

notification of his/her data transfer to the MS competent authorities. This could affect the effective exercise of 

his/her right of appeal. Fairness and transparency principles are potentially compromised. 

5.6.5. Store Data (File for Extraction) 

The Software as describe in Article 4(g) of the IA831 should implement a functionality making automatically 

available a file for extraction with the following data from the application file:  

 ‘surname (family name)’, ‘first name(s) (given names))’, ‘surname at birth’  

 ‘date of birth’, ‘place of birth’,  

 ‘current nationality’, ‘country of birth’,  

 ‘the type, number and country of issue of the travel document’, [and the unique ID code of the data 

having triggered a hit in the queried EU information systems of Article 20(2) of that Regulation], 

enabling retrieving the record, file or alert having triggered the hit in the queried EU information 

systems and where additional information related to the hit in an EU information system referred to 

in that Article is stored in a national system or a database, to consult that national system or a database 

supporting the assessment of the security or illegal immigration risk. 

Risk R9: The fact that personal data can be extracted from the ETIAS Central System can lead at disclosure of 

personal data. User should be duly trained and aware about the risk. 

                                                             
31 COMMISSION IMPLEMENTING DECISION (EU) …/… of XXX on measures for accessing, amending, erasing and 
advance erasing of data in the ETIAS Information System, pursuant to Article 73(3)(b) of Regulation (EU) 
2018/1240 of the European Parliament and the Council 
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5.6.6. Collect Data (Additional) 

As described in Regulation (EU) 2018/1240 Article27 the ETIAS National Unit of the Member State responsible 

shall request additional information or documentation upon the request of a Member State consulted in  

accordance with Regulation (EU) 2018/1240 (Article 28)  

Specific Delegation decision “COMMISSION DELEGATED DECISION (EU) …/… of XXX specifying the content 

and format of the predetermined list of options to be used for the purpose of requesting additional information 

or documentation pursuant to Article 27(3) of Regulation (EU) 2018/1240 of the European Parliament and of the 

Council establishes the format and content of the predetermined list of options to be used for the purpose of 

requesting additional information or documentation pursuant to Article 27(3) of Regulation (EU) 2018/1240.” 

define the list of option and document who can be asked to the applicant 

Some of the options should be considered as sensitive ie: a copy of a court order/judgment or any other relevant 

document concerning the validity or the cancellation of the SIS refusal of entry and stay, illness, health 

certificate(s), vaccination certificate(s), hospital invoice(s) or other documents proving a hospital stay, judicial; 

police certificate(s); judicial invitations(s), court orders or judgments. 

Applicant can use the website or mobile application to provide the additional information or documentation. 

The secure account service System runs a virus scan for the provided answers and uploaded documents to 

perform a security control. 

Where a positive reply is provided for any of the criminal offences and the additional question, the applicant 

shall be presented with clear instruction and a predetermined list of additional questions for which the applicant 

shall be required to answer using a free text field for each additional question. 

Risk R11: In the framework of the manual processing, usage of free text additional information given by the 

applicant can induct semantic errors. Quality criteria can be not sufficient and produce negative impacts on TCNs 

fundamental rights (article 27 of the Regulation; article 2 (3) (d) and (4), article 3, (3) and (4),article 4 (3),article 6 of 

the DA 7). 

5.6.7. Collect Data (Interview) 

Regulation (EU) 2018/1240 Article 27(4) In exceptional circumstances and as a last resort after processing the 

additional information or documentation, when serious doubts remain regarding the information or 

documentation provided by the applicant, the applicant may be invited via email for an interview at a consulate 

in his/her country of residence. The reason for requesting an interview shall be recorded in the application file. 

For the purpose of the interview, the ETIAS National Unit of the Member State responsible shall indicate the 

elements to be addressed by the interviewer. Those elements shall relate to the reasons for which the interview 

was requested. Following the interview, the interviewer shall issue a reasoned opinion for his or her 

recommendations. The elements addressed and the opinion shall be included in a form to be recorded in the 

application file on the same day as the date of the interview. Under some conditions defined in the Regulation 

(EU) 2018/1240 (Article (28(4))), the applicant shall be offered the possibility to conduct the interview by remote 

means of audio and video communication. The remote means of audio and video communication shall  ensure 

an appropriate level of security and confidentiality 

The COMMISSION IMPLEMENTING DECISION (EU) …/… of XXX on the requirements for the means of audio 

and video communication for the interview pursuant to Article 27(5) Regulation (EU) 2018/1240 define the 

requirements for the means of audio and video communication including data protection, security and 

confidentiality. 

5.6.8. Decide on the hit 

As defined in the Regulation (Article36) 
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5.7.1. Authentication 

The Regulation (Article59(b)) defined that unauthorised persons cannot have an access to the secure web 

service, the email service, the secure account service, the carrier gateway, the verification tool for applicants 

and the consent tool for applicants; 

In order to request access, rectification, completion or erasure of personal data, applicants shall have access to 

the public tools as well as to specific sections through the public website/mobile application after a 2-factor 

authentication process as defined in the implementing decision laying down detailed rules on the operation of 

the public website and the app for mobile devices.  

The two-factor authentication shall consist of the following elements: 

1. The applicants shall receive an email containing a unique hyperlink.  

2. A unique code generated automatically upon each usage of the unique hyperlink  

3. The unique code shall be sent to the email address of the applicant. 

4. The unique code shall be usable once and shall expire after a short period of time. Sending a new 

unique code shall invalidate unique codes previously sent to the same applicant 

During the authentication phase, following personal data can be required:  

- travel document number;  

- country issuer of the travel document;  

- date of issue and of expiry date of the travel document; 

- first names of both parents. 

5.7.2. Store Data (Auth) 

When an applicant wants to use the authentication system, the following personal data are stored in the Central 

System:  

- Timestamp; IP address; 

- Device information; 

- Status of response.  

When authentication succeeds, authentication data is logged in the central database. These logs shall be stored 

for a period of two years and should be protected by appropriate measures against unauthorised access. A 

particular attention shall be given to the application logs and the secure mail service. 

Risk R10: Regulation (EU) 2018/1725 chapter III define rights for the data subject. Collecting information 

as time stamp, IP address or device information without a clear consent of the data subject is not 

compliant with these rights. 

 

5.7.3. Consent 

This part of the data flow is based on the Regulation Article54(2). To ease the creation of a new travel 

authorisation after the expiry of the validity period of an ETIAS travel authorisation, the application file may be 

stored in the ETIAS Central System for an additional period of no more than three years from the end of the 
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validity period of the initial travel authorization. 

The delegated acts COMMISSION DELEGATED DECISION of XXX defines the tool enabling applicants to give 

or withdraw their consent for an additional retention period of their application, pursuant to Article 54(2) of the 

Regulation of the European Parliament and of the Council. 

5.7.4. Store data (Consent) 

Prior to giving the consent, the applicant shall have access to a read-only version of the application form and 

the personal data submitted, a read-only version of additional documentation or information submitted, a 

read-only version of data added to the application file following the decision to issue the travel authorisation. 

When consent is given, the application form containing the personal data will be stored in the ETIAS Central 

System. 

The consent tool shall also keep activity logs, containing the value of tick box giving or withdrawing consent. 

Activity logs of the tool shall be copied to the Central System. They shall be stored for no longer than one year 

after the end of the extended retention period of the application file, before being automatically deleted. 

5.7.5. Remove data (Consent) 

The applicant may withdraw his or her consent at any time, in accordance with Article 7(3) of Regulation (EU) 

2016/679. If the applicant withdraws consent, the application file shall automatically be erased from the ETIAS 

Central System. 

5.7.6. Report abuse 

As defined in the Regulation Article 15(5), applicant must be able to report abuse by the commercial 

intermediaries who submitted the application on his or her behalf. The form to report the abuse shall be made 

accessible via the dedicated public website or via the app for mobile devices.  

 

5.7.7. Collect Data (abuse) 

Following the IA 1 concerning the reporting of abuses committed by commercial intermediaries, the free text 

report submitted by the traveller “ shall not collect any personal data  “32. Moreover, the article 1 (a) of the IA 1 

annex foreseen an introductory notice at the beginning of the form : 

“1 Introduction  

(a) The following introductory notice is to appear at the beginning of this form: 

“… Please do not insert any personal data in this form, whether they are yours or those of any other person.”  33  

In addition, the same legal basis provides that the traveller is required to double check that no personal data 

have been entered in the free text space  : 

                                                             
32 Commission implementing regulation (EU) on the reporting of abuse by commercial intermediaries providing 
application services for travel authorisation under Regulation (EU) 2018/1240 of the European Parliament and 
of the Council, Recital (5) :  “ In order to ensure that applicants are adequately informed of the nature and 
purpose of the reporting facility, the form should clarify that the reporting system is for monitoring purposes, it 
shall not collect any personal data and does not constitute a channel for appealing decisions on applications, or 
as a substitute for the pursuit of remedies under administrative, civil or criminal law.” 
33 Annex to the Commission Implementing Regulation on the reporting of abuses pursuant to Article 15(5) of 
Regulation (EU) 2018/1240 of the European Parliament and the Council, article 1 (a). 
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“Prior to submission, the applicant must be offered the possibility to confirm: 

(iii) the applicant is informed that no personal data should be included in the report and where personal data 

are nonetheless provided consents that the data will be redacted”34. 

Thus, although the above-mentioned legal provisions considerably reduce the likelihood of risks related to the 

collection of personal data in free text spaces, it is not possible to exclude that the TCN includes personal data 

in its free text report, especially in the field indicated in point 4 of the annex of IA 1, named “Description and 

consequences of abuse”. 

In addition to this information, the applicant must be offered the possibility to upload documents (if available) 

these one can also contained personal data35. 

Although the legal basis prevents it, 

Therefore, since the legal basis does not provide any information on the method used to identify and “redact”36 

possible personal data from the free text, the following risk should be raised : 

Risk R13:  The free text space and supporting documents of the reporting of abuse may contain personal data. 

This could affect the traveller's fundamental right to the protection of personal data, exposing the data subject 

to processing of data beyond the scope and without fairness. 

 

5.7.8.  Transfer abuse to Central Unit 

The ETIAS Central Unit will monitor, process and analyse all reports of abuses. 

Once a year, the ETIAS Central Unit shall submit a report to the Commission, including an anonymised 

description of the abuses reported, similarities between the cases, recurrences, trends and characteristics and 

an overview of the actions taken to adapt the information to the general public and applicants. 

5.7.9. Store Data (abuses from commercial intermediaries) 

Abuse Personal data reports will be stored in the central system but the retention period of this information is 

not clearly defined in the regulation. 

Risk R14: Article 54 and 69 define the retention period for the travel authorisation and the logs. No retention period 

is defined in the legal base or in the architecture or business document concerning the personal data contained in 

the abuse from commercial field. Store for long period personal data create risks and are not in the sense of the 

Regulation 2018/1725. 

5.7.10. Access, Rectification, Completion, Erasure 

As defined in the Regulation Article 64, Right of access to, of rectification, of completion, of erasure of personal 

data and of restriction of processing, and in order to exercise their rights, any applicant shall have the right to 

address him or herself to the ETIAS Central Unit or to the ETIAS National Unit responsible for his or her 

application (Article 64 (2)). The unit that receives the request shall examine and reply as soon as possible, and 

at the latest within 30 days. 

                                                             
34 Annex to the Commission Implementing Regulation on the reporting of abuses pursuant to Article 15(5) of 
Regulation (EU) 2018/1240 of the European Parliament and the Council, article 7 (i ii).  
35 Annex to the Commission Implementing Regulation on the reporting of abuses pursuant to Article 15(5) of 
Regulation (EU) 2018/1240 of the European Parliament and the Council, article 6. 
36 Ibidem. 
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5.8.1. Prerequisite 

Per article 35(1) (letter a) and c)) of the Regulation: 

“Before Europol or a Member State enters data into the ETIAS watchlist, it shall: 

a.determine whether the information is adequate, accurate and important enough to be included in 

the ETIAS watchlist; 

b.assess the potential impact of the data on the proportion of applications manually processed; (will 

be developed in chapter 5.8.3).  

c.verify whether the data correspond to an alert entered in SIS”; 

 

5.8.2. Collect Data 

Europol and Member State National Unit can, as defined in the Regulation (Article 34), create a ETIAS watchlist 

entry composed of data consisting of one or more of the following items: 

(a) surname; 

(b) surname at birth; 

(c) date of birth; 

(d) other names (alias(es), artistic name(s), usual name(s)); 

(e) travel document(s) (type, number and country of issuance of the travel document(s)); 

(f) home address; 

(g) email address: 

(h) phone number; 

(i) the name, email address, mailing address, phone number of a firm or organization; 

(j) IP address. 

If available, the following items of data shall be added to the related items constituted of at least one of the 

items of data listed above: first name(s), place of birth, country of birth, sex and nationality. 

Until the conditions of Article 35(1)(a) to (c) of the Regulation have been met (determine whether the 

information is adequate, accurate and important enough to be included in the ETIAS watchlist, verify whether 

the data correspond to an alert entered in SIS), data entries shall be saved as drafts. Drafts saved for more than 

14 calendar days shall be automatically deleted. 72 hours before the deletion, the ETIAS Central System shall 

send an automatic notification to the competent authorities within the ETIAS National Units or Europol having 

prepared the draft informing them that the draft shall be automatically deleted. 

The secure technical solution shall be designed and implemented to ensure the confidentiality of the data as 

defined in the Watchlist Implementing Act Article 7. “encryption in transit” and “encryption at rest” must be use 

to add an additional layer of protection preventing unauthorized access. 

Risk R17: Interception of watchlist entry due this sensitive information can have a huge impact on the fundamental 

right of the data subject. To mitigate the risk strong encryption in transit and at rest should be used. A clear decision 

on this protocol should be done and analysed to avoid confidentiality risks. 
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5.8.3. Impact Assessment 

Each data entry shall be saved as a draft until it has been established that is deemed adequate, accurate and 

important enough to be included in the ETIAS watchlist, and the data do not correspond to an alert entered in 

SIS. 

As defined in the  Regulation (Article 35(1b)) 37 Europol or a Member State National Unit shall assess the 

potential impact of the data on the proportion of applications manually processed. Europol or a Member State 

National Unit are able to create an active entry in the ETIAS watchlist only when the result of the impact 

assessment tool reports a low impact. 

As described in Watchlist Implementing Act Article 5(5)  

To assess the level of impact an entry would have on the number of applications to be manually processed, the 

impact assessment tool shall perform automatic queries in exact mode on the following data fields of Article 

17(2) of that Regulation: 

a. ‘place of birth’, ‘sex’, ‘current nationality’ of the data field (a); 

b. ‘country of birth’ of the data field (aa); 

c. ‘type’, ‘number’ and ‘country of issue of the travel document’ of the data field (d); 

d. ‘phone number’ of the data field (g); 

e. ‘phone number’ of the data field (m). 

For the data field of Article 17(8) of the Regulation, the automatic queries shall be performed by default in exact 

mode while for following data fields of Article 17(2) of that Regulation, the automatic queries shall be performed 

by default in inexact mode: 

a. ‘surname’, ‘surname at birth’, ‘date of birth’, ‘first name(s)’ of the data field (a), 

b. ‘home address’ of the data field (f); 

c. ‘email address’ of the data field (g); 

d. ‘name of firm or organisation’, ‘email address’, ‘mailing address’ of the data field (m). 

The default search mode applicable to the fields of the previous paragraph can be changed from an inexact 

mode of the search to an exact mode or vice-versa at the time of entering the data. The selected mode will be 

applicable for the impact assessment as well as for the queries referred to in Watchlist Implementing Act Article 

7. 

For the purpose of monitoring and for assessing the effectiveness of the impact threshold, the number of 

impact assessments made as well as an indication of the result of those impact assessments shall be recorded. 

This indication shall enable to distinguish between the low and high levels of impact as well as the figures 

expressing this impact. The content itself of the entries shall never be recorded for the purposes of this 

paragraph. 

Risk R16: Not appropriate use of the impact assessment tool by National competent authorities could lead to 

discrimination (generic research made in not-exact mode). By example it checks if they are some difference in the 

impact for applicant using not exact mode ( city or another one, sex… ). 

                                                             

37 Regulation EU 2018/1240 Article 35 (1b) : “Before Europol or a Member State enters data into the ETIAS 

watchlist, it shall: (..) 

b) assess the potential impact of the data on the proportion of applications manually processed; (..)” 
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5.8.4. Process Data 

When the potential impact of the data on the proportion of applications manually process is low, the draft 

information should be replaced by a new activated entry in the watchlist. 

5.8.5. Store Data 

All data entered shall be completed with: a national identifier allowing Member States or Europol to correlate 

the watchlist entry and their records; and the start and end date of the validity of the watchlist entry. 

The watchlist entry is stored in the watchlist database, the storage limitation (retention period) is the 

responsibility of the member states and Europol. 

The system records activity logs: User, Timestamp and State of data entry. 

The watchlist, the impact assessment tool and the secure technical solution shall keep activity logs containing, 
at least: 

- date and time of access; 

- the national authority or Europol; 

- the result of the impact assessment referred to in Article 6; 

- amendments and erasure of data operations; 

- automatic deletions of drafts of Article 3; 

Data contained in the watchlist shall not be logged. 

Activity and document logs of the watchlist, the impact assessment tool and the secure technical solution shall 

be stored in the ETIAS Central System.  

5.8.6. Start Timer (Central System) 

Central System must validate if some watch list entries, drafts or logs should be deleted or will be deleted. 

5.8.7. Check Data & Delete Data 

An entry in the watchlist shall be automatically deleted once reaching the validity date. 

Drafts saved for more than 14 calendar days shall be automatically deleted.  

The logs shall be automatically deleted three years after the deletion of the corresponding watchlist entry. 

5.8.8. Check Notification & Automatic Notification 

72 Hours before the deletion, the ETIAS Central System shall send an automatic notification to the competent 

authorities within the ETIAS National Units or Europol having prepared the draft informing them that the draft 

shall be automatically deleted. 
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5.9.3. Collect Data 

The ETIAS NU and Europol will send a new version of the watchlist entry in case of amendment or the id of this 

entry if it should be deleted. According to the ETIAS Business Process Model the updated watchlist entry will 

be saved as a draft and continue the data flow. 

5.9.4. Process Data 

As defined in the Regulation (Article 35(1b)) Europol or a Member State National Unit shall assess the potential 

impact of the data on the proportion of applications manually processed. Europol or a Member State National 

Unit are able to enter record in the ETIAS watchlist only when the result of the impact assessment tool reports 

a low impact. Detail of impact assessment can be found in Chapter 5.8.3. 

When the potential impact of the data on the proportion of applications manually process is low, the draft 

information should be replaced by a new activated entry in the watchlist. 

 

The system records following activity logs: the national authority or Europol: 

- Timestamp; 

- Draft ID; 

- Impact assessment results (High, Low); 

- Amendments and erasure of data operations.  

5.9.5. Store/Delete Data 

The amended watchlist entry is stored in the watchlist database, the storage limitation (retention period) is the 

responsibility of the MS, depending on specific policies, and on Europol. 

Drafts saved for more than 14 calendar days shall be automatically deleted. 

In case of erasure of entry, the data entry is deleted immediately. 

ETIAS NU or Europol has 48h to complete the one-year review in the watchlist DB after the notification. In case 

of no action, the watchlist entry will be deleted automatically. 

Risk R16: As a draft can be stored for 14 calendar days, mixing draft and active record can be a risk, since over no 

clear location is defined for draft storage. 
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5.10.1. Prerequisite 

Concerning the access to the ETIAS Personal Data’s by the Member’s state, the Regulation (Article 50): 

Member States shall designate the authorities which are entitled to request consultation of data recorded 

in the ETIAS Central System in order to prevent, detect and investigate terrorist offences or other serious 

criminal offences 

Each Member State shall also designate a central access point which shall have access to the ETIAS Central 

System. The central access point shall verify that the conditions to request access to the ETIAS Central 

System laid down in the Regulation (Article 52) are fulfilled. 

At national level, each Member State shall keep a list of the operating units within the designated 

authorities that are authorised to request a consultation of data stored in the ETIAS Central System 

through the central access points. Only duly empowered staff of the central access points shall be 

authorised to access the ETIAS Central System. 

 

The Regulation (Article 53(2-3)): 

2. The reasoned request shall contain evidence that all the following conditions are met: 

(a) the consultation is necessary to support and strengthen action by Member States in preventing, detecting 

or investigating terrorist offences or other serious criminal offences falling under Europol’s mandate;  

(b) the consultation is necessary and proportionate in a specific case; 

(c) the consultation shall be limited to searching with data referred to in Article 52(2) in combination with the 

data listed under Article 52(3) where necessary; 

(d) evidence or reasonable grounds exist to consider that the consultation will contribute to the prevention, 

detection or investigation of any of the criminal offences in question, in particular where there is a 

substantiated suspicion that the suspect, perpetrator or victim of a terrorist offence or other serious criminal 

offence falls under a category of traveller covered by this Regulation. 

3. Europol requests for consultation of data stored in the ETIAS Central System shall be subject to prior 

verification by a specialised unit of duly empowered Europol officials, which shall examine in an efficient and 

timely manner whether the request fulfils all the conditions in paragraph 2. 

5.10.2. Collect data for Law enforcement 

The Europol or Member State’s designated authorities can request an access to a TCN personal data; 

Concerning Member State’s designated authorities following personal data’s can be used to search in the ETIAS 

Central System. 

 surname (family name) and, if available, first name(s) (given names); 

 other names (alias(es), artistic name(s), usual name(s)); 

 number of the travel document; 

 home address; 

 email address; 

 phone numbers; 

 IP address. 

Consultation of the ETIAS Central System with the previous data may be combined with the following data in 
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the application file to narrow down the search: 

 nationality or nationalities; 

 sex; 

 date of birth or age range 

As defined in Article 52(2.4) of the Regulation  “Consultation of the ETIAS Central System shall, in the event of 

a hit with data recorded in an application file, give access to the data referred to in points (a) to (g) and (j) to (m) 

of Article 17(2) which are recorded in that application file as well as to data entered in that application file in 

respect of the issue, refusal, annulment or revocation of a travel authorisation in accordance with Articles 39 

and 43. Access to the data referred to in point (i) of Article 17(2) and points (a) to (c) of Article 17(4) recorded in 

the application file shall only be given if consultation of that data was explicitly requested by an operating unit 

in a reasoned electronic or written request submitted under Art icle 51(1) and that request has been 

independently verified and approved by the central access point. Consultation of the ETIAS Central System 

shall not give access to the data concerning education referred to in point (h) of Article 17(2).” 

 

Concerning Europol following personal data’s can be used to search in the ETIAS Central System. 

 name; 

 travel document number; 

 application number; 

 nationality; 

 date of birth;  

 sex; 

The Article 53(1) of the Regulation does not define any restriction concerning the personal data that can be used 

for the request. Where consultation of data referred to current occupation (job group) and concerning 

additional question that the applicant must answer Article 17(4) (convicted of any criminal offence, stayed in a 

specific war or conflict zone, decision requiring him or her to leave the territory of a Member State or of any 

third countries) is sought, the reasoned electronic request shall include a justification of the necessity to consult 

those specific data. 

 

5.10.3. Internal Restricting Access 

Concerning the request done by Member State’s designated authorities: 

A National Unit shall submit a reasoned electronic or written request for consultation of a specific set of data 

stored in the ETIAS Central System to a central access point. 

Upon receipt of the request for access, the central access point shall verify whether the conditions for access 

referred to in Article 52 are fulfilled, including by checking whether any request for consultation of data 

referring to current occupation (job group) and concerning additional question that the applicant must answer 

Article 17(4) (convicted of any criminal offence, stayed in a specific war or conflict zone, decision requiring him 

or her to leave the territory of a Member State or of any third countries) is justified. 

If the conditions for access are fulfilled, the central access point shall process the request. 

 

Concerning the request done by Europol: 
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Article 53(3) of the Regulation: 

Europol requests for consultation of data stored in the ETIAS Central System shall be subject to 

prior verification by a specialised unit of duly empowered Europol officials, which shall examine 

in an efficient and timely manner whether the request fulfils all the conditions in Regulation (EU) 

2018/1240 Article 53(2)  

4. Consultation of the ETIAS Central System shall, in the event of a hit with data stored in an 

application file, give access to the data referred to in points (a) to (g) and (j) to (m) of Article 17(2) 

as well as to the data added to the application file relating to the issue, refusal, annulment or 

revocation of a travel authorisation in accordance with Articles 39 and 43. Access to the data 

referred to in point (i) of Article 17(2) and points (a) to (c) of Article 17(4) added to the application 

file shall only be given if consultation of those data was explicitly requested by Europol. 

Consultation of the ETIAS Central System shall not give access to the data concerning education 

referred to in point (h) of Article 17(2). 

5. Once the specialised unit of duly empowered Europol officials has approved the request, the 

ETIAS Central Unit shall process the request for consultation of data stored in the ETIAS Central 

System. It shall transmit the requested data to Europol in such a way as not to compromise the 

security of the data. 

 

5.10.4. Central Restriction Access 

For Europol access request, the ETIAS Central Unit must consults the request and launches the queries if they 

fulfil the condition laydown in article 53 of the Regulation. 

5.10.5. Transfer Data 

Concerning the request done by Member State’s designated authorities: 

The data stored in the ETIAS Central System accessed by the central access point shall be transmitted to 

the operating National Unit that made the request in such a way that the security of the data is not 

compromised. 

For Europol: 

When the request is processed by the ETIAS Central Unit, Europol will be able to select the access request 

and can see the results on screen or export them in a structured format. 

At these moment activity logs are stored containing User, timestamp of consultation, application consulted ID 

 

5.10.6. Collect Data at Border 

The border authorities competent for carrying out border checks at external border crossing points in 

accordance with Regulation (EU) 2016/399 shall consult the ETIAS Central System using the data contained in 

the machine-readable zone of the travel document. 

5.10.7. First Line Collection Data 

For the purpose of checking or verifying if the conditions for entry or stay on the territory of the Member States 

are fulfilled and for the purpose of taking appropriate measures relating thereto, the immigration authorities 

of the Member States shall have access to search the ETIAS Central System this access shall be allowed only 

where the following conditions are met:  
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(a) a prior search has been conducted in the EES under Article 26 of Regulation (EU) 2017/2226; and 

(b) the search result indicates that the EES does not contain an entry record corresponding to the presence of 

the third country national on the territory of Member States. 

 

The ETIAS Central System shall respond by indicating: 

 whether or not the person has a valid travel authorisation, and in the case of a travel authorisation with 

limited territorial validity issued under Article 44, the Member State(s) for which it is valid; 

 any flag attached to the travel authorisation under Article 36(2) and (3); 

 whether the travel authorisation will expire within the next 90 days and the remaining validity period; 

 the data referred to in points (k) and (l) of Article 17(2). 

 

Risk R20: access to ETIAS central system is allowed only if condition defined under Article 49 are met, however it is 

not possible for ETIAS to validate that these pre-conditions were done or not. 

 

5.10.8. Second Line Data Collection  

Where the ETIAS Central System responds by indicating a flag attached to a travel authorisation under Article 

36(2) 

“In cases where there is doubt as to whether sufficient reasons to refuse the travel authorisation 

exist, the ETIAS National Unit of the Member State responsible shall have the possibility, 

including after an interview, to issue a travel authorisation with a flag recommending to border 

authorities to proceed with a second line check.” 

The border authorities shall proceed to a second line check. For the purposes of the second line check they shall 

be authorised to consult the additional information added to the application file in accordance with point (e) of 

Article 39(1)  

“any flags attached to the travel authorisation as laid down in Article 36(2) and (3), together with 

an indication of the reasons for such flag(s), and additional information relevant to second line 

checks in the case of Article 36(2), and additional information relevant to border authorities in 

the case of Article 36(3)” 

or point (f) of Article 44(6).  

“Where a travel authorisation with limited territorial validity is issued, the following data shall be added to the 

application file by the ETIAS National Unit which issued that authorisation: 

 status information indicating that a travel authorisation with limited territorial validity has been 

issued; 

 the Member State(s) to which the travel authorisation holder is entitled to travel and the validity period 

of that travel authorisation; 

 the ETIAS National Unit of the Member State that issued the travel authorisation with limited 

territorial validity and its address; 

 date of the decision to issue the travel authorisation with limited territorial validity; 

 a reference to the humanitarian grounds, reasons of national interest or international obligations 
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5.11.1. Prerequisite: 

Following Article (3) of the IA 638: 

Carriers shall connect to the carrier interface either through:  

(a) Carriers dedicated network connection or  

(b) Internet connection 

Recital (9) A carrier may allow duly authorised members of its staff to access the carrier gateway. 

As defined in Article (6) of previous COMMISSION IMPLEMENTING REGULATION eu-LISA shall be responsible for 

the security of the carrier interface, for the security of the personal data it contains 

Risk R18: Technical deficiencies in the control of accesses through the carrier interface could allow unauthorized 

access to personal information.  

 

5.11.2. Collect Data 

Carrier Commission Implementing Regulation Article (4) In order to perform the query, the carrier shall provide 

the following TCN personal data contained in the machine-readable zone of the travel document; 

a) surname (family name); first name or names (given names); 

b) date of birth; sex; nationality; 

c) the type and number of the travel document and the three letter code of the issuing country of the travel 

document; 

d) the date of expiry of the validity of the travel document. 

 
Further to this data, the carrier shall also provide: 

a) the scheduled Member State of entry; 

b) the scheduled day of arrival at the border of the Member State of entry; 

c) the details (date and local time of scheduled departure, identification number if available, other means 

of identifying the transport if not) of the means of transportation used to access the territory of a 

Schengen Member State (flight, ship or coach). 

 

5.11.3. Process Data 

Personal data provided during the “collect data” (5.11.2) are processed to query in a read only database as 

defined in the Regulation (Article 45(4)) 4.  

Central system will compare collected personal data to 

 the data in the read only database and provides “OK”, “Not OK” or “Not applicable” as a reply to the carrier 

query to the next step of the dataflow. The business rules concerning the data validation is defined in Article 

5(2-3-4) of the Carrier Commission Implementing Regulation. In case of “Not OK”, the reply shall specify that the 
response is coming from the ETIAS Information System. 

5.11.4. Extract Data to Read Only Database  

The Read Only database is created based on Article (6) of the Carrier Commission Implementing Regulation Data 

                                                             
38 Commission implementing regulation laying down the rules and conditions for the verifications by carriers 
pursuant to Articles 45(2) and (3) and 46(4) of Regulation (EU) 2018/1240, including specific provisions for the 
protection of the data where provided by or to carriers, and security rules applicable to this access (see tab 7, 
chapter 3.2.2.) 
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extraction requirements 

“1. In accordance with Article 45(4) of Regulation (EU) 2018/1240, the carrier interface shall use a separate read-

only database updated on a daily basis via a one-way mechanism retrieving the minimum necessary subset of 

ETIAS data. In addition to the daily update of data, to ensure that the data accessed by carriers in the read-only 

database, referred to in paragraph 1, is consistent with the data stored in the ETIAS Central System, data on issued, 

annulled and revoked travel authorisations shall be automatically pushed, within 5 minutes, to the read-only 

database. “ 

“3. Under no circumstances shall it be possible to initiate a connection from the read-only database toward the 

ETIAS Central System. The only transfer permitted is from the ETIAS Central System towards the read-only 

database after the process for extracting, consolidating and loading of the minimum dataset from the ETIAS 

Central System. All operations performed by this process shall be logged.” 

Risk R19: Data integrity is critical and at the moment of this DPIA there are no information concerning the measures 

included in ETIAS central system to guarantee the integrity of these data during the export to the read -only 

database. 

 

5.11.5. Store Data 

As defined in the Regulation (Article 45(7)) eu-LISA shall keep logs of all data processing operations carried out 

within the carrier gateway by carriers.  

Those logs shall show the date and time of each operation, the data used for interrogation, the data transmitted 

by the carrier gateway and the name of the carrier in question. Logs shall be stored for a period of two years 

and protected by appropriate measures against unauthorised access. 

 

5.11.6. Transfer Data to carriers 

Carrier Gateway will return to the carrier the result of the sub process “Process Data”, “Ok”, “NOT OK” or “Not 

applicable” answer indicating whether or not the person has a valid travel authorization. 
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5.12.1. Collect data 

European Border and Coast Guard Agency collect data issued from the request of support made by carriers. 

The request shall at least contain the following information:  

(a) the identification and contact details of the carrier;  

(b) a summary of the request; and  

(c) whether the request is of a technical nature and, in such case, the date and time of the st art of the technical 

issue. 

5.12.2. Data processing 

Carriers shall receive an acknowledgement of receipt of the request by the ETIAS Central Unit. This receipt shall 

contain a ticket number. Where the request for assistance is of a technical nature, the ETIAS Central Unit shall 

send the request to eu-LISA that shall be responsible for providing technical assistance to carriers. If the request 

for assistance is not of a technical nature, the ETIAS Central Unit shall assist carriers by directing them to 

relevant information.  

5.12.3. Store data 

Carriers personal data provided during the collection phase should be stored with the same retention period as 

other ETIAS personal data defined in the Regulation Article 54 and 69 for logs. 
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This should reduce the possibility that the TCNs cannot expect the requirements of their personal data even if they did not read the information provided them. 

Nevertheless, the Regulation does not ensure that data subject receives an adequate level of information to “expect” the automatic processing of his/her data. 

The article 64 of ETIAS regulation defines the right of access to, of rectification, of completion, of erasure of personal data and of restriction of processing, enforcing the fairness and 

transparency of the data processing. The latter, ensuring data subjects rights to intervene, strongly reduce the likelihood o f an event that could compromise the fairness of the data 

processing. In this case, the severity of impact for the data subject could be evaluated high due to the limitation of the data subject’s rights. 

 

7.1.2. Transparency analysis 

Transparency means that the people whose data are processed should be aware of their data processing and should be able to understand the objectives and the 

purpose. Regarding the controls at the border, all travellers have the right to be informed on the nature of the control and to a professional, friendly and courteous 

treatment, in accordance with applicable international, Union and national law57. 

 

 

 

 

 

 

                                                             
57 Section 1.2 of the Practical Handbook for Border Guards (Schengen Handbook) 
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whether there are factual indications or reasonable grounds based on factual indications to conclude that the presence of the person on the territory of the Member States poses a 

security risk; 

(b) contribute to the prevention of illegal immigration by providing for an illegal immigration risk assessment of applicants prior to their arrival at external border crossing points; 

(c) contribute to the protection of public health by providing for an assessment of whether the applicant poses a high epidem ic risk within the meaning of point 8 of Article 3(1) prior 

to their or their arrival at external border crossing points; 

(d) enhance the effectiveness of border checks; 

(e) support the objectives of SIS related to alerts on third-country nationals subject to a refusal of entry and stay, alerts on persons wanted for arrest for surrender purposes or 

extradition purposes, alerts on missing persons, alerts on persons sought to assist with a judicial procedure and alerts on p ersons for discreet checks or specific checks; 

(f) contribute to the prevention, detection and investigation of terrorist offences or of other serious criminal offences. 

 

Article 84 defines safeguards to ensure the purpose limitation in reporting and statistic processing activities: “ [t]he duly authorised staff of the competent authorities of Member 

States, the Commission, eu-LISA and the ETIAS Central Unit shall have access to consult the following data, solely for the purposes of reporting and statistics, without allowing for 
individual identification and in accordance with the safeguards related to non-discrimination referred to in Article 14”. 

In order to limit the diverted use of data entered in the watchlist by competent authorities of the Member states and Europol staff, eu-LISA is responsible for the design and 

development of an assessment tool, to be used to assess the potential impact of entering data into the ETIAS watchlist on the proportion of applications that are manually processed. 

Since the system and this specific assessment tool itself are in the design phase, it is impossible, now, to provide an ex post assessment of the impacts on purpose limitation. 
Nevertheless, the importance of this assessment tool is underlined in order to avoid any diverted use of sensitive data (as defined by art. 11 of regulation 2018/1725) entered in the 
watchlist.  

If policies and procedures to perform the data processing in the watchlist are not clear and complete there might be a significant risk that the protection of data is compromised. 

Except for the watchlist, the purpose limitation is guaranteed by the configuration of the system. Following the regulation, the system will implement appropriate technical and 

organizational measures for ensuring that, by default, only personal data which are necessary for the purpose of each processing activities are processed. 

 

 

7.1.4. Data Minimisation 

Data minimisation principle means that the data processing operation is done using only the needed personal data to fulfil the purpose of the processing and only keeps them 
for as long as necessary for this purpose. 
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Article 35 : 6. Following a review, Member States and Europol shall withdraw data from the ETIAS watchlist if it is proven that the reasons for which they were entered no longer 

hold, or that the data are obsolete or not up to date. 

Article 45 2 : Carriers may store the information sent and the answer received in accordance with the applicable law. The OK/NOT OK answer shall not be regarded as a decision 

to authorise or refuse entry in accordance with Regulation (EU) 2016/399. 

The implementing decision (EU) …/… of XXX laying down the rules and conditions for the verifications by carriers, as well as provisions for data protection, security for the 
carriers’ authentication scheme and fall-back procedures, at the moment, does not include any provision on data stored by carriers. 

 

7.1.7. Security analysis 

The security principle in data protection means that during the data processing the information should be managed ensuring its confidentiality, integrity and availability. This 

approach is based on EDPS guidance on “Security measure for personal data processing”58 

Article 4 (f) of Regulation 2018/1725 states that personal data shall be “processed in a manner that ensures appropriate secu rity of the personal data, including protection against 

unauthorised or unlawful processing and against accidental loss, destruction or damage, using appropriate technical or organisational measures (‘integrity and confidentiality’)” 

Since the security risk assessment for ETIAS is not performed yet, the answers to questions (1)-(5) and (6) of the following tab is negative (N) because these informations are 

related to the Information Security Management (ISRM) process. This section aims to underline the security principle in data processing activities, referring to confidentiality and 

integrity.  

‘Confidentiality’ refers to the property of information only being available to authorised persons with a need to know. ‘Integrity’ refers to the property of information not being 

able to be changed without proper authorisation. ‘Availability’ refers to article 33(1)(c) that stresses “the ability to restore the availability and access to personal data in a timely 

manner in the event of a physical or technical incident. 

As highlighted by EDPS, “breaches of confidentiality of personal data can cause various kinds of harm, such as psychological distress (e.g. a leak of medical data) and financial 

harm (e.g. when leaked personal data are used for identity theft) to individuals. To avoid this, you should design your systems in a way that access to personal data is limited on 

a strict need-to-know basis and that personal data are protected against being read by unauthorised person at all stages – whether at rest or in transit, using encryption where 

appropriate”59. Moreover, “[b]reaches of integrity of personal data can affect people if decisions about them are taken on the basis of corrupted information”60, and “[b]reaches 

                                                             
58 EDPS, Security Measures for Personal Data Processing Article 22 of Regulation 45/2001, 21 March 2016. 
59 EDPS, Accountability on the ground Part II: Data Protection Impact Assessments & Prior Consultation, 3 July 2019 p. 15  
60 Ibidem. 
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9. DS (Data Subjects) Comments (If Applicable) 

Not applicable as Data Subjects (Applicants, Parents of the Applicant or Family members, Commercial 

Intermediaries, suspected persons,) cannot be consulted.  
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In particular, with regard to the risks of profiling related to the risk indicators for screening rules68, especially 

to the assessment of the illegal migration risks. Indeed, there is no definition of illegal immigration in the 

regulation and this lack of certainty could generate an abuse of discretionary powers, raising concerns on the 

necessity and proportionality of the Screening rules mechanism.  
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[The DPIA should be treated as a ‘live document’ and revisited: 

 As the project progresses 

 If the organisational or societal context for the project changes significantly 

 If the aims of the project change during the project lifecycle.  

If the changes to the project create new data protection implications: 

 The threshold assessment may need to be revisited to ensure that the PIA is still appropriate. 

 A new DPIA may need to be undertaken if the changes are substantial and result in significant data 

protection risks that were not considered in the original DPIA.] 

 

12.  ANNEXES 

 

12.1.eu-LISA DPO Comments 
[12/February/2021] 

 

The content of this DPIA includes a systematic description of the system and the purpose of the processing, 

assessment of the necessity and proportionality in relation to the purpose, assessment of risks to the rights and 

freedoms of data subjects, and measures to address the risks. These are the specific elements that a DPIA shall 
at least contain according to article 39 of Regulation (EU) 2018/1725. 

 

The Data Protection Officer (DPO) of eu-LISA has been engaged at different stages of the development of this 

DPIA. The DPO’s views and advice has been provided along meetings and within specific comments over the 

initial drafts. The DPO provided to the team in charge of carrying out this DPIA references to relevant 

documentation and guidelines such as those from EDPS 70  or WP29 Guidelines on Data Protection Impact 
Assessment (DPIA)71.  

 

This section provides her general opinion and recommendations for the consideration of the Agency and its 

stakeholders. At best, clarifications and references on how these views and recommendations have been taken 

into account shall be included in the relevant part of this DPIA, and when they were not considered, the reasons 
for that.  

 

- Reasons for this DPIA: Having regards to Regulation (EU) 2018/1240, the role of eu-LISA in relation to 
the processing of personal data in ETIAS Information System is, on one hand, data controller in relation 

to information security management of the ETIAS Central System and, on the other hand, data 
processor in relation to the processing of personal data in the ETIAS Information System. Under the 

                                                             
70 Accountability on the ground: Guidance on documenting processing operations for EU institutions, bodies 
and agencies (EUIs).  
71 Guidelines on Data Protection Impact Assessment (DPIA) and determining whether processing is “likely to 
result in a high risk” for the purposes of Regulation 2016/679. 
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latter role, its responsibilities include the technical development of the ETIAS Information System, for 
establishing interoperability between the ETIAS Central System and other EU information systems, and 

for enabling querying of Interpol databases. Moreover, eu-LISA shall define the design of the physical 
architecture of the system and ensure its technical management. eu-LISA shall follow the principles of 

privacy by design and by default during the entire l ifecycle of the development of ETIAS. 
 

Having this into consideration, and that ETIAS processes personal data of highly sensitive nature at 

large-scale and counts as an exclusion database, eu-LISA considered and decided to carry out this DPIA. 
This is without prejudice of other ETIAS data controllers’ obligation to carry out its own DPIA that can 

be informed by the DPIA prepared by eu-LISA, if appropriate. 

 

This DPIA also serves as a tool to embed privacy by design and other appropriate information security 

measures into the specifications, design and build of the system and procedures. This important fact, 
which accounts for the responsibilities given to eu-LISA in regards to ETIAS, may want to be highlighted 

in the list of reasons to conduct this DPIA which, at the moment of providing this opinion, is not. 

 

On the other hand, eu-LISA has completed a threshold assessment. However, since eu-LISA has already 
identified that the data processing in ETIAS poses a high risk for individuals due to the large-scale 

processing of personal data of highly sensitive nature and to the criterion of exclusion database, in the 

light of article 3(5) and Annex 2 of the Decision of the EDPS of 16 July 201972, this threshold assessment 
does not seem to deem necessary. 

- Roles and responsibilities: Although roles in regards to data protection have been identified for each 
party, it is highly recommended that this part is reviewed in depth. At the moment of providing this 
opinion, ETIAS National Units are considered not only joint controllers of ETIAS but also data processors. 
Europol has been identified as a data processor, internal to eu-LISA while, on the other side, it has been 
included in the list of joint controllers of ETIAS.   The DPO does not share this analysis. The DPO has 
provided extensive explanations and clarifications on the roles during the regular meetings organised 
to discuss the ETIAS DPIA which do not seem to be fully addressed. Therefore, the DPO attaches her 
own analysis to this opinion and asks for this section to be revisited in the light of these inputs. 
 
Moreover, eu-LISA is involving contractors to support its tasks in regards to ETIAS. It is also 
recommended that their role and the relationship with key stakeholders of the system is explained. 

 
- Systematic description of the system (processes in which personal data might be used): The first step 

to compliance is to provide a clear description of the processing by understanding and mapping out all 
data flows in ETIAS. 
 
It is important to describe the processing in a way that is accessible to those who are consulted. In that 
sense, describing the processing activity of a complex system such as ETIAS can be difficult. Therefore, 
it might be appropriate to opt for a simpler DPIA report that reflects the main findings and that would 
include a more high-level description of the processing while referring to detailed information included 
as annex. 
 
Efforts have been made to facilitate the assessment by separating the entire data processing in different 

data flows mainly based on purposes and by including a brief description of the different steps. 
However, a systematic description of each of them has not been conducted and therefore key 

elements, such as which personal data is processed, from whom, for how long, by whom is accessed 

and under which conditions, have been overlooked. Subsequently, the DPO advices to revisit the 

systematic description and attaches a sample of the expected assessment to clarify and support the 
team in charge of conducting this DPIA (2021-02 ETIAS DPIA_DRAFT_v3 – Sample.xls).  

                                                             
72 Decision of the EDPS of 16 July 2019 on the DPIA lists issued under articles 39(4) and (5) of Regulation (EU) 
2018/1725 
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Having a clear understanding of ETIAS design and envisaged implementation will be very valuable to 

identify known and new risks for the data subjects’ ri ghts and freedoms. Understanding which 
operations are carried out over the personal data is key to identify the potential risks.  

 

- Necessity: To elaborate on the necessity of ETIAS, a brief explanation should be provided on why eu-
LISA needs to carry out this processing operation, and the question ‘How and why is the proposed 
processing operation an effective means for the Agency to fulfil the mandate assigned to it? ’ needs to 
be answered in an effective way. Considering that eu-LISA is responsible for developing ETIAS and 
ensuring its technical management and also data controller for the security of the ETIAS Information 
System, it is advisable to focus on including the reasons and means why the proposed design of ETIAS 
is adequate for eu-LISA to achieve is mandate. 

 

- Proportionality: When assessing the proportionality, the interests of the eu-LISA and its stakeholders 
need to be weighted up against the rights and freedoms of individuals. Although the derogation in 
Article 39(10) of the Regulation does not apply, since there was no general impact assessment 
preceding the adoption of the ETIAS Regulation, it is not for eu-LISA – neither as data controller of the 
security of ETIAS Information System nor as data processor responsible for the design, implementation 
and operational management of the system - to weight the proportionality of adopting ETIAS but to 
assess how eu-LISA limits itself to what is necessary within the Information System for the aim of the 
processing. Remaining within these limits will result into benefits for the data subjects. Several of these 
benefits have been presented in this section of the DPIA. However, it is also recommended to include 
a brief description on how eu-LISA limits itself to what is necessary for the aim of the processing. 

 
- Risk identification: undertaking a general revision of the identified risks is highly advised. If the team in 

charge of performing this DPIA follows the above-mentioned recommendation related to the 
systematic description of the data processing, additional data subjects and new categories of personal 
data of highly sensitive nature will be identified.  This might imply new risks for the rights and freedoms 
of the data subjects that were not considered yet and that, subsequently, will trigger the need to revisit 
the risk analysis. 

 

- Initial scoring of risks and description of the system: eu-LISA has applicable security policies which 
include the security measures that, by default, need to be applied to the large-scale systems it operates. 
These measures constitute an information security baseline. 
 
On the other hand, the applicable legal framework of ETIAS includes requirements that also constitute 
a security and data protection – by design - baseline for this service. Additionally, there could be, for 
instance, contracts in place with the contractors and well-defined procedures such as those for handling 
data breaches. 
 
Therefore, considering all the exiting elements, it is recommended that the baseline both for security 

and data protection are identified and presented in the systematic description of the system as it has a 
direct impact on the initial scoring of the risks. 

 

- Assessment of risks: general comments have been provided along this opinion, and specific ones have 
been provided in the meetings and revisions of the document. 

 

- Measures envisaged to address the risks: undertaking a general revision of the identified measures is 
highly advised. In particular, in the light of a more comprehensive description of the data processing 
operations and identification of additional data subjects and categories of personal data of high 
sensitive nature. This exercise will result in new risks for the rights and freedoms of the data subjects 
that most l ikely have not yet been considered and new measures might deem necessary. 
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- Consultations to other parties: Details on which other parties were consulted directly or indirectly by 
eu-LISA on the design of ETIAS at this stage should be documented including details on the consultation, 
how their inputs were taken into account and the modalities of the consultations (surveys, experts 
groups, advisory groups, industry representatives, …) 

 

- Conclusions and sign-off: After identifying measures to address the risks and documenting the residual 
level of the risk posed by the processing, an action plan should be developed. At the time of providing 
this opinion, this action plan is missing. Therefore, the team in charge of carrying out this DPIA is 
encouraged to elaborate this action plan including relevant owners of these actions. 

 

At the same time, the team is encouraged to make efforts in identifying the relevant actors for the sign-

off process. The ETIAS business owner of eu-LISA should take part not only in the development of this 

DPIA but also in its validation process. Security of personal data is an important element of this data 

processing operation and a direct responsibility of eu-LISA as data controller for the security of the 

ETIAS Information System. Therefore, the Security Officer of eu-LISA shall be engaged in the sing-off 
process, likewise, the Head of the Operations Department of eu-LISA - as ETIAS will be implemented by 
this Department -. The Executive Director of eu-LISA should be part of the final validation of this DPIA. 

 

 

12.2.Addressing DPO Comments  
1. Reasons for this DPIA: DPO comments have been fully implemented by rephrasing text in chapter 2.  In 

an addition, a specific mention that “DPIA also serves as a tool to embed privacy by design and other 
appropriate information security measures into the specifications, design and build of the system and 
procedures”, was added (chapter 2, page 17, l ine 7) even though the same concept is expressed in the 
paragraph 2.2.. 
 

2. Roles and responsibilities: In the final version of this report eu-LISA DPO position was taken in account 
and EUROPOL was included as data recipient and a third party providing data to ETIAS processing activities. 
 

3. Systematic description of the system: The DPIA team started working on the new excel  template 
immediately after receiving it from DPO. Information related to data subjects, personal data, roles, 
retention periods, legal bases, supporting assets were gathered, and one Dataflow (“TCN save draft”) was 

completed as test. This enabled the positive and negative points of the proposal to be appreciated. Indeed, 
the excel fi le allows a more in-depth analysis of each step of processing activities, more than 24 sub-
dataflows (coming from the breaking down of existing dataflow already described in the present report) 
are identified. However, most of the information detailed in the excel file was already present in the word 
fi le. In addition, this new exercise needs a relevant amount of time to be performed. Nevertheless, it 
would be done in the next version of ETIAS DPIA (v. 2.0).  

 

4. Necessity:  eu-LISA DPO comments were implemented in chapter 6.1. The answer to the question ‘How 
and why is the proposed processing operation an effective means for the Agency to fulfil the mandate 
assigned to it?’ was redrafted in an effective way, as requested by DPO, considering the fact that eu-LISA 
is responsible for developing ETIAS and ensuring its technical management and also data controller for 
the security of the ETIAS Information System. 
 

5. Proportionality: The assessment was also implemented with a further element requested by DPO, the 

answer to the question: how eu-LISA limited itself in the ETIAS processing activity? The answer to this 
question is in line with the position expressed by the European Parliament substitute impact assessment73, 

                                                             
73 European Parliament, The European Commission package of ETIAS consequential amendments Substitute 
impact assessment, December 2019, p.34 key finding 10. 
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according to which keeping all logs will participate to ensure the compliance of safeguards required by 
EU-DPR (chapter 6.2). 

6. Risk identification/ Assessment of risks / Measures envisaged to address the risks: All risks were 
redrafted, to achieve a more precise description following DPO and project management advice. The initial 
work on the excel template highlighted that, this supporting tool could lead to the identification of new 
risks that, at the moment, are negligible, l imited and medium. Nevertheless, the further granularity of the 
Excel fi le does not show, at the moment - with only 5% of the workflows reassessed -, that new High Risks 

could be raised.  

7. Initial scoring of risks and description of the system: In the view of the fact that the Security Risk 
assessment for ETIAS is an ongoing parallel exercise that was not finalized by the time of closing this DPIA, 
security policies and security measures were analysed in the present report at high level. This part will be 
further elaborated in a next version of the DPIA. 

8. Consultations with other parties: a specific paragraph (4.5.2) was added to this report to complete the 
external context information with the description of the inputs coming from the consultations between 
eu-LISA and other stakeholders. 

9. Conclusions and sign-off: An action plan was added to the present report, to facilitate the implementation 
of proposed mitigation measures aimed at ensuring data protection in subsequent design phases.  












































