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GDPR AND CONSENT @

e Data Controller must be able to demonstrate that the
data subject consents to the processing operation,
according to the GDPR Article 7.1 and the Recital 42.

e The exercise of the data subject rights or
enforcement of the privacy policy may depend on
the ability produce evidence of consent

e Documentation of consent is needed for audit by DPA,
certification bodies, authorities.



SCENARIO

Has user consented to
sending this data?

O O Company
~___— (Data Controller)
User

(Data Subject)



SCENARIO: MORE DETAIL

Has user consented to sending
this data? Should the User Agent
have protocols to prevent
sending without consent?

User Agent

Browser, App <

3rd Party

Company

How can | know
Company is who they
say they are?

What are they asking
me to consent to?

User
(Data Subject)

(Data Controller)

Who is the user for which Company
collect a Consent (and data)?

Is request authenticated?

Do Company need to identify the
person (data subject)?

Can Company use a cookie as a
proxy for the user for consent?



DOCUMENTING CONSENT

Who is the user? Who is the data controller? What is consented to and when?

We process your personal data in a situation that
concerns

o a professional act'witgﬁr that concerns a
commercial activity.

o the offering of goods or services. 842

s 8.4.3
o an online activity.

o acontract or that concerns an entry into a
contract.

Tamper-proof storage of consent




WHO

Who is the
user?

The Data Subject whose
data is being processed.

We call this the subject
principal claim,
represented by a string or
URI.

&

Who is the
company?

The Data Controller, the
entity who determines the
purpose of the data
processing.

We call this the issuer
principal claim,
represented by a string or
URI.



WHO: COMPANY

EI ACME FASHION

Country code: GB. Registered in signatu 14 days ago.

DETAILS

A

o 271321 + ACME Fashion is a Data Controller
£ demo+acmefashion@signatu.com +  ACME Fashion is a Data Processor
. +45987987 +  Data Protection Officer (DPO):
4 45 Bond Street London Torgeir Hovden (torgeir@signatu.com)

How to properly verify the Issuer Claim - i.e., who is
the Data Controller and thus legally responsible?



WHO: USER

Examples of User Identity Claims

User Identity Claim

UIQT124RFGY
Torgeir Hovden
torgeir@signatu.com
torgeir@signatu.com
torgeir@gmail.com

25127112345

Type

Cookie

Name / address
E-mail identity
E-mail identity
E-mail identity

Personal ID Number

Claim
Authenticated

Yes

No

No

Yes

Yes, Google Login

Yes, BankID

Identity Verified

No
No
No
No
Maybe

Yes



WHAT: SCOPE OF CONSENT

A Web Page

O c> X Q (http:// ] @

We process your personal data in a situation that
concerns =

o a professional actiuitg'ﬁr that concerns a
commercial activity. =
: : 842
o the offering of goods cr services.

> an online actiity, ™43 WHY WE PROCESS DATA *

o acontract or that concerns an entry into a
contract.

We collect e-mail in EU for the purposes of marketing. i

GOUglL’ Analytics GO\;S!C Tag M

mixpanel @ptimizely

. _ Specific purpose
Prlvacy PO|ICy Privacy by Design



WHAT: SCOPE OF CONSENT @

e Consent scope
o Represented by URI or string

e Consent scope must be immutable
or contain a verifiable signature

(e.g., ETags)




REALLY? PROVEIT! @

e Key claims are issuer principal (iss),
subject principal (sub), and scope
(e.g., Privacy Policy)

e Signed JWT token (RFC 7519) with
claims as a Consent Receipt

e Signatu stores the consent and the

receipt



CONSENT USING SIGNATU @

@ Q Consent DB
& \i

O Subject principal, Issuer
principal, Scope (policy)

JWT receipt Q

(optional)

JWT
Consent Ul

receipt Q

\\
A

o O Interaction Q Company

~____— 8 - (Data Controller)

User
(Data Subject)




Signed JWT Token

> curl https://api.signatu.com/api/termsdocuments/169/ consents/219

[...]
"recelpt":"eyJ0eXAi101iJKVI1IQiLCJIJhbGci0i1JSUzI1IN1J9.eyJqdXJpc2RpY3Rpb24101JubyIsInN1YiI6T
nRvemdlaXJAZXIpdHI1dWOuY29tIiwic32jIjpbIlkVyaXRyZXVtIEFTIiwiTmVyZ3kgUHIpdmFjeSBUZXJtCy
JALCJub3RpY2Ui0iJodHRwczovL2FwaS5zaWduYXR1ILmNvbS9hcGkvdGVybXNkb2N1bWVudHMvMTY5L2h0bWw
_dGVtcGxhdGU9dGVybXNkb2NI1bWVudCIsInBvbGljeV9lcmkiOiJodHRwczovL2FwaS5zaWduYXRILmNvbS9h
cGkvdGVybXNkbZN1bWVudHMVMTYS5L2h0bWw dGVtcGxhdGUIdGVYybXNkb2ZN1bWVudCIsImRhdGFLY29udHJIvb
GxlciIbeyJvbl9iZWhhbGYi0mZhbHNILCJJb250YWNOIjo1dGO9yZ2VpckBlcmlOcmV1bS5]b201iLCIJb21wYW
55T1J01RXJpdHI1dWOgQVMiIiLCIhZGRyZXNzIjoi1dG9yZ2VpckBlcmlO0cmV1bS5jb20iLCI1bWFpbCI6InRvemd
1aXJAZXJpdHJI1dWOuY29tIiwicGhvbmUiOiIrNDcgOTASIDMOIDk50CJIOLCIJb252ZW50X3BheWxvYWQiOnsi
cHIpdmFjeSBwb2xpY3ki0iJhZ3J1Z2SIsInR1cmlzIGOmIHN1cnZpY2Ui01JhZ3J12SJ9LCIwdXIJwb3N1TIjpbX
SwicGlpX2NvbGx1Y3R1ZCI6eyJuYW11IjoiVGOyZ2VpciIsImVtYWlsIjoidG9yZ2VpckBlecmlOcmV1bS5jb2
0ifSwic2Vuc2l0aXZ1lIjpbXSwicZ2hhcmluZyI6Wl0sImNvbnR1eHQi01siYWNOaXZ1THByaXZhY3kgcG9saWN
5IGNvbnN1bnQiXSwiYXVkIjoiIliwic2NvcGVzIjolTliwic2lnbmF0dVI90b2tlbiI6eIkJIU0ZOQyIsInNpZ25h
dHVEcHV1ia2V5IjoiaHROcHM6Ly9hcGkuc21lnbmF04dS57b20vc3RhdGlJL3NpZ25hdHUtand0LnBlYiIsImlzc
yI6ImhOdHBzO18vYXBpLnNpZ25hdHUuY29tIiwianRpIljoiQkhTRkS5DIiwiaWFOIjoxNDYONzgzNTEZzfQ.VrC
F3mOOjVI9TMYMAWHO6NKhXYYgZQ6AMMQLBWNEF31A7n1XKegGl1lRJaSagltFWJoBlylizGaGWIMcMVTPLQDSFEF6I
JWubQR30hG83ujKiIEHXe9ScZ95ekC8TOB112KigqoAWamSVY38Jev-CLzdGUagxQpOMr4dhso0prK7VxEFwOsX8
xWL-2Nr ClrKvj9KOM-zOAcB-ZRsmJDOIV5G-bPXms88-SDiIDr932TYOA IRZkOVPABSFGIMseaX0skpp-£5
ckIBdbkG4KktL8YPfGZKS5EUDPdcr147z03XLRAZrBVQ8adxfZ2k78KNDYE0IVOWAIoK4wIM56VPUBNnyI88AYQ



\:‘ J w T Debugger

VERIFYING THE RECEIPT

Crafted by Auth0Q

eyJOeXA10iJKV1QiLCJhbGeci0iJSUzZITNiJ9
.eyJqdXJpc2RpY3Rpb24i0iJubyIsInN1YiI
6InRvemdlaXJAZXJpdHJ1ldWBuY29tIiwic3Z
jIjpbIkVyaXRyZXVtIEFTIiwiTmVyZ3kgUHJ
pdmF jeSBUZXJtcyJdLCJub3RpY2Ui0iJodHR
wczov0L2FwaS5zaWduYXR1LmNvbS9hcGkvdGV
ybXNkb2N1bWVudHMvMTY SL2h@bWw_dGVtcGx
hdGU9dGVybXNkb2N1bWVudCIsInBvbGljeV9o
TemkiOiJodHRwezovL2FwaS5zaWduYXR1LmN
vbS9hcGkvdGVybXNkb2N1bWVudHMYMTYS5L2h
@bWw_dGVtcGxhdGUIdGVybXNkb2N1bWVudCI
sImRhdGFfY29udHJvbGx1lcil6eyJvbl9iZWh
hbGYi0mZhbHN1LCJjb258YWNEI joidG9yZ2V
pckBlcmlB@cmV1bS5jb26ilLCJjb21wYW55Ijo
iRXJpdHJ1dWegQVMilLCJhZGRyZXNzIjoidG9
yZ2VpckBleml@cmV1bS5jb20ilCJ1bWFpbCI
6InRvcmdlaXJAZXJpdHJ1dWBuY29tIiwicGh
vbmUiOiIrNDcgOTASIDMOIDKS0CJOLCIjb25
zZW58X3BheWxvYWQiOnsicHJpdmF jeSBwb2x
pY3ki0iJhZ3J1ZSIsInRlcm1zIGSmIHNlcnZ
pY2Ui0iJhZ3J1ZSJ9LCIwdXJwb3N1IjpbXSw
icGlpX2NvbGx1lY3R1ZCI6eyJuYW11lIjoiVG9
yZ2VpcilsImVtYWlsIjoidGOyZ2VpckBlcml
@cmV1bS5jb20ifSwic2Vuc210aXZ1IjpbXSw

HEADER: ALGORITHM & TOKEN TYPE
{
"typ": "JWT"
"alg": "RS258"
}
PAYLOAD: DATA
{
"jurisdiction”: "ne",
"sub": "torgeir@eritreum.com"
AT S |

"Eritreum AS"
'Nergy Privacy Terms"

JF

"notice":
"https://api.signatu.com/api/termsdocuments/169/htm
17template=termsdocument”,

"policy_uri":
"https://api.signatu.com/api/termsdocuments/169/htm
1?template=termsdocument”,

"data_controller": {

'on_behalf": false,

'contact": "torgeir@eritreum.com”,
"company”: "Eritreum AS"
'address": "torgeir@eritreum.com”,
'email”: "torgeir@eritreum.com”,

'phone": "+47 989 34 998"
¥
"consent_payload": {
'privacy policy": "agree"
"terms of service”: "agree"

}i



Other JWT as Consent Receipts @

o

kantara -

"The Kantara Consent Receipt Specification is for proof of
consent, and uses signed |WT tokens and a common
format for creating a consent record.”
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