AEEEEEEEEEEEEEEEEEEE

Update & countermeasures
9 September 2016, IPEN Workshop, Frankfurt

Florian Stahl (Project Leader, msg systems, Munich)




A Look back

 QOpen source project founded in 2014

* Goal: Educate developers, business architects and legal in web application
privacy by showing (technical and organizational) risks

* Best practices, but not always 100% bullet-proof privacy

* |nitial presentation of results at IPEN workshop 2014 in Berlin
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Model Creation QECD Privacy Principles

ldentifying Violations

Rating of Violation Investigation of
Impact Frequency of Occurence

Rated List of Privacy
Risks

Evolve Counter-
Measures

Evolve Best Practices

JOLASP
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Results: Top 10 Privacy Risks

P1
P2
P3
P4
P5
P6
P7
P8
P9

Web Application Vulnerabilities

Operator-sided Data Leakage

Insufficient Data Breach Response

Insufficient Deletion of personal data

Non-transparent Policies, Terms and Conditions
Collection of data not required for the primary purpose
Sharing of data with third party

Outdated personal data

Missing or Insufficient Session Expiration

P10 Insecure Data Transfer

OUWASP
= L]purl Web Application
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erman translation available

N

ecommended by DPAs (Bavarian, Hessian?)

ountermeasures document published in April 2016

Top 10 Privacy Risks Projeots
Countermeasures v1.0

Y Y pr Y sy
that quards or operates on sensitive user
data. Failure to suitably design and
implement an application, detect a problem or
prompy apply a fix (pateh) is likely to result
in a privacy breach. This risk also
encompasses the OWASP Top 10 List of
‘web appiication vulnerabilities and the risks
resulting from them.

How to check?

Countermeasures

» Ave reguiar penetraion tests performed
with 3 fozus on privacy?

» Ave developers trained regarding web
‘spplization sseurity?

« Perfom regular penetrstion tesis by
indspandent sacurity sxpans.

Track remediation of indings.

Train appliestion developers and sreritacts

o lsanyofthe used

(server, database. frameworks, other
infastructre componentz)?

Appiy pr daveiopment
(2.9, Security Development Lifecycie -
oLy

Install updates, patches and hotfies on 3
regulas basis

‘sansitive information, espacially f accass.
ontrol s missing,

Vuloebilies, e g unpaiched software
Faws. an Py
unhardaned applcation platform.

 Ingeneral itis possible for sitackers fo
gsin acoess to. manipulate or delete
personal dafa hat the application s
processing by abusing ights, entering
maicious code or savesdropping on
communicatons.

Example References.
» Iniection Flaws allow atiackers among « OWASP Top 10 Project
thers to copy or manipuiate data by « QwASPASVS
sttacks ke SQL niscion, * Qoen saMM|
& allows attackers - owserp o
Gather sensitve information e.. cue fo Ml re—
missing ancypton with 3 Secuty Devsiopment Liecycle (501
manin-the-middle attack. .
. Usmd o Lsts
allows attackers (o guess and access at QUE and VD

o ISMS of the German Federal Offcs for
Informaion Securit B3

The OnASE Top

rezq unge
Eubiehed an 20150408

Contains sections on how to check risks an
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ntermaasures v1.0

Failure to prevent the Icakage of any.
information containing or related to user data,

insecure storage, duplication of data or a lack.
of awareness.

How 1o check?

Countermeasures

» Research the reputation and reliabiity of

©Is the provider certfied accorcing to
15027001 or 150 27018 (clowd
providers)?
Iz the operator located in 3 cauniry
with high prvacy standards?
o Auditthe oparstor:

« Appropriate Identty and Acosss
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laaks from sndpoints, web portsls and

©Is awareness trining mandtory for

all empioyses?
o Is there 3 privacy enginesring tesm?
o Howis parsonal data anonymizad?

(nead-to-know.pringipe}?
- Audt mathods:

by Data Leskage.
Freventan, SIEN).

Implement

« Anonymisation of personal data.

&.g. tasting or marketing. Anonymisstion is
ot asey (e.g. 5ol s2arch data lesk) snd
thers sare many anenymisstion theeriss

o based aud (good) * Pseudonymisation which means that data
© Onsite audit and system-checks. n only be cony
(est) help of 3 third party that knows the person
and ceresponding peaudonym.
Example: References
. Senstuz Pl .
.l
e OwASP Top

‘Eupiched on 2016.0408
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P1: Web Application Vulnerabilities

How to check?

* Areregular penetration tests performed focusing on privacy?
* Are developers trained regarding web application security?

* Are secure coding guidelines applied?

* Is any of the used software out of date (server, DB, libraries)?

How to improve?

* Apply procedures like the Security Development Lifecycle (SDL)
* Perform regular penetration tests by independent experts

* Install updates, patches and hotfixes on a regular basis

) OLUASP

~ Open Web Application
Security Project
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P7: Sharing of Data with 3rd Party

How to check?

* Are third party solutions in use (plugins, buttons, maps, videos,
advertising, etc.), which ones and what personal data is transferred?

e |s third party tracking disclosed (which third parties and what data)?
* Are third parties rated and checked regarding privacy?

e |s privacy and handling of personal data part of the contract and if yes,
what restrictions are in place?

How to improve?
* Use third party content only where required, not by default
* Develop a Third Party Monitoring Strategy
e Use privacy friendly solutions like
— Social networks buttons that only send data on click (heise Shariff)
— Youtube enhanced privacy mode ry—

- . «  *SHYXRIFF

f teilen

heise Shariff: https://github.com/heiseonline/shariff
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https://github.com/heiseonline/shariff

P9: Missing or Insufficient Session Expiration

How to check?

* |sthere an automatic session timeout < 1 week (for critical
applications < 1 day).

* |Isthe logout button easy to find and promoted?

Where You're Logged In Current Session End All Activity

Device Name |E on Windows
Location Cluj-Napoca, Cluj, Romania
Device Type IE on Windows 7

How to improve?

* Configure to automatically logout T e e
after X hours / days or user-defined WEB.DE Sicherheitshinweis

Bitte loggen Sie sich immer aus!

[} O b H I t b tt Mur durch einen klick auf "Logout™ bheenden
VI O u S Ogo u u O n Sie Thre aktuelle Sitzung in Threm Postfach und verhindern,

dass Unbefugte in Ihre Privatsphdre eindringen kidnnen

Desktop (1) «

* E d u Ca te u S e rS Der Logout schliet IThr Postfach ab und dient zu Ihrer eigenen Sicherheit!

WEB.DE Service-Empfehlung:

Meue E-Mails direkt im Browser - WEB.DE MailCheck Weiter zum Postfach
mit Phishing-Spam-Schutz!

Picture sources: facebook.com, web.de
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Further information

* OWASP Top 10 Privacy Risks Project:

https://www.owasp.org/index.php/OWASP Top 10 Privacy
Risks Project

* Project sponsor: http://www.msg-systems.com

* My personal blog: http://securitybydesign.de/

. OLJASP
3 H[_:un Web prhL:uL on
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