
3,19

5,21

11,42 11,38

DEEP BLACK 100% 000 / 000 / 000
DEEP BLACK 60%        135 / 135 / 135
DEEP BLACK 30%        200 / 200 / 200

SHINY SILVER 100% 139 / 140 / 139
SHINY SILVER 60% 186 / 187 / 187
SHINY SILVER 30% 221 / 222 / 222

GOLDEN GATE 100% 137 / 115 / 077
GOLDEN GATE 60% 182 / 165 / 139
GOLDEN GATE 30% 217 / 208 / 194

Statice Main 100% 243 / 152 / 000
Statice Main  60% 255 / 195 / 095
Statice Main  30% 255 / 235 / 202

BLOOD ORANGE 100% 224 / 060 / 049
BLOOD ORANGE 60% 240 / 144 / 111
BLOOD ORANGE 30% 249 / 203 / 182

WELL DONE 100% 160 / 018 / 027
WELL DONE 60% 194 / 113 / 087
WELL DONE 30% 225 / 183 / 164

LAZY SUNDAY 100% 138 / 034 / 058
LAZY SUNDAY 60% 182 / 119 / 119
LAZY SUNDAY 30% 218 / 187 / 184

LEMON TWIST 30% 252 / 247 / 198

LEMON TWIST 100% 247 / 232 / 000
LEMON TWIST 60% 250 / 240 / 129

VIVID BAZAAR 100% 226 / 182 / 000
VIVID BAZAAR 60%        238 / 209 / 117
VIVID BAZAAR 30%        247 / 232 / 189

YELLO GOLD 100% 255 / 181 / 000
YELLO GOLD 60% 253 / 208 / 120
YELLO GOLD 30% 255 / 232 / 191

MISTER MANDARINE 100% 242 / 148 / 000
MISTER MANDARINE 60% 250 / 192 / 115
MISTER MANDARINE 30% 253 / 225 / 187

ORANGE SQUASH 100% 248 / 202 / 000
ORANGE SQUASH 60% 252 / 222 / 124
ORANGE SQUASH 30% 253 / 239 / 194

SHOCKING PINK 100% 226 / 000 / 122
SHOCKING PINK 60% 238 / 135 / 178
SHOCKING PINK 30% 247 / 201 / 220

SWEET CANDY 100% 181 / 000 / 123
SWEET CANDY 60% 207 / 128 / 176
SWEET CANDY 30% 230 / 195 / 219

RADIANT ORCHID 100% 147 / 017 / 126
RADIANT ORCHID 60% 185 / 124 / 175
RADIANT ORCHID 30% 219 / 191 / 217

PURPLE RAIN 30% 217 / 201 / 225

PURPLE RAIN 100% 137 / 075 / 148
PURPLE RAIN 60%181 / 147 / 192

FLOWERY MEADOW 30% 195 / 172 / 197

FLOWERY MEADOW 100% 093 / 008 / 085
FLOWERY MEADOW 60% 144 / 097 / 141

VIBRANT SUMMER 100% 104 / 176 / 034
VIBRANT SUMMER 60% 176 / 208 / 130
VIBRANT SUMMER 30% 217 / 232 / 195

DARK FOREST 100% 000 / 119 / 052
DARK FOREST 60% 119 / 166 / 121
DARK FOREST 30% 192 / 210 / 187

GREEN PEPPER 100% 110 / 119 / 064
GREEN PEPPER 60% 163 / 168 / 130
GREEN PEPPER 30% 208 / 210 / 190

POP GREEN 100% 180 / 204 / 004
POP GREEN 60% 221 / 226 / 130
POP GREEN 30% 238 / 241 / 197

MORNING SKY 100% 036 / 175 / 225
MORNING SKY 60% 157 / 208 / 237
MORNING SKY 30% 209 / 232 / 246

DEEP OCEAN 100% 000 / 104 / 161
DEEP OCEAN 60% 092 / 154 / 195
DEEP OCEAN 30% 178 / 203 / 225

AZUR BLUE 100% 000 / 167 / 181
AZUR BLUE 60% 142 / 208 / 216
AZUR BLUE 30% 205 / 233 / 236

MOUNTAIN LAKE 30% 190 / 225 / 222

MOUNTAIN LAKE 100% 000 / 151 / 144
MOUNTAIN LAKE 60% 104 / 192 / 186

SWEET CARAMEL 100% 205 / 170 / 112
SWEET CARAMEL 60% 225 / 202 / 166
SWEET CARAMEL 30% 240 / 229 / 210

HOT CHOCOLATE 100% 105 / 049 / 034
HOT CHOCOLATE 60% 166 / 118 / 100
HOT CHOCOLATE 30% 211 / 182 / 169

DELICIOUS BROWN 100% 082 / 045 / 027
DELICIOUS BROWN 60% 142 / 109 / 089
DELICIOUS BROWN 30% 195 / 175 / 162

TENDER CREAM 100% 213 / 183 / 172
TENDER CREAM 60% 229 / 210 / 202
TENDER CREAM 30% 243 / 233 / 229

OFF WHITE 100% 223 / 219 / 209
OFF WHITE 60% 236 / 234 / 228
OFF WHITE 30% 246 / 244 / 242

HEAVY METAL 100% 112 / 146 / 156
HEAVY METAL 60% 166 / 187 / 193
HEAVY METAL 30% 209 / 220 / 224

HOT SANDS 100% 129 / 112 / 096
HOT SANDS 60% 178 / 164 / 152
HOT SANDS 30% 216 / 208 / 201

WARM GREY 30% 196 / 188 / 186

WARM GREY 100% 094 / 081 / 077
WARM GREY 60% 142 / 130 / 127

Statice Mai    30% 210 / 210 / 235 

Statice Main 100% 056 / 056 / 128
Statice Maiin 60% 119 / 119 / 195

Safeguarding 
privacy: how to 
leverage synthetic 
data?
IPEN 2021
16 June 2021



3,19

5,21

11,42 11,38

DEEP BLACK 100% 000 / 000 / 000
DEEP BLACK 60%        135 / 135 / 135
DEEP BLACK 30%        200 / 200 / 200

SHINY SILVER 100% 139 / 140 / 139
SHINY SILVER 60% 186 / 187 / 187
SHINY SILVER 30% 221 / 222 / 222

GOLDEN GATE 100% 137 / 115 / 077
GOLDEN GATE 60% 182 / 165 / 139
GOLDEN GATE 30% 217 / 208 / 194

Statice Main 100% 243 / 152 / 000
Statice Main  60% 255 / 195 / 095
Statice Main  30% 255 / 235 / 202

BLOOD ORANGE 100% 224 / 060 / 049
BLOOD ORANGE 60% 240 / 144 / 111
BLOOD ORANGE 30% 249 / 203 / 182

WELL DONE 100% 160 / 018 / 027
WELL DONE 60% 194 / 113 / 087
WELL DONE 30% 225 / 183 / 164

LAZY SUNDAY 100% 138 / 034 / 058
LAZY SUNDAY 60% 182 / 119 / 119
LAZY SUNDAY 30% 218 / 187 / 184

LEMON TWIST 30% 252 / 247 / 198

LEMON TWIST 100% 247 / 232 / 000
LEMON TWIST 60% 250 / 240 / 129

VIVID BAZAAR 100% 226 / 182 / 000
VIVID BAZAAR 60%        238 / 209 / 117
VIVID BAZAAR 30%        247 / 232 / 189

YELLO GOLD 100% 255 / 181 / 000
YELLO GOLD 60% 253 / 208 / 120
YELLO GOLD 30% 255 / 232 / 191

MISTER MANDARINE 100% 242 / 148 / 000
MISTER MANDARINE 60% 250 / 192 / 115
MISTER MANDARINE 30% 253 / 225 / 187

ORANGE SQUASH 100% 248 / 202 / 000
ORANGE SQUASH 60% 252 / 222 / 124
ORANGE SQUASH 30% 253 / 239 / 194

SHOCKING PINK 100% 226 / 000 / 122
SHOCKING PINK 60% 238 / 135 / 178
SHOCKING PINK 30% 247 / 201 / 220

SWEET CANDY 100% 181 / 000 / 123
SWEET CANDY 60% 207 / 128 / 176
SWEET CANDY 30% 230 / 195 / 219

RADIANT ORCHID 100% 147 / 017 / 126
RADIANT ORCHID 60% 185 / 124 / 175
RADIANT ORCHID 30% 219 / 191 / 217

PURPLE RAIN 30% 217 / 201 / 225

PURPLE RAIN 100% 137 / 075 / 148
PURPLE RAIN 60%181 / 147 / 192

FLOWERY MEADOW 30% 195 / 172 / 197

FLOWERY MEADOW 100% 093 / 008 / 085
FLOWERY MEADOW 60% 144 / 097 / 141

VIBRANT SUMMER 100% 104 / 176 / 034
VIBRANT SUMMER 60% 176 / 208 / 130
VIBRANT SUMMER 30% 217 / 232 / 195

DARK FOREST 100% 000 / 119 / 052
DARK FOREST 60% 119 / 166 / 121
DARK FOREST 30% 192 / 210 / 187

GREEN PEPPER 100% 110 / 119 / 064
GREEN PEPPER 60% 163 / 168 / 130
GREEN PEPPER 30% 208 / 210 / 190

POP GREEN 100% 180 / 204 / 004
POP GREEN 60% 221 / 226 / 130
POP GREEN 30% 238 / 241 / 197

MORNING SKY 100% 036 / 175 / 225
MORNING SKY 60% 157 / 208 / 237
MORNING SKY 30% 209 / 232 / 246

DEEP OCEAN 100% 000 / 104 / 161
DEEP OCEAN 60% 092 / 154 / 195
DEEP OCEAN 30% 178 / 203 / 225

AZUR BLUE 100% 000 / 167 / 181
AZUR BLUE 60% 142 / 208 / 216
AZUR BLUE 30% 205 / 233 / 236

MOUNTAIN LAKE 30% 190 / 225 / 222

MOUNTAIN LAKE 100% 000 / 151 / 144
MOUNTAIN LAKE 60% 104 / 192 / 186

SWEET CARAMEL 100% 205 / 170 / 112
SWEET CARAMEL 60% 225 / 202 / 166
SWEET CARAMEL 30% 240 / 229 / 210

HOT CHOCOLATE 100% 105 / 049 / 034
HOT CHOCOLATE 60% 166 / 118 / 100
HOT CHOCOLATE 30% 211 / 182 / 169

DELICIOUS BROWN 100% 082 / 045 / 027
DELICIOUS BROWN 60% 142 / 109 / 089
DELICIOUS BROWN 30% 195 / 175 / 162

TENDER CREAM 100% 213 / 183 / 172
TENDER CREAM 60% 229 / 210 / 202
TENDER CREAM 30% 243 / 233 / 229

OFF WHITE 100% 223 / 219 / 209
OFF WHITE 60% 236 / 234 / 228
OFF WHITE 30% 246 / 244 / 242

HEAVY METAL 100% 112 / 146 / 156
HEAVY METAL 60% 166 / 187 / 193
HEAVY METAL 30% 209 / 220 / 224

HOT SANDS 100% 129 / 112 / 096
HOT SANDS 60% 178 / 164 / 152
HOT SANDS 30% 216 / 208 / 201

WARM GREY 30% 196 / 188 / 186

WARM GREY 100% 094 / 081 / 077
WARM GREY 60% 142 / 130 / 127

Statice Mai    30% 210 / 210 / 235 

Statice Main 100% 056 / 056 / 128
Statice Maiin 60% 119 / 119 / 195

omar@statice.ai

Statice GmbH
statice.ai

Co-founder & CEO
Omar Ali Fdal

Berlin-based company

Since 2017

Synthetic data and 
Privacy

https://www.statice.ai/


3,19

5,21

11,42 11,38

DEEP BLACK 100% 000 / 000 / 000
DEEP BLACK 60%        135 / 135 / 135
DEEP BLACK 30%        200 / 200 / 200

SHINY SILVER 100% 139 / 140 / 139
SHINY SILVER 60% 186 / 187 / 187
SHINY SILVER 30% 221 / 222 / 222

GOLDEN GATE 100% 137 / 115 / 077
GOLDEN GATE 60% 182 / 165 / 139
GOLDEN GATE 30% 217 / 208 / 194

Statice Main 100% 243 / 152 / 000
Statice Main  60% 255 / 195 / 095
Statice Main  30% 255 / 235 / 202

BLOOD ORANGE 100% 224 / 060 / 049
BLOOD ORANGE 60% 240 / 144 / 111
BLOOD ORANGE 30% 249 / 203 / 182

WELL DONE 100% 160 / 018 / 027
WELL DONE 60% 194 / 113 / 087
WELL DONE 30% 225 / 183 / 164

LAZY SUNDAY 100% 138 / 034 / 058
LAZY SUNDAY 60% 182 / 119 / 119
LAZY SUNDAY 30% 218 / 187 / 184

LEMON TWIST 30% 252 / 247 / 198

LEMON TWIST 100% 247 / 232 / 000
LEMON TWIST 60% 250 / 240 / 129

VIVID BAZAAR 100% 226 / 182 / 000
VIVID BAZAAR 60%        238 / 209 / 117
VIVID BAZAAR 30%        247 / 232 / 189

YELLO GOLD 100% 255 / 181 / 000
YELLO GOLD 60% 253 / 208 / 120
YELLO GOLD 30% 255 / 232 / 191

MISTER MANDARINE 100% 242 / 148 / 000
MISTER MANDARINE 60% 250 / 192 / 115
MISTER MANDARINE 30% 253 / 225 / 187

ORANGE SQUASH 100% 248 / 202 / 000
ORANGE SQUASH 60% 252 / 222 / 124
ORANGE SQUASH 30% 253 / 239 / 194

SHOCKING PINK 100% 226 / 000 / 122
SHOCKING PINK 60% 238 / 135 / 178
SHOCKING PINK 30% 247 / 201 / 220

SWEET CANDY 100% 181 / 000 / 123
SWEET CANDY 60% 207 / 128 / 176
SWEET CANDY 30% 230 / 195 / 219

RADIANT ORCHID 100% 147 / 017 / 126
RADIANT ORCHID 60% 185 / 124 / 175
RADIANT ORCHID 30% 219 / 191 / 217

PURPLE RAIN 30% 217 / 201 / 225

PURPLE RAIN 100% 137 / 075 / 148
PURPLE RAIN 60%181 / 147 / 192

FLOWERY MEADOW 30% 195 / 172 / 197

FLOWERY MEADOW 100% 093 / 008 / 085
FLOWERY MEADOW 60% 144 / 097 / 141

VIBRANT SUMMER 100% 104 / 176 / 034
VIBRANT SUMMER 60% 176 / 208 / 130
VIBRANT SUMMER 30% 217 / 232 / 195

DARK FOREST 100% 000 / 119 / 052
DARK FOREST 60% 119 / 166 / 121
DARK FOREST 30% 192 / 210 / 187

GREEN PEPPER 100% 110 / 119 / 064
GREEN PEPPER 60% 163 / 168 / 130
GREEN PEPPER 30% 208 / 210 / 190

POP GREEN 100% 180 / 204 / 004
POP GREEN 60% 221 / 226 / 130
POP GREEN 30% 238 / 241 / 197

MORNING SKY 100% 036 / 175 / 225
MORNING SKY 60% 157 / 208 / 237
MORNING SKY 30% 209 / 232 / 246

DEEP OCEAN 100% 000 / 104 / 161
DEEP OCEAN 60% 092 / 154 / 195
DEEP OCEAN 30% 178 / 203 / 225

AZUR BLUE 100% 000 / 167 / 181
AZUR BLUE 60% 142 / 208 / 216
AZUR BLUE 30% 205 / 233 / 236

MOUNTAIN LAKE 30% 190 / 225 / 222

MOUNTAIN LAKE 100% 000 / 151 / 144
MOUNTAIN LAKE 60% 104 / 192 / 186

SWEET CARAMEL 100% 205 / 170 / 112
SWEET CARAMEL 60% 225 / 202 / 166
SWEET CARAMEL 30% 240 / 229 / 210

HOT CHOCOLATE 100% 105 / 049 / 034
HOT CHOCOLATE 60% 166 / 118 / 100
HOT CHOCOLATE 30% 211 / 182 / 169

DELICIOUS BROWN 100% 082 / 045 / 027
DELICIOUS BROWN 60% 142 / 109 / 089
DELICIOUS BROWN 30% 195 / 175 / 162

TENDER CREAM 100% 213 / 183 / 172
TENDER CREAM 60% 229 / 210 / 202
TENDER CREAM 30% 243 / 233 / 229

OFF WHITE 100% 223 / 219 / 209
OFF WHITE 60% 236 / 234 / 228
OFF WHITE 30% 246 / 244 / 242

HEAVY METAL 100% 112 / 146 / 156
HEAVY METAL 60% 166 / 187 / 193
HEAVY METAL 30% 209 / 220 / 224

HOT SANDS 100% 129 / 112 / 096
HOT SANDS 60% 178 / 164 / 152
HOT SANDS 30% 216 / 208 / 201

WARM GREY 30% 196 / 188 / 186

WARM GREY 100% 094 / 081 / 077
WARM GREY 60% 142 / 130 / 127

Statice Mai    30% 210 / 210 / 235 

Statice Main 100% 056 / 056 / 128
Statice Maiin 60% 119 / 119 / 195

Today’s agenda
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02

> Linkage and re-identification
> Inference and Attribution
> From pseudonymization to synthetic data

Data release and challenges of preserving privacy

> By design
> Combined with other techniques
> Practical risk assessment

Synthetic data as a privacy mechanism
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The risks related to data release
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● (re-)identification and linkage

● (specific) Attribute inference
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DARK FOREST 100% 000 / 119 / 052
DARK FOREST 60% 119 / 166 / 121
DARK FOREST 30% 192 / 210 / 187

GREEN PEPPER 100% 110 / 119 / 064
GREEN PEPPER 60% 163 / 168 / 130
GREEN PEPPER 30% 208 / 210 / 190

POP GREEN 100% 180 / 204 / 004
POP GREEN 60% 221 / 226 / 130
POP GREEN 30% 238 / 241 / 197

MORNING SKY 100% 036 / 175 / 225
MORNING SKY 60% 157 / 208 / 237
MORNING SKY 30% 209 / 232 / 246

DEEP OCEAN 100% 000 / 104 / 161
DEEP OCEAN 60% 092 / 154 / 195
DEEP OCEAN 30% 178 / 203 / 225

AZUR BLUE 100% 000 / 167 / 181
AZUR BLUE 60% 142 / 208 / 216
AZUR BLUE 30% 205 / 233 / 236

MOUNTAIN LAKE 30% 190 / 225 / 222

MOUNTAIN LAKE 100% 000 / 151 / 144
MOUNTAIN LAKE 60% 104 / 192 / 186

SWEET CARAMEL 100% 205 / 170 / 112
SWEET CARAMEL 60% 225 / 202 / 166
SWEET CARAMEL 30% 240 / 229 / 210

HOT CHOCOLATE 100% 105 / 049 / 034
HOT CHOCOLATE 60% 166 / 118 / 100
HOT CHOCOLATE 30% 211 / 182 / 169

DELICIOUS BROWN 100% 082 / 045 / 027
DELICIOUS BROWN 60% 142 / 109 / 089
DELICIOUS BROWN 30% 195 / 175 / 162

TENDER CREAM 100% 213 / 183 / 172
TENDER CREAM 60% 229 / 210 / 202
TENDER CREAM 30% 243 / 233 / 229

OFF WHITE 100% 223 / 219 / 209
OFF WHITE 60% 236 / 234 / 228
OFF WHITE 30% 246 / 244 / 242

HEAVY METAL 100% 112 / 146 / 156
HEAVY METAL 60% 166 / 187 / 193
HEAVY METAL 30% 209 / 220 / 224

HOT SANDS 100% 129 / 112 / 096
HOT SANDS 60% 178 / 164 / 152
HOT SANDS 30% 216 / 208 / 201

WARM GREY 30% 196 / 188 / 186

WARM GREY 100% 094 / 081 / 077
WARM GREY 60% 142 / 130 / 127

Statice Mai    30% 210 / 210 / 235 

Statice Main 100% 056 / 056 / 128
Statice Maiin 60% 119 / 119 / 195

6

 Netflix movie preferences
Illustration

 Researchers re-identified 
significant numbers of Netflix 

users and their viewing 
habits by matching the 

redacted viewing information 
with IMDb ratings. 

Narayanan A, Shmatikov V. Robust 
de-anonymization of large sparse 

datasets. InSecurity and Privacy, 2008. SP 
2008. IEEE Symposium on 2008 May 18 (pp. 

111-125). IEEE.



3,19

5,21

11,42 11,38

DEEP BLACK 100% 000 / 000 / 000
DEEP BLACK 60%        135 / 135 / 135
DEEP BLACK 30%        200 / 200 / 200

SHINY SILVER 100% 139 / 140 / 139
SHINY SILVER 60% 186 / 187 / 187
SHINY SILVER 30% 221 / 222 / 222

GOLDEN GATE 100% 137 / 115 / 077
GOLDEN GATE 60% 182 / 165 / 139
GOLDEN GATE 30% 217 / 208 / 194

Statice Main 100% 243 / 152 / 000
Statice Main  60% 255 / 195 / 095
Statice Main  30% 255 / 235 / 202

BLOOD ORANGE 100% 224 / 060 / 049
BLOOD ORANGE 60% 240 / 144 / 111
BLOOD ORANGE 30% 249 / 203 / 182

WELL DONE 100% 160 / 018 / 027
WELL DONE 60% 194 / 113 / 087
WELL DONE 30% 225 / 183 / 164

LAZY SUNDAY 100% 138 / 034 / 058
LAZY SUNDAY 60% 182 / 119 / 119
LAZY SUNDAY 30% 218 / 187 / 184

LEMON TWIST 30% 252 / 247 / 198

LEMON TWIST 100% 247 / 232 / 000
LEMON TWIST 60% 250 / 240 / 129

VIVID BAZAAR 100% 226 / 182 / 000
VIVID BAZAAR 60%        238 / 209 / 117
VIVID BAZAAR 30%        247 / 232 / 189

YELLO GOLD 100% 255 / 181 / 000
YELLO GOLD 60% 253 / 208 / 120
YELLO GOLD 30% 255 / 232 / 191

MISTER MANDARINE 100% 242 / 148 / 000
MISTER MANDARINE 60% 250 / 192 / 115
MISTER MANDARINE 30% 253 / 225 / 187

ORANGE SQUASH 100% 248 / 202 / 000
ORANGE SQUASH 60% 252 / 222 / 124
ORANGE SQUASH 30% 253 / 239 / 194

SHOCKING PINK 100% 226 / 000 / 122
SHOCKING PINK 60% 238 / 135 / 178
SHOCKING PINK 30% 247 / 201 / 220

SWEET CANDY 100% 181 / 000 / 123
SWEET CANDY 60% 207 / 128 / 176
SWEET CANDY 30% 230 / 195 / 219

RADIANT ORCHID 100% 147 / 017 / 126
RADIANT ORCHID 60% 185 / 124 / 175
RADIANT ORCHID 30% 219 / 191 / 217

PURPLE RAIN 30% 217 / 201 / 225

PURPLE RAIN 100% 137 / 075 / 148
PURPLE RAIN 60%181 / 147 / 192

FLOWERY MEADOW 30% 195 / 172 / 197

FLOWERY MEADOW 100% 093 / 008 / 085
FLOWERY MEADOW 60% 144 / 097 / 141

VIBRANT SUMMER 100% 104 / 176 / 034
VIBRANT SUMMER 60% 176 / 208 / 130
VIBRANT SUMMER 30% 217 / 232 / 195

DARK FOREST 100% 000 / 119 / 052
DARK FOREST 60% 119 / 166 / 121
DARK FOREST 30% 192 / 210 / 187

GREEN PEPPER 100% 110 / 119 / 064
GREEN PEPPER 60% 163 / 168 / 130
GREEN PEPPER 30% 208 / 210 / 190

POP GREEN 100% 180 / 204 / 004
POP GREEN 60% 221 / 226 / 130
POP GREEN 30% 238 / 241 / 197

MORNING SKY 100% 036 / 175 / 225
MORNING SKY 60% 157 / 208 / 237
MORNING SKY 30% 209 / 232 / 246

DEEP OCEAN 100% 000 / 104 / 161
DEEP OCEAN 60% 092 / 154 / 195
DEEP OCEAN 30% 178 / 203 / 225

AZUR BLUE 100% 000 / 167 / 181
AZUR BLUE 60% 142 / 208 / 216
AZUR BLUE 30% 205 / 233 / 236

MOUNTAIN LAKE 30% 190 / 225 / 222

MOUNTAIN LAKE 100% 000 / 151 / 144
MOUNTAIN LAKE 60% 104 / 192 / 186

SWEET CARAMEL 100% 205 / 170 / 112
SWEET CARAMEL 60% 225 / 202 / 166
SWEET CARAMEL 30% 240 / 229 / 210

HOT CHOCOLATE 100% 105 / 049 / 034
HOT CHOCOLATE 60% 166 / 118 / 100
HOT CHOCOLATE 30% 211 / 182 / 169

DELICIOUS BROWN 100% 082 / 045 / 027
DELICIOUS BROWN 60% 142 / 109 / 089
DELICIOUS BROWN 30% 195 / 175 / 162

TENDER CREAM 100% 213 / 183 / 172
TENDER CREAM 60% 229 / 210 / 202
TENDER CREAM 30% 243 / 233 / 229

OFF WHITE 100% 223 / 219 / 209
OFF WHITE 60% 236 / 234 / 228
OFF WHITE 30% 246 / 244 / 242

HEAVY METAL 100% 112 / 146 / 156
HEAVY METAL 60% 166 / 187 / 193
HEAVY METAL 30% 209 / 220 / 224

HOT SANDS 100% 129 / 112 / 096
HOT SANDS 60% 178 / 164 / 152
HOT SANDS 30% 216 / 208 / 201

WARM GREY 30% 196 / 188 / 186

WARM GREY 100% 094 / 081 / 077
WARM GREY 60% 142 / 130 / 127

Statice Mai    30% 210 / 210 / 235 

Statice Main 100% 056 / 056 / 128
Statice Maiin 60% 119 / 119 / 195

Linkage and re-identification

7

● Uniqueness

Types of risk

Simple Demographics Often Identify People Uniquely
Latanya Sweeny, 2000

● Background knowledge and auxiliary information



3,19

5,21

11,42 11,38

DEEP BLACK 100% 000 / 000 / 000
DEEP BLACK 60%        135 / 135 / 135
DEEP BLACK 30%        200 / 200 / 200

SHINY SILVER 100% 139 / 140 / 139
SHINY SILVER 60% 186 / 187 / 187
SHINY SILVER 30% 221 / 222 / 222

GOLDEN GATE 100% 137 / 115 / 077
GOLDEN GATE 60% 182 / 165 / 139
GOLDEN GATE 30% 217 / 208 / 194

Statice Main 100% 243 / 152 / 000
Statice Main  60% 255 / 195 / 095
Statice Main  30% 255 / 235 / 202

BLOOD ORANGE 100% 224 / 060 / 049
BLOOD ORANGE 60% 240 / 144 / 111
BLOOD ORANGE 30% 249 / 203 / 182

WELL DONE 100% 160 / 018 / 027
WELL DONE 60% 194 / 113 / 087
WELL DONE 30% 225 / 183 / 164

LAZY SUNDAY 100% 138 / 034 / 058
LAZY SUNDAY 60% 182 / 119 / 119
LAZY SUNDAY 30% 218 / 187 / 184

LEMON TWIST 30% 252 / 247 / 198

LEMON TWIST 100% 247 / 232 / 000
LEMON TWIST 60% 250 / 240 / 129

VIVID BAZAAR 100% 226 / 182 / 000
VIVID BAZAAR 60%        238 / 209 / 117
VIVID BAZAAR 30%        247 / 232 / 189

YELLO GOLD 100% 255 / 181 / 000
YELLO GOLD 60% 253 / 208 / 120
YELLO GOLD 30% 255 / 232 / 191

MISTER MANDARINE 100% 242 / 148 / 000
MISTER MANDARINE 60% 250 / 192 / 115
MISTER MANDARINE 30% 253 / 225 / 187

ORANGE SQUASH 100% 248 / 202 / 000
ORANGE SQUASH 60% 252 / 222 / 124
ORANGE SQUASH 30% 253 / 239 / 194

SHOCKING PINK 100% 226 / 000 / 122
SHOCKING PINK 60% 238 / 135 / 178
SHOCKING PINK 30% 247 / 201 / 220

SWEET CANDY 100% 181 / 000 / 123
SWEET CANDY 60% 207 / 128 / 176
SWEET CANDY 30% 230 / 195 / 219

RADIANT ORCHID 100% 147 / 017 / 126
RADIANT ORCHID 60% 185 / 124 / 175
RADIANT ORCHID 30% 219 / 191 / 217

PURPLE RAIN 30% 217 / 201 / 225

PURPLE RAIN 100% 137 / 075 / 148
PURPLE RAIN 60%181 / 147 / 192

FLOWERY MEADOW 30% 195 / 172 / 197

FLOWERY MEADOW 100% 093 / 008 / 085
FLOWERY MEADOW 60% 144 / 097 / 141

VIBRANT SUMMER 100% 104 / 176 / 034
VIBRANT SUMMER 60% 176 / 208 / 130
VIBRANT SUMMER 30% 217 / 232 / 195

DARK FOREST 100% 000 / 119 / 052
DARK FOREST 60% 119 / 166 / 121
DARK FOREST 30% 192 / 210 / 187

GREEN PEPPER 100% 110 / 119 / 064
GREEN PEPPER 60% 163 / 168 / 130
GREEN PEPPER 30% 208 / 210 / 190

POP GREEN 100% 180 / 204 / 004
POP GREEN 60% 221 / 226 / 130
POP GREEN 30% 238 / 241 / 197

MORNING SKY 100% 036 / 175 / 225
MORNING SKY 60% 157 / 208 / 237
MORNING SKY 30% 209 / 232 / 246

DEEP OCEAN 100% 000 / 104 / 161
DEEP OCEAN 60% 092 / 154 / 195
DEEP OCEAN 30% 178 / 203 / 225

AZUR BLUE 100% 000 / 167 / 181
AZUR BLUE 60% 142 / 208 / 216
AZUR BLUE 30% 205 / 233 / 236

MOUNTAIN LAKE 30% 190 / 225 / 222

MOUNTAIN LAKE 100% 000 / 151 / 144
MOUNTAIN LAKE 60% 104 / 192 / 186

SWEET CARAMEL 100% 205 / 170 / 112
SWEET CARAMEL 60% 225 / 202 / 166
SWEET CARAMEL 30% 240 / 229 / 210

HOT CHOCOLATE 100% 105 / 049 / 034
HOT CHOCOLATE 60% 166 / 118 / 100
HOT CHOCOLATE 30% 211 / 182 / 169

DELICIOUS BROWN 100% 082 / 045 / 027
DELICIOUS BROWN 60% 142 / 109 / 089
DELICIOUS BROWN 30% 195 / 175 / 162

TENDER CREAM 100% 213 / 183 / 172
TENDER CREAM 60% 229 / 210 / 202
TENDER CREAM 30% 243 / 233 / 229

OFF WHITE 100% 223 / 219 / 209
OFF WHITE 60% 236 / 234 / 228
OFF WHITE 30% 246 / 244 / 242

HEAVY METAL 100% 112 / 146 / 156
HEAVY METAL 60% 166 / 187 / 193
HEAVY METAL 30% 209 / 220 / 224

HOT SANDS 100% 129 / 112 / 096
HOT SANDS 60% 178 / 164 / 152
HOT SANDS 30% 216 / 208 / 201

WARM GREY 30% 196 / 188 / 186

WARM GREY 100% 094 / 081 / 077
WARM GREY 60% 142 / 130 / 127

Statice Mai    30% 210 / 210 / 235 

Statice Main 100% 056 / 056 / 128
Statice Maiin 60% 119 / 119 / 195

Attribute Inference

8

● General inference: Learning that “smoking causes cancer”

● “Specific” inference: Information that can only be learned based on the 
specific dataset at hand but not from the population

Types of risk



3,19

5,21

11,42 11,38

DEEP BLACK 100% 000 / 000 / 000
DEEP BLACK 60%        135 / 135 / 135
DEEP BLACK 30%        200 / 200 / 200

SHINY SILVER 100% 139 / 140 / 139
SHINY SILVER 60% 186 / 187 / 187
SHINY SILVER 30% 221 / 222 / 222

GOLDEN GATE 100% 137 / 115 / 077
GOLDEN GATE 60% 182 / 165 / 139
GOLDEN GATE 30% 217 / 208 / 194

Statice Main 100% 243 / 152 / 000
Statice Main  60% 255 / 195 / 095
Statice Main  30% 255 / 235 / 202

BLOOD ORANGE 100% 224 / 060 / 049
BLOOD ORANGE 60% 240 / 144 / 111
BLOOD ORANGE 30% 249 / 203 / 182

WELL DONE 100% 160 / 018 / 027
WELL DONE 60% 194 / 113 / 087
WELL DONE 30% 225 / 183 / 164

LAZY SUNDAY 100% 138 / 034 / 058
LAZY SUNDAY 60% 182 / 119 / 119
LAZY SUNDAY 30% 218 / 187 / 184

LEMON TWIST 30% 252 / 247 / 198

LEMON TWIST 100% 247 / 232 / 000
LEMON TWIST 60% 250 / 240 / 129

VIVID BAZAAR 100% 226 / 182 / 000
VIVID BAZAAR 60%        238 / 209 / 117
VIVID BAZAAR 30%        247 / 232 / 189

YELLO GOLD 100% 255 / 181 / 000
YELLO GOLD 60% 253 / 208 / 120
YELLO GOLD 30% 255 / 232 / 191

MISTER MANDARINE 100% 242 / 148 / 000
MISTER MANDARINE 60% 250 / 192 / 115
MISTER MANDARINE 30% 253 / 225 / 187

ORANGE SQUASH 100% 248 / 202 / 000
ORANGE SQUASH 60% 252 / 222 / 124
ORANGE SQUASH 30% 253 / 239 / 194

SHOCKING PINK 100% 226 / 000 / 122
SHOCKING PINK 60% 238 / 135 / 178
SHOCKING PINK 30% 247 / 201 / 220

SWEET CANDY 100% 181 / 000 / 123
SWEET CANDY 60% 207 / 128 / 176
SWEET CANDY 30% 230 / 195 / 219

RADIANT ORCHID 100% 147 / 017 / 126
RADIANT ORCHID 60% 185 / 124 / 175
RADIANT ORCHID 30% 219 / 191 / 217

PURPLE RAIN 30% 217 / 201 / 225

PURPLE RAIN 100% 137 / 075 / 148
PURPLE RAIN 60%181 / 147 / 192

FLOWERY MEADOW 30% 195 / 172 / 197

FLOWERY MEADOW 100% 093 / 008 / 085
FLOWERY MEADOW 60% 144 / 097 / 141

VIBRANT SUMMER 100% 104 / 176 / 034
VIBRANT SUMMER 60% 176 / 208 / 130
VIBRANT SUMMER 30% 217 / 232 / 195

DARK FOREST 100% 000 / 119 / 052
DARK FOREST 60% 119 / 166 / 121
DARK FOREST 30% 192 / 210 / 187

GREEN PEPPER 100% 110 / 119 / 064
GREEN PEPPER 60% 163 / 168 / 130
GREEN PEPPER 30% 208 / 210 / 190

POP GREEN 100% 180 / 204 / 004
POP GREEN 60% 221 / 226 / 130
POP GREEN 30% 238 / 241 / 197

MORNING SKY 100% 036 / 175 / 225
MORNING SKY 60% 157 / 208 / 237
MORNING SKY 30% 209 / 232 / 246

DEEP OCEAN 100% 000 / 104 / 161
DEEP OCEAN 60% 092 / 154 / 195
DEEP OCEAN 30% 178 / 203 / 225

AZUR BLUE 100% 000 / 167 / 181
AZUR BLUE 60% 142 / 208 / 216
AZUR BLUE 30% 205 / 233 / 236

MOUNTAIN LAKE 30% 190 / 225 / 222

MOUNTAIN LAKE 100% 000 / 151 / 144
MOUNTAIN LAKE 60% 104 / 192 / 186

SWEET CARAMEL 100% 205 / 170 / 112
SWEET CARAMEL 60% 225 / 202 / 166
SWEET CARAMEL 30% 240 / 229 / 210

HOT CHOCOLATE 100% 105 / 049 / 034
HOT CHOCOLATE 60% 166 / 118 / 100
HOT CHOCOLATE 30% 211 / 182 / 169

DELICIOUS BROWN 100% 082 / 045 / 027
DELICIOUS BROWN 60% 142 / 109 / 089
DELICIOUS BROWN 30% 195 / 175 / 162

TENDER CREAM 100% 213 / 183 / 172
TENDER CREAM 60% 229 / 210 / 202
TENDER CREAM 30% 243 / 233 / 229

OFF WHITE 100% 223 / 219 / 209
OFF WHITE 60% 236 / 234 / 228
OFF WHITE 30% 246 / 244 / 242

HEAVY METAL 100% 112 / 146 / 156
HEAVY METAL 60% 166 / 187 / 193
HEAVY METAL 30% 209 / 220 / 224

HOT SANDS 100% 129 / 112 / 096
HOT SANDS 60% 178 / 164 / 152
HOT SANDS 30% 216 / 208 / 201

WARM GREY 30% 196 / 188 / 186

WARM GREY 100% 094 / 081 / 077
WARM GREY 60% 142 / 130 / 127

Statice Mai    30% 210 / 210 / 235 

Statice Main 100% 056 / 056 / 128
Statice Maiin 60% 119 / 119 / 195

Common data protection techniques

9

● Pseudonymization

● K-anonymization

● No data?



3,19

5,21

11,42 11,38

DEEP BLACK 100% 000 / 000 / 000
DEEP BLACK 60%        135 / 135 / 135
DEEP BLACK 30%        200 / 200 / 200

SHINY SILVER 100% 139 / 140 / 139
SHINY SILVER 60% 186 / 187 / 187
SHINY SILVER 30% 221 / 222 / 222

GOLDEN GATE 100% 137 / 115 / 077
GOLDEN GATE 60% 182 / 165 / 139
GOLDEN GATE 30% 217 / 208 / 194

Statice Main 100% 243 / 152 / 000
Statice Main  60% 255 / 195 / 095
Statice Main  30% 255 / 235 / 202

BLOOD ORANGE 100% 224 / 060 / 049
BLOOD ORANGE 60% 240 / 144 / 111
BLOOD ORANGE 30% 249 / 203 / 182

WELL DONE 100% 160 / 018 / 027
WELL DONE 60% 194 / 113 / 087
WELL DONE 30% 225 / 183 / 164

LAZY SUNDAY 100% 138 / 034 / 058
LAZY SUNDAY 60% 182 / 119 / 119
LAZY SUNDAY 30% 218 / 187 / 184

LEMON TWIST 30% 252 / 247 / 198

LEMON TWIST 100% 247 / 232 / 000
LEMON TWIST 60% 250 / 240 / 129

VIVID BAZAAR 100% 226 / 182 / 000
VIVID BAZAAR 60%        238 / 209 / 117
VIVID BAZAAR 30%        247 / 232 / 189

YELLO GOLD 100% 255 / 181 / 000
YELLO GOLD 60% 253 / 208 / 120
YELLO GOLD 30% 255 / 232 / 191

MISTER MANDARINE 100% 242 / 148 / 000
MISTER MANDARINE 60% 250 / 192 / 115
MISTER MANDARINE 30% 253 / 225 / 187

ORANGE SQUASH 100% 248 / 202 / 000
ORANGE SQUASH 60% 252 / 222 / 124
ORANGE SQUASH 30% 253 / 239 / 194

SHOCKING PINK 100% 226 / 000 / 122
SHOCKING PINK 60% 238 / 135 / 178
SHOCKING PINK 30% 247 / 201 / 220

SWEET CANDY 100% 181 / 000 / 123
SWEET CANDY 60% 207 / 128 / 176
SWEET CANDY 30% 230 / 195 / 219

RADIANT ORCHID 100% 147 / 017 / 126
RADIANT ORCHID 60% 185 / 124 / 175
RADIANT ORCHID 30% 219 / 191 / 217

PURPLE RAIN 30% 217 / 201 / 225

PURPLE RAIN 100% 137 / 075 / 148
PURPLE RAIN 60%181 / 147 / 192

FLOWERY MEADOW 30% 195 / 172 / 197

FLOWERY MEADOW 100% 093 / 008 / 085
FLOWERY MEADOW 60% 144 / 097 / 141

VIBRANT SUMMER 100% 104 / 176 / 034
VIBRANT SUMMER 60% 176 / 208 / 130
VIBRANT SUMMER 30% 217 / 232 / 195

DARK FOREST 100% 000 / 119 / 052
DARK FOREST 60% 119 / 166 / 121
DARK FOREST 30% 192 / 210 / 187

GREEN PEPPER 100% 110 / 119 / 064
GREEN PEPPER 60% 163 / 168 / 130
GREEN PEPPER 30% 208 / 210 / 190

POP GREEN 100% 180 / 204 / 004
POP GREEN 60% 221 / 226 / 130
POP GREEN 30% 238 / 241 / 197

MORNING SKY 100% 036 / 175 / 225
MORNING SKY 60% 157 / 208 / 237
MORNING SKY 30% 209 / 232 / 246

DEEP OCEAN 100% 000 / 104 / 161
DEEP OCEAN 60% 092 / 154 / 195
DEEP OCEAN 30% 178 / 203 / 225

AZUR BLUE 100% 000 / 167 / 181
AZUR BLUE 60% 142 / 208 / 216
AZUR BLUE 30% 205 / 233 / 236

MOUNTAIN LAKE 30% 190 / 225 / 222

MOUNTAIN LAKE 100% 000 / 151 / 144
MOUNTAIN LAKE 60% 104 / 192 / 186

SWEET CARAMEL 100% 205 / 170 / 112
SWEET CARAMEL 60% 225 / 202 / 166
SWEET CARAMEL 30% 240 / 229 / 210

HOT CHOCOLATE 100% 105 / 049 / 034
HOT CHOCOLATE 60% 166 / 118 / 100
HOT CHOCOLATE 30% 211 / 182 / 169

DELICIOUS BROWN 100% 082 / 045 / 027
DELICIOUS BROWN 60% 142 / 109 / 089
DELICIOUS BROWN 30% 195 / 175 / 162

TENDER CREAM 100% 213 / 183 / 172
TENDER CREAM 60% 229 / 210 / 202
TENDER CREAM 30% 243 / 233 / 229

OFF WHITE 100% 223 / 219 / 209
OFF WHITE 60% 236 / 234 / 228
OFF WHITE 30% 246 / 244 / 242

HEAVY METAL 100% 112 / 146 / 156
HEAVY METAL 60% 166 / 187 / 193
HEAVY METAL 30% 209 / 220 / 224

HOT SANDS 100% 129 / 112 / 096
HOT SANDS 60% 178 / 164 / 152
HOT SANDS 30% 216 / 208 / 201

WARM GREY 30% 196 / 188 / 186

WARM GREY 100% 094 / 081 / 077
WARM GREY 60% 142 / 130 / 127

Statice Mai    30% 210 / 210 / 235 

Statice Main 100% 056 / 056 / 128
Statice Maiin 60% 119 / 119 / 195

In the beginning was the data

10

Data protection



3,19

5,21

11,42 11,38

DEEP BLACK 100% 000 / 000 / 000
DEEP BLACK 60%        135 / 135 / 135
DEEP BLACK 30%        200 / 200 / 200

SHINY SILVER 100% 139 / 140 / 139
SHINY SILVER 60% 186 / 187 / 187
SHINY SILVER 30% 221 / 222 / 222

GOLDEN GATE 100% 137 / 115 / 077
GOLDEN GATE 60% 182 / 165 / 139
GOLDEN GATE 30% 217 / 208 / 194

Statice Main 100% 243 / 152 / 000
Statice Main  60% 255 / 195 / 095
Statice Main  30% 255 / 235 / 202

BLOOD ORANGE 100% 224 / 060 / 049
BLOOD ORANGE 60% 240 / 144 / 111
BLOOD ORANGE 30% 249 / 203 / 182

WELL DONE 100% 160 / 018 / 027
WELL DONE 60% 194 / 113 / 087
WELL DONE 30% 225 / 183 / 164

LAZY SUNDAY 100% 138 / 034 / 058
LAZY SUNDAY 60% 182 / 119 / 119
LAZY SUNDAY 30% 218 / 187 / 184

LEMON TWIST 30% 252 / 247 / 198

LEMON TWIST 100% 247 / 232 / 000
LEMON TWIST 60% 250 / 240 / 129

VIVID BAZAAR 100% 226 / 182 / 000
VIVID BAZAAR 60%        238 / 209 / 117
VIVID BAZAAR 30%        247 / 232 / 189

YELLO GOLD 100% 255 / 181 / 000
YELLO GOLD 60% 253 / 208 / 120
YELLO GOLD 30% 255 / 232 / 191

MISTER MANDARINE 100% 242 / 148 / 000
MISTER MANDARINE 60% 250 / 192 / 115
MISTER MANDARINE 30% 253 / 225 / 187

ORANGE SQUASH 100% 248 / 202 / 000
ORANGE SQUASH 60% 252 / 222 / 124
ORANGE SQUASH 30% 253 / 239 / 194

SHOCKING PINK 100% 226 / 000 / 122
SHOCKING PINK 60% 238 / 135 / 178
SHOCKING PINK 30% 247 / 201 / 220

SWEET CANDY 100% 181 / 000 / 123
SWEET CANDY 60% 207 / 128 / 176
SWEET CANDY 30% 230 / 195 / 219

RADIANT ORCHID 100% 147 / 017 / 126
RADIANT ORCHID 60% 185 / 124 / 175
RADIANT ORCHID 30% 219 / 191 / 217

PURPLE RAIN 30% 217 / 201 / 225

PURPLE RAIN 100% 137 / 075 / 148
PURPLE RAIN 60%181 / 147 / 192

FLOWERY MEADOW 30% 195 / 172 / 197

FLOWERY MEADOW 100% 093 / 008 / 085
FLOWERY MEADOW 60% 144 / 097 / 141

VIBRANT SUMMER 100% 104 / 176 / 034
VIBRANT SUMMER 60% 176 / 208 / 130
VIBRANT SUMMER 30% 217 / 232 / 195

DARK FOREST 100% 000 / 119 / 052
DARK FOREST 60% 119 / 166 / 121
DARK FOREST 30% 192 / 210 / 187

GREEN PEPPER 100% 110 / 119 / 064
GREEN PEPPER 60% 163 / 168 / 130
GREEN PEPPER 30% 208 / 210 / 190

POP GREEN 100% 180 / 204 / 004
POP GREEN 60% 221 / 226 / 130
POP GREEN 30% 238 / 241 / 197

MORNING SKY 100% 036 / 175 / 225
MORNING SKY 60% 157 / 208 / 237
MORNING SKY 30% 209 / 232 / 246

DEEP OCEAN 100% 000 / 104 / 161
DEEP OCEAN 60% 092 / 154 / 195
DEEP OCEAN 30% 178 / 203 / 225

AZUR BLUE 100% 000 / 167 / 181
AZUR BLUE 60% 142 / 208 / 216
AZUR BLUE 30% 205 / 233 / 236

MOUNTAIN LAKE 30% 190 / 225 / 222

MOUNTAIN LAKE 100% 000 / 151 / 144
MOUNTAIN LAKE 60% 104 / 192 / 186

SWEET CARAMEL 100% 205 / 170 / 112
SWEET CARAMEL 60% 225 / 202 / 166
SWEET CARAMEL 30% 240 / 229 / 210

HOT CHOCOLATE 100% 105 / 049 / 034
HOT CHOCOLATE 60% 166 / 118 / 100
HOT CHOCOLATE 30% 211 / 182 / 169

DELICIOUS BROWN 100% 082 / 045 / 027
DELICIOUS BROWN 60% 142 / 109 / 089
DELICIOUS BROWN 30% 195 / 175 / 162

TENDER CREAM 100% 213 / 183 / 172
TENDER CREAM 60% 229 / 210 / 202
TENDER CREAM 30% 243 / 233 / 229

OFF WHITE 100% 223 / 219 / 209
OFF WHITE 60% 236 / 234 / 228
OFF WHITE 30% 246 / 244 / 242

HEAVY METAL 100% 112 / 146 / 156
HEAVY METAL 60% 166 / 187 / 193
HEAVY METAL 30% 209 / 220 / 224

HOT SANDS 100% 129 / 112 / 096
HOT SANDS 60% 178 / 164 / 152
HOT SANDS 30% 216 / 208 / 201

WARM GREY 30% 196 / 188 / 186

WARM GREY 100% 094 / 081 / 077
WARM GREY 60% 142 / 130 / 127

Statice Mai    30% 210 / 210 / 235 

Statice Main 100% 056 / 056 / 128
Statice Maiin 60% 119 / 119 / 195

Pseudonymization: protecting “obvious identifiers”

11

Data protection



3,19

5,21

11,42 11,38

DEEP BLACK 100% 000 / 000 / 000
DEEP BLACK 60%        135 / 135 / 135
DEEP BLACK 30%        200 / 200 / 200

SHINY SILVER 100% 139 / 140 / 139
SHINY SILVER 60% 186 / 187 / 187
SHINY SILVER 30% 221 / 222 / 222

GOLDEN GATE 100% 137 / 115 / 077
GOLDEN GATE 60% 182 / 165 / 139
GOLDEN GATE 30% 217 / 208 / 194

Statice Main 100% 243 / 152 / 000
Statice Main  60% 255 / 195 / 095
Statice Main  30% 255 / 235 / 202

BLOOD ORANGE 100% 224 / 060 / 049
BLOOD ORANGE 60% 240 / 144 / 111
BLOOD ORANGE 30% 249 / 203 / 182

WELL DONE 100% 160 / 018 / 027
WELL DONE 60% 194 / 113 / 087
WELL DONE 30% 225 / 183 / 164

LAZY SUNDAY 100% 138 / 034 / 058
LAZY SUNDAY 60% 182 / 119 / 119
LAZY SUNDAY 30% 218 / 187 / 184

LEMON TWIST 30% 252 / 247 / 198

LEMON TWIST 100% 247 / 232 / 000
LEMON TWIST 60% 250 / 240 / 129

VIVID BAZAAR 100% 226 / 182 / 000
VIVID BAZAAR 60%        238 / 209 / 117
VIVID BAZAAR 30%        247 / 232 / 189

YELLO GOLD 100% 255 / 181 / 000
YELLO GOLD 60% 253 / 208 / 120
YELLO GOLD 30% 255 / 232 / 191

MISTER MANDARINE 100% 242 / 148 / 000
MISTER MANDARINE 60% 250 / 192 / 115
MISTER MANDARINE 30% 253 / 225 / 187

ORANGE SQUASH 100% 248 / 202 / 000
ORANGE SQUASH 60% 252 / 222 / 124
ORANGE SQUASH 30% 253 / 239 / 194

SHOCKING PINK 100% 226 / 000 / 122
SHOCKING PINK 60% 238 / 135 / 178
SHOCKING PINK 30% 247 / 201 / 220

SWEET CANDY 100% 181 / 000 / 123
SWEET CANDY 60% 207 / 128 / 176
SWEET CANDY 30% 230 / 195 / 219

RADIANT ORCHID 100% 147 / 017 / 126
RADIANT ORCHID 60% 185 / 124 / 175
RADIANT ORCHID 30% 219 / 191 / 217

PURPLE RAIN 30% 217 / 201 / 225

PURPLE RAIN 100% 137 / 075 / 148
PURPLE RAIN 60%181 / 147 / 192

FLOWERY MEADOW 30% 195 / 172 / 197

FLOWERY MEADOW 100% 093 / 008 / 085
FLOWERY MEADOW 60% 144 / 097 / 141

VIBRANT SUMMER 100% 104 / 176 / 034
VIBRANT SUMMER 60% 176 / 208 / 130
VIBRANT SUMMER 30% 217 / 232 / 195

DARK FOREST 100% 000 / 119 / 052
DARK FOREST 60% 119 / 166 / 121
DARK FOREST 30% 192 / 210 / 187

GREEN PEPPER 100% 110 / 119 / 064
GREEN PEPPER 60% 163 / 168 / 130
GREEN PEPPER 30% 208 / 210 / 190

POP GREEN 100% 180 / 204 / 004
POP GREEN 60% 221 / 226 / 130
POP GREEN 30% 238 / 241 / 197

MORNING SKY 100% 036 / 175 / 225
MORNING SKY 60% 157 / 208 / 237
MORNING SKY 30% 209 / 232 / 246

DEEP OCEAN 100% 000 / 104 / 161
DEEP OCEAN 60% 092 / 154 / 195
DEEP OCEAN 30% 178 / 203 / 225

AZUR BLUE 100% 000 / 167 / 181
AZUR BLUE 60% 142 / 208 / 216
AZUR BLUE 30% 205 / 233 / 236

MOUNTAIN LAKE 30% 190 / 225 / 222

MOUNTAIN LAKE 100% 000 / 151 / 144
MOUNTAIN LAKE 60% 104 / 192 / 186

SWEET CARAMEL 100% 205 / 170 / 112
SWEET CARAMEL 60% 225 / 202 / 166
SWEET CARAMEL 30% 240 / 229 / 210

HOT CHOCOLATE 100% 105 / 049 / 034
HOT CHOCOLATE 60% 166 / 118 / 100
HOT CHOCOLATE 30% 211 / 182 / 169

DELICIOUS BROWN 100% 082 / 045 / 027
DELICIOUS BROWN 60% 142 / 109 / 089
DELICIOUS BROWN 30% 195 / 175 / 162

TENDER CREAM 100% 213 / 183 / 172
TENDER CREAM 60% 229 / 210 / 202
TENDER CREAM 30% 243 / 233 / 229

OFF WHITE 100% 223 / 219 / 209
OFF WHITE 60% 236 / 234 / 228
OFF WHITE 30% 246 / 244 / 242

HEAVY METAL 100% 112 / 146 / 156
HEAVY METAL 60% 166 / 187 / 193
HEAVY METAL 30% 209 / 220 / 224

HOT SANDS 100% 129 / 112 / 096
HOT SANDS 60% 178 / 164 / 152
HOT SANDS 30% 216 / 208 / 201

WARM GREY 30% 196 / 188 / 186

WARM GREY 100% 094 / 081 / 077
WARM GREY 60% 142 / 130 / 127

Statice Mai    30% 210 / 210 / 235 

Statice Main 100% 056 / 056 / 128
Statice Maiin 60% 119 / 119 / 195

Pseudonymous data is personal data

12

… Personal data which have undergone 
pseudonymisation, which could be 
attributed to a natural person by the use 
of additional information should be 
considered to be information on an 
identifiable natural person.

-- Recital 26, GDPR 



3,19

5,21

11,42 11,38

DEEP BLACK 100% 000 / 000 / 000
DEEP BLACK 60%        135 / 135 / 135
DEEP BLACK 30%        200 / 200 / 200

SHINY SILVER 100% 139 / 140 / 139
SHINY SILVER 60% 186 / 187 / 187
SHINY SILVER 30% 221 / 222 / 222

GOLDEN GATE 100% 137 / 115 / 077
GOLDEN GATE 60% 182 / 165 / 139
GOLDEN GATE 30% 217 / 208 / 194

Statice Main 100% 243 / 152 / 000
Statice Main  60% 255 / 195 / 095
Statice Main  30% 255 / 235 / 202

BLOOD ORANGE 100% 224 / 060 / 049
BLOOD ORANGE 60% 240 / 144 / 111
BLOOD ORANGE 30% 249 / 203 / 182

WELL DONE 100% 160 / 018 / 027
WELL DONE 60% 194 / 113 / 087
WELL DONE 30% 225 / 183 / 164

LAZY SUNDAY 100% 138 / 034 / 058
LAZY SUNDAY 60% 182 / 119 / 119
LAZY SUNDAY 30% 218 / 187 / 184

LEMON TWIST 30% 252 / 247 / 198

LEMON TWIST 100% 247 / 232 / 000
LEMON TWIST 60% 250 / 240 / 129

VIVID BAZAAR 100% 226 / 182 / 000
VIVID BAZAAR 60%        238 / 209 / 117
VIVID BAZAAR 30%        247 / 232 / 189

YELLO GOLD 100% 255 / 181 / 000
YELLO GOLD 60% 253 / 208 / 120
YELLO GOLD 30% 255 / 232 / 191

MISTER MANDARINE 100% 242 / 148 / 000
MISTER MANDARINE 60% 250 / 192 / 115
MISTER MANDARINE 30% 253 / 225 / 187

ORANGE SQUASH 100% 248 / 202 / 000
ORANGE SQUASH 60% 252 / 222 / 124
ORANGE SQUASH 30% 253 / 239 / 194

SHOCKING PINK 100% 226 / 000 / 122
SHOCKING PINK 60% 238 / 135 / 178
SHOCKING PINK 30% 247 / 201 / 220

SWEET CANDY 100% 181 / 000 / 123
SWEET CANDY 60% 207 / 128 / 176
SWEET CANDY 30% 230 / 195 / 219

RADIANT ORCHID 100% 147 / 017 / 126
RADIANT ORCHID 60% 185 / 124 / 175
RADIANT ORCHID 30% 219 / 191 / 217

PURPLE RAIN 30% 217 / 201 / 225

PURPLE RAIN 100% 137 / 075 / 148
PURPLE RAIN 60%181 / 147 / 192

FLOWERY MEADOW 30% 195 / 172 / 197

FLOWERY MEADOW 100% 093 / 008 / 085
FLOWERY MEADOW 60% 144 / 097 / 141

VIBRANT SUMMER 100% 104 / 176 / 034
VIBRANT SUMMER 60% 176 / 208 / 130
VIBRANT SUMMER 30% 217 / 232 / 195

DARK FOREST 100% 000 / 119 / 052
DARK FOREST 60% 119 / 166 / 121
DARK FOREST 30% 192 / 210 / 187

GREEN PEPPER 100% 110 / 119 / 064
GREEN PEPPER 60% 163 / 168 / 130
GREEN PEPPER 30% 208 / 210 / 190

POP GREEN 100% 180 / 204 / 004
POP GREEN 60% 221 / 226 / 130
POP GREEN 30% 238 / 241 / 197

MORNING SKY 100% 036 / 175 / 225
MORNING SKY 60% 157 / 208 / 237
MORNING SKY 30% 209 / 232 / 246

DEEP OCEAN 100% 000 / 104 / 161
DEEP OCEAN 60% 092 / 154 / 195
DEEP OCEAN 30% 178 / 203 / 225

AZUR BLUE 100% 000 / 167 / 181
AZUR BLUE 60% 142 / 208 / 216
AZUR BLUE 30% 205 / 233 / 236

MOUNTAIN LAKE 30% 190 / 225 / 222

MOUNTAIN LAKE 100% 000 / 151 / 144
MOUNTAIN LAKE 60% 104 / 192 / 186

SWEET CARAMEL 100% 205 / 170 / 112
SWEET CARAMEL 60% 225 / 202 / 166
SWEET CARAMEL 30% 240 / 229 / 210

HOT CHOCOLATE 100% 105 / 049 / 034
HOT CHOCOLATE 60% 166 / 118 / 100
HOT CHOCOLATE 30% 211 / 182 / 169

DELICIOUS BROWN 100% 082 / 045 / 027
DELICIOUS BROWN 60% 142 / 109 / 089
DELICIOUS BROWN 30% 195 / 175 / 162

TENDER CREAM 100% 213 / 183 / 172
TENDER CREAM 60% 229 / 210 / 202
TENDER CREAM 30% 243 / 233 / 229

OFF WHITE 100% 223 / 219 / 209
OFF WHITE 60% 236 / 234 / 228
OFF WHITE 30% 246 / 244 / 242

HEAVY METAL 100% 112 / 146 / 156
HEAVY METAL 60% 166 / 187 / 193
HEAVY METAL 30% 209 / 220 / 224

HOT SANDS 100% 129 / 112 / 096
HOT SANDS 60% 178 / 164 / 152
HOT SANDS 30% 216 / 208 / 201

WARM GREY 30% 196 / 188 / 186

WARM GREY 100% 094 / 081 / 077
WARM GREY 60% 142 / 130 / 127

Statice Mai    30% 210 / 210 / 235 

Statice Main 100% 056 / 056 / 128
Statice Maiin 60% 119 / 119 / 195

K-anonymity: protecting "quasi-identifiers"

13

Data protection



3,19

5,21

11,42 11,38

DEEP BLACK 100% 000 / 000 / 000
DEEP BLACK 60%        135 / 135 / 135
DEEP BLACK 30%        200 / 200 / 200

SHINY SILVER 100% 139 / 140 / 139
SHINY SILVER 60% 186 / 187 / 187
SHINY SILVER 30% 221 / 222 / 222

GOLDEN GATE 100% 137 / 115 / 077
GOLDEN GATE 60% 182 / 165 / 139
GOLDEN GATE 30% 217 / 208 / 194

Statice Main 100% 243 / 152 / 000
Statice Main  60% 255 / 195 / 095
Statice Main  30% 255 / 235 / 202

BLOOD ORANGE 100% 224 / 060 / 049
BLOOD ORANGE 60% 240 / 144 / 111
BLOOD ORANGE 30% 249 / 203 / 182

WELL DONE 100% 160 / 018 / 027
WELL DONE 60% 194 / 113 / 087
WELL DONE 30% 225 / 183 / 164

LAZY SUNDAY 100% 138 / 034 / 058
LAZY SUNDAY 60% 182 / 119 / 119
LAZY SUNDAY 30% 218 / 187 / 184

LEMON TWIST 30% 252 / 247 / 198

LEMON TWIST 100% 247 / 232 / 000
LEMON TWIST 60% 250 / 240 / 129

VIVID BAZAAR 100% 226 / 182 / 000
VIVID BAZAAR 60%        238 / 209 / 117
VIVID BAZAAR 30%        247 / 232 / 189

YELLO GOLD 100% 255 / 181 / 000
YELLO GOLD 60% 253 / 208 / 120
YELLO GOLD 30% 255 / 232 / 191

MISTER MANDARINE 100% 242 / 148 / 000
MISTER MANDARINE 60% 250 / 192 / 115
MISTER MANDARINE 30% 253 / 225 / 187

ORANGE SQUASH 100% 248 / 202 / 000
ORANGE SQUASH 60% 252 / 222 / 124
ORANGE SQUASH 30% 253 / 239 / 194

SHOCKING PINK 100% 226 / 000 / 122
SHOCKING PINK 60% 238 / 135 / 178
SHOCKING PINK 30% 247 / 201 / 220

SWEET CANDY 100% 181 / 000 / 123
SWEET CANDY 60% 207 / 128 / 176
SWEET CANDY 30% 230 / 195 / 219

RADIANT ORCHID 100% 147 / 017 / 126
RADIANT ORCHID 60% 185 / 124 / 175
RADIANT ORCHID 30% 219 / 191 / 217

PURPLE RAIN 30% 217 / 201 / 225

PURPLE RAIN 100% 137 / 075 / 148
PURPLE RAIN 60%181 / 147 / 192

FLOWERY MEADOW 30% 195 / 172 / 197

FLOWERY MEADOW 100% 093 / 008 / 085
FLOWERY MEADOW 60% 144 / 097 / 141

VIBRANT SUMMER 100% 104 / 176 / 034
VIBRANT SUMMER 60% 176 / 208 / 130
VIBRANT SUMMER 30% 217 / 232 / 195

DARK FOREST 100% 000 / 119 / 052
DARK FOREST 60% 119 / 166 / 121
DARK FOREST 30% 192 / 210 / 187

GREEN PEPPER 100% 110 / 119 / 064
GREEN PEPPER 60% 163 / 168 / 130
GREEN PEPPER 30% 208 / 210 / 190

POP GREEN 100% 180 / 204 / 004
POP GREEN 60% 221 / 226 / 130
POP GREEN 30% 238 / 241 / 197

MORNING SKY 100% 036 / 175 / 225
MORNING SKY 60% 157 / 208 / 237
MORNING SKY 30% 209 / 232 / 246

DEEP OCEAN 100% 000 / 104 / 161
DEEP OCEAN 60% 092 / 154 / 195
DEEP OCEAN 30% 178 / 203 / 225

AZUR BLUE 100% 000 / 167 / 181
AZUR BLUE 60% 142 / 208 / 216
AZUR BLUE 30% 205 / 233 / 236

MOUNTAIN LAKE 30% 190 / 225 / 222

MOUNTAIN LAKE 100% 000 / 151 / 144
MOUNTAIN LAKE 60% 104 / 192 / 186

SWEET CARAMEL 100% 205 / 170 / 112
SWEET CARAMEL 60% 225 / 202 / 166
SWEET CARAMEL 30% 240 / 229 / 210

HOT CHOCOLATE 100% 105 / 049 / 034
HOT CHOCOLATE 60% 166 / 118 / 100
HOT CHOCOLATE 30% 211 / 182 / 169

DELICIOUS BROWN 100% 082 / 045 / 027
DELICIOUS BROWN 60% 142 / 109 / 089
DELICIOUS BROWN 30% 195 / 175 / 162

TENDER CREAM 100% 213 / 183 / 172
TENDER CREAM 60% 229 / 210 / 202
TENDER CREAM 30% 243 / 233 / 229

OFF WHITE 100% 223 / 219 / 209
OFF WHITE 60% 236 / 234 / 228
OFF WHITE 30% 246 / 244 / 242

HEAVY METAL 100% 112 / 146 / 156
HEAVY METAL 60% 166 / 187 / 193
HEAVY METAL 30% 209 / 220 / 224

HOT SANDS 100% 129 / 112 / 096
HOT SANDS 60% 178 / 164 / 152
HOT SANDS 30% 216 / 208 / 201

WARM GREY 30% 196 / 188 / 186

WARM GREY 100% 094 / 081 / 077
WARM GREY 60% 142 / 130 / 127

Statice Mai    30% 210 / 210 / 235 

Statice Main 100% 056 / 056 / 128
Statice Maiin 60% 119 / 119 / 195

K-anonymity: protecting "quasi-identifiers"

14

Data protection

Transform the data so that unique joins that expose sensitive attributes are no 

longer possible.

P. Samarati and L. Sweeney, Protecting Privacy when Disclosing Information: k-Anonymity and its Enforcement through Generalization and Suppression

https://dataprivacylab.org/dataprivacy/projects/kanonymity/paper3.pdf


3,19

5,21

11,42 11,38

DEEP BLACK 100% 000 / 000 / 000
DEEP BLACK 60%        135 / 135 / 135
DEEP BLACK 30%        200 / 200 / 200

SHINY SILVER 100% 139 / 140 / 139
SHINY SILVER 60% 186 / 187 / 187
SHINY SILVER 30% 221 / 222 / 222

GOLDEN GATE 100% 137 / 115 / 077
GOLDEN GATE 60% 182 / 165 / 139
GOLDEN GATE 30% 217 / 208 / 194

Statice Main 100% 243 / 152 / 000
Statice Main  60% 255 / 195 / 095
Statice Main  30% 255 / 235 / 202

BLOOD ORANGE 100% 224 / 060 / 049
BLOOD ORANGE 60% 240 / 144 / 111
BLOOD ORANGE 30% 249 / 203 / 182

WELL DONE 100% 160 / 018 / 027
WELL DONE 60% 194 / 113 / 087
WELL DONE 30% 225 / 183 / 164

LAZY SUNDAY 100% 138 / 034 / 058
LAZY SUNDAY 60% 182 / 119 / 119
LAZY SUNDAY 30% 218 / 187 / 184

LEMON TWIST 30% 252 / 247 / 198

LEMON TWIST 100% 247 / 232 / 000
LEMON TWIST 60% 250 / 240 / 129

VIVID BAZAAR 100% 226 / 182 / 000
VIVID BAZAAR 60%        238 / 209 / 117
VIVID BAZAAR 30%        247 / 232 / 189

YELLO GOLD 100% 255 / 181 / 000
YELLO GOLD 60% 253 / 208 / 120
YELLO GOLD 30% 255 / 232 / 191

MISTER MANDARINE 100% 242 / 148 / 000
MISTER MANDARINE 60% 250 / 192 / 115
MISTER MANDARINE 30% 253 / 225 / 187

ORANGE SQUASH 100% 248 / 202 / 000
ORANGE SQUASH 60% 252 / 222 / 124
ORANGE SQUASH 30% 253 / 239 / 194

SHOCKING PINK 100% 226 / 000 / 122
SHOCKING PINK 60% 238 / 135 / 178
SHOCKING PINK 30% 247 / 201 / 220

SWEET CANDY 100% 181 / 000 / 123
SWEET CANDY 60% 207 / 128 / 176
SWEET CANDY 30% 230 / 195 / 219

RADIANT ORCHID 100% 147 / 017 / 126
RADIANT ORCHID 60% 185 / 124 / 175
RADIANT ORCHID 30% 219 / 191 / 217

PURPLE RAIN 30% 217 / 201 / 225

PURPLE RAIN 100% 137 / 075 / 148
PURPLE RAIN 60%181 / 147 / 192

FLOWERY MEADOW 30% 195 / 172 / 197

FLOWERY MEADOW 100% 093 / 008 / 085
FLOWERY MEADOW 60% 144 / 097 / 141

VIBRANT SUMMER 100% 104 / 176 / 034
VIBRANT SUMMER 60% 176 / 208 / 130
VIBRANT SUMMER 30% 217 / 232 / 195

DARK FOREST 100% 000 / 119 / 052
DARK FOREST 60% 119 / 166 / 121
DARK FOREST 30% 192 / 210 / 187

GREEN PEPPER 100% 110 / 119 / 064
GREEN PEPPER 60% 163 / 168 / 130
GREEN PEPPER 30% 208 / 210 / 190

POP GREEN 100% 180 / 204 / 004
POP GREEN 60% 221 / 226 / 130
POP GREEN 30% 238 / 241 / 197

MORNING SKY 100% 036 / 175 / 225
MORNING SKY 60% 157 / 208 / 237
MORNING SKY 30% 209 / 232 / 246

DEEP OCEAN 100% 000 / 104 / 161
DEEP OCEAN 60% 092 / 154 / 195
DEEP OCEAN 30% 178 / 203 / 225

AZUR BLUE 100% 000 / 167 / 181
AZUR BLUE 60% 142 / 208 / 216
AZUR BLUE 30% 205 / 233 / 236

MOUNTAIN LAKE 30% 190 / 225 / 222

MOUNTAIN LAKE 100% 000 / 151 / 144
MOUNTAIN LAKE 60% 104 / 192 / 186

SWEET CARAMEL 100% 205 / 170 / 112
SWEET CARAMEL 60% 225 / 202 / 166
SWEET CARAMEL 30% 240 / 229 / 210

HOT CHOCOLATE 100% 105 / 049 / 034
HOT CHOCOLATE 60% 166 / 118 / 100
HOT CHOCOLATE 30% 211 / 182 / 169

DELICIOUS BROWN 100% 082 / 045 / 027
DELICIOUS BROWN 60% 142 / 109 / 089
DELICIOUS BROWN 30% 195 / 175 / 162

TENDER CREAM 100% 213 / 183 / 172
TENDER CREAM 60% 229 / 210 / 202
TENDER CREAM 30% 243 / 233 / 229

OFF WHITE 100% 223 / 219 / 209
OFF WHITE 60% 236 / 234 / 228
OFF WHITE 30% 246 / 244 / 242

HEAVY METAL 100% 112 / 146 / 156
HEAVY METAL 60% 166 / 187 / 193
HEAVY METAL 30% 209 / 220 / 224

HOT SANDS 100% 129 / 112 / 096
HOT SANDS 60% 178 / 164 / 152
HOT SANDS 30% 216 / 208 / 201

WARM GREY 30% 196 / 188 / 186

WARM GREY 100% 094 / 081 / 077
WARM GREY 60% 142 / 130 / 127

Statice Mai    30% 210 / 210 / 235 

Statice Main 100% 056 / 056 / 128
Statice Maiin 60% 119 / 119 / 195

Can we do better than no data?

15

Data protection



3,19

5,21

11,42 11,38

DEEP BLACK 100% 000 / 000 / 000
DEEP BLACK 60%        135 / 135 / 135
DEEP BLACK 30%        200 / 200 / 200

SHINY SILVER 100% 139 / 140 / 139
SHINY SILVER 60% 186 / 187 / 187
SHINY SILVER 30% 221 / 222 / 222

GOLDEN GATE 100% 137 / 115 / 077
GOLDEN GATE 60% 182 / 165 / 139
GOLDEN GATE 30% 217 / 208 / 194

Statice Main 100% 243 / 152 / 000
Statice Main  60% 255 / 195 / 095
Statice Main  30% 255 / 235 / 202

BLOOD ORANGE 100% 224 / 060 / 049
BLOOD ORANGE 60% 240 / 144 / 111
BLOOD ORANGE 30% 249 / 203 / 182

WELL DONE 100% 160 / 018 / 027
WELL DONE 60% 194 / 113 / 087
WELL DONE 30% 225 / 183 / 164

LAZY SUNDAY 100% 138 / 034 / 058
LAZY SUNDAY 60% 182 / 119 / 119
LAZY SUNDAY 30% 218 / 187 / 184

LEMON TWIST 30% 252 / 247 / 198

LEMON TWIST 100% 247 / 232 / 000
LEMON TWIST 60% 250 / 240 / 129

VIVID BAZAAR 100% 226 / 182 / 000
VIVID BAZAAR 60%        238 / 209 / 117
VIVID BAZAAR 30%        247 / 232 / 189

YELLO GOLD 100% 255 / 181 / 000
YELLO GOLD 60% 253 / 208 / 120
YELLO GOLD 30% 255 / 232 / 191

MISTER MANDARINE 100% 242 / 148 / 000
MISTER MANDARINE 60% 250 / 192 / 115
MISTER MANDARINE 30% 253 / 225 / 187

ORANGE SQUASH 100% 248 / 202 / 000
ORANGE SQUASH 60% 252 / 222 / 124
ORANGE SQUASH 30% 253 / 239 / 194

SHOCKING PINK 100% 226 / 000 / 122
SHOCKING PINK 60% 238 / 135 / 178
SHOCKING PINK 30% 247 / 201 / 220

SWEET CANDY 100% 181 / 000 / 123
SWEET CANDY 60% 207 / 128 / 176
SWEET CANDY 30% 230 / 195 / 219

RADIANT ORCHID 100% 147 / 017 / 126
RADIANT ORCHID 60% 185 / 124 / 175
RADIANT ORCHID 30% 219 / 191 / 217

PURPLE RAIN 30% 217 / 201 / 225

PURPLE RAIN 100% 137 / 075 / 148
PURPLE RAIN 60%181 / 147 / 192

FLOWERY MEADOW 30% 195 / 172 / 197

FLOWERY MEADOW 100% 093 / 008 / 085
FLOWERY MEADOW 60% 144 / 097 / 141

VIBRANT SUMMER 100% 104 / 176 / 034
VIBRANT SUMMER 60% 176 / 208 / 130
VIBRANT SUMMER 30% 217 / 232 / 195

DARK FOREST 100% 000 / 119 / 052
DARK FOREST 60% 119 / 166 / 121
DARK FOREST 30% 192 / 210 / 187

GREEN PEPPER 100% 110 / 119 / 064
GREEN PEPPER 60% 163 / 168 / 130
GREEN PEPPER 30% 208 / 210 / 190

POP GREEN 100% 180 / 204 / 004
POP GREEN 60% 221 / 226 / 130
POP GREEN 30% 238 / 241 / 197

MORNING SKY 100% 036 / 175 / 225
MORNING SKY 60% 157 / 208 / 237
MORNING SKY 30% 209 / 232 / 246

DEEP OCEAN 100% 000 / 104 / 161
DEEP OCEAN 60% 092 / 154 / 195
DEEP OCEAN 30% 178 / 203 / 225

AZUR BLUE 100% 000 / 167 / 181
AZUR BLUE 60% 142 / 208 / 216
AZUR BLUE 30% 205 / 233 / 236

MOUNTAIN LAKE 30% 190 / 225 / 222

MOUNTAIN LAKE 100% 000 / 151 / 144
MOUNTAIN LAKE 60% 104 / 192 / 186

SWEET CARAMEL 100% 205 / 170 / 112
SWEET CARAMEL 60% 225 / 202 / 166
SWEET CARAMEL 30% 240 / 229 / 210

HOT CHOCOLATE 100% 105 / 049 / 034
HOT CHOCOLATE 60% 166 / 118 / 100
HOT CHOCOLATE 30% 211 / 182 / 169

DELICIOUS BROWN 100% 082 / 045 / 027
DELICIOUS BROWN 60% 142 / 109 / 089
DELICIOUS BROWN 30% 195 / 175 / 162

TENDER CREAM 100% 213 / 183 / 172
TENDER CREAM 60% 229 / 210 / 202
TENDER CREAM 30% 243 / 233 / 229

OFF WHITE 100% 223 / 219 / 209
OFF WHITE 60% 236 / 234 / 228
OFF WHITE 30% 246 / 244 / 242

HEAVY METAL 100% 112 / 146 / 156
HEAVY METAL 60% 166 / 187 / 193
HEAVY METAL 30% 209 / 220 / 224

HOT SANDS 100% 129 / 112 / 096
HOT SANDS 60% 178 / 164 / 152
HOT SANDS 30% 216 / 208 / 201

WARM GREY 30% 196 / 188 / 186

WARM GREY 100% 094 / 081 / 077
WARM GREY 60% 142 / 130 / 127

Statice Mai    30% 210 / 210 / 235 

Statice Main 100% 056 / 056 / 128
Statice Maiin 60% 119 / 119 / 195

16

Synthetic Data as a 
protection mechanism
By Design and Risk-based02



3,19

5,21

11,42 11,38

DEEP BLACK 100% 000 / 000 / 000
DEEP BLACK 60%        135 / 135 / 135
DEEP BLACK 30%        200 / 200 / 200

SHINY SILVER 100% 139 / 140 / 139
SHINY SILVER 60% 186 / 187 / 187
SHINY SILVER 30% 221 / 222 / 222

GOLDEN GATE 100% 137 / 115 / 077
GOLDEN GATE 60% 182 / 165 / 139
GOLDEN GATE 30% 217 / 208 / 194

Statice Main 100% 243 / 152 / 000
Statice Main  60% 255 / 195 / 095
Statice Main  30% 255 / 235 / 202

BLOOD ORANGE 100% 224 / 060 / 049
BLOOD ORANGE 60% 240 / 144 / 111
BLOOD ORANGE 30% 249 / 203 / 182

WELL DONE 100% 160 / 018 / 027
WELL DONE 60% 194 / 113 / 087
WELL DONE 30% 225 / 183 / 164

LAZY SUNDAY 100% 138 / 034 / 058
LAZY SUNDAY 60% 182 / 119 / 119
LAZY SUNDAY 30% 218 / 187 / 184

LEMON TWIST 30% 252 / 247 / 198

LEMON TWIST 100% 247 / 232 / 000
LEMON TWIST 60% 250 / 240 / 129

VIVID BAZAAR 100% 226 / 182 / 000
VIVID BAZAAR 60%        238 / 209 / 117
VIVID BAZAAR 30%        247 / 232 / 189

YELLO GOLD 100% 255 / 181 / 000
YELLO GOLD 60% 253 / 208 / 120
YELLO GOLD 30% 255 / 232 / 191

MISTER MANDARINE 100% 242 / 148 / 000
MISTER MANDARINE 60% 250 / 192 / 115
MISTER MANDARINE 30% 253 / 225 / 187

ORANGE SQUASH 100% 248 / 202 / 000
ORANGE SQUASH 60% 252 / 222 / 124
ORANGE SQUASH 30% 253 / 239 / 194

SHOCKING PINK 100% 226 / 000 / 122
SHOCKING PINK 60% 238 / 135 / 178
SHOCKING PINK 30% 247 / 201 / 220

SWEET CANDY 100% 181 / 000 / 123
SWEET CANDY 60% 207 / 128 / 176
SWEET CANDY 30% 230 / 195 / 219

RADIANT ORCHID 100% 147 / 017 / 126
RADIANT ORCHID 60% 185 / 124 / 175
RADIANT ORCHID 30% 219 / 191 / 217

PURPLE RAIN 30% 217 / 201 / 225

PURPLE RAIN 100% 137 / 075 / 148
PURPLE RAIN 60%181 / 147 / 192

FLOWERY MEADOW 30% 195 / 172 / 197

FLOWERY MEADOW 100% 093 / 008 / 085
FLOWERY MEADOW 60% 144 / 097 / 141

VIBRANT SUMMER 100% 104 / 176 / 034
VIBRANT SUMMER 60% 176 / 208 / 130
VIBRANT SUMMER 30% 217 / 232 / 195

DARK FOREST 100% 000 / 119 / 052
DARK FOREST 60% 119 / 166 / 121
DARK FOREST 30% 192 / 210 / 187

GREEN PEPPER 100% 110 / 119 / 064
GREEN PEPPER 60% 163 / 168 / 130
GREEN PEPPER 30% 208 / 210 / 190

POP GREEN 100% 180 / 204 / 004
POP GREEN 60% 221 / 226 / 130
POP GREEN 30% 238 / 241 / 197

MORNING SKY 100% 036 / 175 / 225
MORNING SKY 60% 157 / 208 / 237
MORNING SKY 30% 209 / 232 / 246

DEEP OCEAN 100% 000 / 104 / 161
DEEP OCEAN 60% 092 / 154 / 195
DEEP OCEAN 30% 178 / 203 / 225

AZUR BLUE 100% 000 / 167 / 181
AZUR BLUE 60% 142 / 208 / 216
AZUR BLUE 30% 205 / 233 / 236

MOUNTAIN LAKE 30% 190 / 225 / 222

MOUNTAIN LAKE 100% 000 / 151 / 144
MOUNTAIN LAKE 60% 104 / 192 / 186

SWEET CARAMEL 100% 205 / 170 / 112
SWEET CARAMEL 60% 225 / 202 / 166
SWEET CARAMEL 30% 240 / 229 / 210

HOT CHOCOLATE 100% 105 / 049 / 034
HOT CHOCOLATE 60% 166 / 118 / 100
HOT CHOCOLATE 30% 211 / 182 / 169

DELICIOUS BROWN 100% 082 / 045 / 027
DELICIOUS BROWN 60% 142 / 109 / 089
DELICIOUS BROWN 30% 195 / 175 / 162

TENDER CREAM 100% 213 / 183 / 172
TENDER CREAM 60% 229 / 210 / 202
TENDER CREAM 30% 243 / 233 / 229

OFF WHITE 100% 223 / 219 / 209
OFF WHITE 60% 236 / 234 / 228
OFF WHITE 30% 246 / 244 / 242

HEAVY METAL 100% 112 / 146 / 156
HEAVY METAL 60% 166 / 187 / 193
HEAVY METAL 30% 209 / 220 / 224

HOT SANDS 100% 129 / 112 / 096
HOT SANDS 60% 178 / 164 / 152
HOT SANDS 30% 216 / 208 / 201

WARM GREY 30% 196 / 188 / 186

WARM GREY 100% 094 / 081 / 077
WARM GREY 60% 142 / 130 / 127

Statice Mai    30% 210 / 210 / 235 

Statice Main 100% 056 / 056 / 128
Statice Maiin 60% 119 / 119 / 195

What is synthetic data?

17

Fully artificial, algorithmically generated 
data that approximate original data and 
that can be used for the same purposes 
as the original.

Privacy by Design



3,19

5,21

11,42 11,38

DEEP BLACK 100% 000 / 000 / 000
DEEP BLACK 60%        135 / 135 / 135
DEEP BLACK 30%        200 / 200 / 200

SHINY SILVER 100% 139 / 140 / 139
SHINY SILVER 60% 186 / 187 / 187
SHINY SILVER 30% 221 / 222 / 222

GOLDEN GATE 100% 137 / 115 / 077
GOLDEN GATE 60% 182 / 165 / 139
GOLDEN GATE 30% 217 / 208 / 194

Statice Main 100% 243 / 152 / 000
Statice Main  60% 255 / 195 / 095
Statice Main  30% 255 / 235 / 202

BLOOD ORANGE 100% 224 / 060 / 049
BLOOD ORANGE 60% 240 / 144 / 111
BLOOD ORANGE 30% 249 / 203 / 182

WELL DONE 100% 160 / 018 / 027
WELL DONE 60% 194 / 113 / 087
WELL DONE 30% 225 / 183 / 164

LAZY SUNDAY 100% 138 / 034 / 058
LAZY SUNDAY 60% 182 / 119 / 119
LAZY SUNDAY 30% 218 / 187 / 184

LEMON TWIST 30% 252 / 247 / 198

LEMON TWIST 100% 247 / 232 / 000
LEMON TWIST 60% 250 / 240 / 129

VIVID BAZAAR 100% 226 / 182 / 000
VIVID BAZAAR 60%        238 / 209 / 117
VIVID BAZAAR 30%        247 / 232 / 189

YELLO GOLD 100% 255 / 181 / 000
YELLO GOLD 60% 253 / 208 / 120
YELLO GOLD 30% 255 / 232 / 191

MISTER MANDARINE 100% 242 / 148 / 000
MISTER MANDARINE 60% 250 / 192 / 115
MISTER MANDARINE 30% 253 / 225 / 187

ORANGE SQUASH 100% 248 / 202 / 000
ORANGE SQUASH 60% 252 / 222 / 124
ORANGE SQUASH 30% 253 / 239 / 194

SHOCKING PINK 100% 226 / 000 / 122
SHOCKING PINK 60% 238 / 135 / 178
SHOCKING PINK 30% 247 / 201 / 220

SWEET CANDY 100% 181 / 000 / 123
SWEET CANDY 60% 207 / 128 / 176
SWEET CANDY 30% 230 / 195 / 219

RADIANT ORCHID 100% 147 / 017 / 126
RADIANT ORCHID 60% 185 / 124 / 175
RADIANT ORCHID 30% 219 / 191 / 217

PURPLE RAIN 30% 217 / 201 / 225

PURPLE RAIN 100% 137 / 075 / 148
PURPLE RAIN 60%181 / 147 / 192

FLOWERY MEADOW 30% 195 / 172 / 197

FLOWERY MEADOW 100% 093 / 008 / 085
FLOWERY MEADOW 60% 144 / 097 / 141

VIBRANT SUMMER 100% 104 / 176 / 034
VIBRANT SUMMER 60% 176 / 208 / 130
VIBRANT SUMMER 30% 217 / 232 / 195

DARK FOREST 100% 000 / 119 / 052
DARK FOREST 60% 119 / 166 / 121
DARK FOREST 30% 192 / 210 / 187

GREEN PEPPER 100% 110 / 119 / 064
GREEN PEPPER 60% 163 / 168 / 130
GREEN PEPPER 30% 208 / 210 / 190

POP GREEN 100% 180 / 204 / 004
POP GREEN 60% 221 / 226 / 130
POP GREEN 30% 238 / 241 / 197

MORNING SKY 100% 036 / 175 / 225
MORNING SKY 60% 157 / 208 / 237
MORNING SKY 30% 209 / 232 / 246

DEEP OCEAN 100% 000 / 104 / 161
DEEP OCEAN 60% 092 / 154 / 195
DEEP OCEAN 30% 178 / 203 / 225

AZUR BLUE 100% 000 / 167 / 181
AZUR BLUE 60% 142 / 208 / 216
AZUR BLUE 30% 205 / 233 / 236

MOUNTAIN LAKE 30% 190 / 225 / 222

MOUNTAIN LAKE 100% 000 / 151 / 144
MOUNTAIN LAKE 60% 104 / 192 / 186

SWEET CARAMEL 100% 205 / 170 / 112
SWEET CARAMEL 60% 225 / 202 / 166
SWEET CARAMEL 30% 240 / 229 / 210

HOT CHOCOLATE 100% 105 / 049 / 034
HOT CHOCOLATE 60% 166 / 118 / 100
HOT CHOCOLATE 30% 211 / 182 / 169

DELICIOUS BROWN 100% 082 / 045 / 027
DELICIOUS BROWN 60% 142 / 109 / 089
DELICIOUS BROWN 30% 195 / 175 / 162

TENDER CREAM 100% 213 / 183 / 172
TENDER CREAM 60% 229 / 210 / 202
TENDER CREAM 30% 243 / 233 / 229

OFF WHITE 100% 223 / 219 / 209
OFF WHITE 60% 236 / 234 / 228
OFF WHITE 30% 246 / 244 / 242

HEAVY METAL 100% 112 / 146 / 156
HEAVY METAL 60% 166 / 187 / 193
HEAVY METAL 30% 209 / 220 / 224

HOT SANDS 100% 129 / 112 / 096
HOT SANDS 60% 178 / 164 / 152
HOT SANDS 30% 216 / 208 / 201

WARM GREY 30% 196 / 188 / 186

WARM GREY 100% 094 / 081 / 077
WARM GREY 60% 142 / 130 / 127

Statice Mai    30% 210 / 210 / 235 

Statice Main 100% 056 / 056 / 128
Statice Maiin 60% 119 / 119 / 195

Principles of fully Synthetic data

18

Original data  synthetic data

Learnt distribution

Irreversible processing: There is no key to retrieve the original records from the 
synthetic records

Privacy by Design



3,19

5,21

11,42 11,38

DEEP BLACK 100% 000 / 000 / 000
DEEP BLACK 60%        135 / 135 / 135
DEEP BLACK 30%        200 / 200 / 200

SHINY SILVER 100% 139 / 140 / 139
SHINY SILVER 60% 186 / 187 / 187
SHINY SILVER 30% 221 / 222 / 222

GOLDEN GATE 100% 137 / 115 / 077
GOLDEN GATE 60% 182 / 165 / 139
GOLDEN GATE 30% 217 / 208 / 194

Statice Main 100% 243 / 152 / 000
Statice Main  60% 255 / 195 / 095
Statice Main  30% 255 / 235 / 202

BLOOD ORANGE 100% 224 / 060 / 049
BLOOD ORANGE 60% 240 / 144 / 111
BLOOD ORANGE 30% 249 / 203 / 182

WELL DONE 100% 160 / 018 / 027
WELL DONE 60% 194 / 113 / 087
WELL DONE 30% 225 / 183 / 164

LAZY SUNDAY 100% 138 / 034 / 058
LAZY SUNDAY 60% 182 / 119 / 119
LAZY SUNDAY 30% 218 / 187 / 184

LEMON TWIST 30% 252 / 247 / 198

LEMON TWIST 100% 247 / 232 / 000
LEMON TWIST 60% 250 / 240 / 129

VIVID BAZAAR 100% 226 / 182 / 000
VIVID BAZAAR 60%        238 / 209 / 117
VIVID BAZAAR 30%        247 / 232 / 189

YELLO GOLD 100% 255 / 181 / 000
YELLO GOLD 60% 253 / 208 / 120
YELLO GOLD 30% 255 / 232 / 191

MISTER MANDARINE 100% 242 / 148 / 000
MISTER MANDARINE 60% 250 / 192 / 115
MISTER MANDARINE 30% 253 / 225 / 187

ORANGE SQUASH 100% 248 / 202 / 000
ORANGE SQUASH 60% 252 / 222 / 124
ORANGE SQUASH 30% 253 / 239 / 194

SHOCKING PINK 100% 226 / 000 / 122
SHOCKING PINK 60% 238 / 135 / 178
SHOCKING PINK 30% 247 / 201 / 220

SWEET CANDY 100% 181 / 000 / 123
SWEET CANDY 60% 207 / 128 / 176
SWEET CANDY 30% 230 / 195 / 219

RADIANT ORCHID 100% 147 / 017 / 126
RADIANT ORCHID 60% 185 / 124 / 175
RADIANT ORCHID 30% 219 / 191 / 217

PURPLE RAIN 30% 217 / 201 / 225

PURPLE RAIN 100% 137 / 075 / 148
PURPLE RAIN 60%181 / 147 / 192

FLOWERY MEADOW 30% 195 / 172 / 197

FLOWERY MEADOW 100% 093 / 008 / 085
FLOWERY MEADOW 60% 144 / 097 / 141

VIBRANT SUMMER 100% 104 / 176 / 034
VIBRANT SUMMER 60% 176 / 208 / 130
VIBRANT SUMMER 30% 217 / 232 / 195

DARK FOREST 100% 000 / 119 / 052
DARK FOREST 60% 119 / 166 / 121
DARK FOREST 30% 192 / 210 / 187

GREEN PEPPER 100% 110 / 119 / 064
GREEN PEPPER 60% 163 / 168 / 130
GREEN PEPPER 30% 208 / 210 / 190

POP GREEN 100% 180 / 204 / 004
POP GREEN 60% 221 / 226 / 130
POP GREEN 30% 238 / 241 / 197

MORNING SKY 100% 036 / 175 / 225
MORNING SKY 60% 157 / 208 / 237
MORNING SKY 30% 209 / 232 / 246

DEEP OCEAN 100% 000 / 104 / 161
DEEP OCEAN 60% 092 / 154 / 195
DEEP OCEAN 30% 178 / 203 / 225

AZUR BLUE 100% 000 / 167 / 181
AZUR BLUE 60% 142 / 208 / 216
AZUR BLUE 30% 205 / 233 / 236

MOUNTAIN LAKE 30% 190 / 225 / 222

MOUNTAIN LAKE 100% 000 / 151 / 144
MOUNTAIN LAKE 60% 104 / 192 / 186

SWEET CARAMEL 100% 205 / 170 / 112
SWEET CARAMEL 60% 225 / 202 / 166
SWEET CARAMEL 30% 240 / 229 / 210

HOT CHOCOLATE 100% 105 / 049 / 034
HOT CHOCOLATE 60% 166 / 118 / 100
HOT CHOCOLATE 30% 211 / 182 / 169

DELICIOUS BROWN 100% 082 / 045 / 027
DELICIOUS BROWN 60% 142 / 109 / 089
DELICIOUS BROWN 30% 195 / 175 / 162

TENDER CREAM 100% 213 / 183 / 172
TENDER CREAM 60% 229 / 210 / 202
TENDER CREAM 30% 243 / 233 / 229

OFF WHITE 100% 223 / 219 / 209
OFF WHITE 60% 236 / 234 / 228
OFF WHITE 30% 246 / 244 / 242

HEAVY METAL 100% 112 / 146 / 156
HEAVY METAL 60% 166 / 187 / 193
HEAVY METAL 30% 209 / 220 / 224

HOT SANDS 100% 129 / 112 / 096
HOT SANDS 60% 178 / 164 / 152
HOT SANDS 30% 216 / 208 / 201

WARM GREY 30% 196 / 188 / 186

WARM GREY 100% 094 / 081 / 077
WARM GREY 60% 142 / 130 / 127

Statice Mai    30% 210 / 210 / 235 

Statice Main 100% 056 / 056 / 128
Statice Maiin 60% 119 / 119 / 195

Synthetic data meets Differential Privacy

19

Privacy by Design

Original data
 Differentially Private 

synthetic data

Learnt distribution with 
Differential Privacy

Other techniques and principles can also be combined with synthetic data



3,19

5,21

11,42 11,38

DEEP BLACK 100% 000 / 000 / 000
DEEP BLACK 60%        135 / 135 / 135
DEEP BLACK 30%        200 / 200 / 200

SHINY SILVER 100% 139 / 140 / 139
SHINY SILVER 60% 186 / 187 / 187
SHINY SILVER 30% 221 / 222 / 222

GOLDEN GATE 100% 137 / 115 / 077
GOLDEN GATE 60% 182 / 165 / 139
GOLDEN GATE 30% 217 / 208 / 194

Statice Main 100% 243 / 152 / 000
Statice Main  60% 255 / 195 / 095
Statice Main  30% 255 / 235 / 202

BLOOD ORANGE 100% 224 / 060 / 049
BLOOD ORANGE 60% 240 / 144 / 111
BLOOD ORANGE 30% 249 / 203 / 182

WELL DONE 100% 160 / 018 / 027
WELL DONE 60% 194 / 113 / 087
WELL DONE 30% 225 / 183 / 164

LAZY SUNDAY 100% 138 / 034 / 058
LAZY SUNDAY 60% 182 / 119 / 119
LAZY SUNDAY 30% 218 / 187 / 184

LEMON TWIST 30% 252 / 247 / 198

LEMON TWIST 100% 247 / 232 / 000
LEMON TWIST 60% 250 / 240 / 129

VIVID BAZAAR 100% 226 / 182 / 000
VIVID BAZAAR 60%        238 / 209 / 117
VIVID BAZAAR 30%        247 / 232 / 189

YELLO GOLD 100% 255 / 181 / 000
YELLO GOLD 60% 253 / 208 / 120
YELLO GOLD 30% 255 / 232 / 191

MISTER MANDARINE 100% 242 / 148 / 000
MISTER MANDARINE 60% 250 / 192 / 115
MISTER MANDARINE 30% 253 / 225 / 187

ORANGE SQUASH 100% 248 / 202 / 000
ORANGE SQUASH 60% 252 / 222 / 124
ORANGE SQUASH 30% 253 / 239 / 194

SHOCKING PINK 100% 226 / 000 / 122
SHOCKING PINK 60% 238 / 135 / 178
SHOCKING PINK 30% 247 / 201 / 220

SWEET CANDY 100% 181 / 000 / 123
SWEET CANDY 60% 207 / 128 / 176
SWEET CANDY 30% 230 / 195 / 219

RADIANT ORCHID 100% 147 / 017 / 126
RADIANT ORCHID 60% 185 / 124 / 175
RADIANT ORCHID 30% 219 / 191 / 217

PURPLE RAIN 30% 217 / 201 / 225

PURPLE RAIN 100% 137 / 075 / 148
PURPLE RAIN 60%181 / 147 / 192

FLOWERY MEADOW 30% 195 / 172 / 197

FLOWERY MEADOW 100% 093 / 008 / 085
FLOWERY MEADOW 60% 144 / 097 / 141

VIBRANT SUMMER 100% 104 / 176 / 034
VIBRANT SUMMER 60% 176 / 208 / 130
VIBRANT SUMMER 30% 217 / 232 / 195

DARK FOREST 100% 000 / 119 / 052
DARK FOREST 60% 119 / 166 / 121
DARK FOREST 30% 192 / 210 / 187

GREEN PEPPER 100% 110 / 119 / 064
GREEN PEPPER 60% 163 / 168 / 130
GREEN PEPPER 30% 208 / 210 / 190

POP GREEN 100% 180 / 204 / 004
POP GREEN 60% 221 / 226 / 130
POP GREEN 30% 238 / 241 / 197

MORNING SKY 100% 036 / 175 / 225
MORNING SKY 60% 157 / 208 / 237
MORNING SKY 30% 209 / 232 / 246

DEEP OCEAN 100% 000 / 104 / 161
DEEP OCEAN 60% 092 / 154 / 195
DEEP OCEAN 30% 178 / 203 / 225

AZUR BLUE 100% 000 / 167 / 181
AZUR BLUE 60% 142 / 208 / 216
AZUR BLUE 30% 205 / 233 / 236

MOUNTAIN LAKE 30% 190 / 225 / 222

MOUNTAIN LAKE 100% 000 / 151 / 144
MOUNTAIN LAKE 60% 104 / 192 / 186

SWEET CARAMEL 100% 205 / 170 / 112
SWEET CARAMEL 60% 225 / 202 / 166
SWEET CARAMEL 30% 240 / 229 / 210

HOT CHOCOLATE 100% 105 / 049 / 034
HOT CHOCOLATE 60% 166 / 118 / 100
HOT CHOCOLATE 30% 211 / 182 / 169

DELICIOUS BROWN 100% 082 / 045 / 027
DELICIOUS BROWN 60% 142 / 109 / 089
DELICIOUS BROWN 30% 195 / 175 / 162

TENDER CREAM 100% 213 / 183 / 172
TENDER CREAM 60% 229 / 210 / 202
TENDER CREAM 30% 243 / 233 / 229

OFF WHITE 100% 223 / 219 / 209
OFF WHITE 60% 236 / 234 / 228
OFF WHITE 30% 246 / 244 / 242

HEAVY METAL 100% 112 / 146 / 156
HEAVY METAL 60% 166 / 187 / 193
HEAVY METAL 30% 209 / 220 / 224

HOT SANDS 100% 129 / 112 / 096
HOT SANDS 60% 178 / 164 / 152
HOT SANDS 30% 216 / 208 / 201

WARM GREY 30% 196 / 188 / 186

WARM GREY 100% 094 / 081 / 077
WARM GREY 60% 142 / 130 / 127

Statice Mai    30% 210 / 210 / 235 

Statice Main 100% 056 / 056 / 128
Statice Maiin 60% 119 / 119 / 195

How do we measure the risks in Synthetic Data

20

● Linkage potential

● Attribute inference risk



3,19

5,21

11,42 11,38

DEEP BLACK 100% 000 / 000 / 000
DEEP BLACK 60%        135 / 135 / 135
DEEP BLACK 30%        200 / 200 / 200

SHINY SILVER 100% 139 / 140 / 139
SHINY SILVER 60% 186 / 187 / 187
SHINY SILVER 30% 221 / 222 / 222

GOLDEN GATE 100% 137 / 115 / 077
GOLDEN GATE 60% 182 / 165 / 139
GOLDEN GATE 30% 217 / 208 / 194

Statice Main 100% 243 / 152 / 000
Statice Main  60% 255 / 195 / 095
Statice Main  30% 255 / 235 / 202

BLOOD ORANGE 100% 224 / 060 / 049
BLOOD ORANGE 60% 240 / 144 / 111
BLOOD ORANGE 30% 249 / 203 / 182

WELL DONE 100% 160 / 018 / 027
WELL DONE 60% 194 / 113 / 087
WELL DONE 30% 225 / 183 / 164

LAZY SUNDAY 100% 138 / 034 / 058
LAZY SUNDAY 60% 182 / 119 / 119
LAZY SUNDAY 30% 218 / 187 / 184

LEMON TWIST 30% 252 / 247 / 198

LEMON TWIST 100% 247 / 232 / 000
LEMON TWIST 60% 250 / 240 / 129

VIVID BAZAAR 100% 226 / 182 / 000
VIVID BAZAAR 60%        238 / 209 / 117
VIVID BAZAAR 30%        247 / 232 / 189

YELLO GOLD 100% 255 / 181 / 000
YELLO GOLD 60% 253 / 208 / 120
YELLO GOLD 30% 255 / 232 / 191

MISTER MANDARINE 100% 242 / 148 / 000
MISTER MANDARINE 60% 250 / 192 / 115
MISTER MANDARINE 30% 253 / 225 / 187

ORANGE SQUASH 100% 248 / 202 / 000
ORANGE SQUASH 60% 252 / 222 / 124
ORANGE SQUASH 30% 253 / 239 / 194

SHOCKING PINK 100% 226 / 000 / 122
SHOCKING PINK 60% 238 / 135 / 178
SHOCKING PINK 30% 247 / 201 / 220

SWEET CANDY 100% 181 / 000 / 123
SWEET CANDY 60% 207 / 128 / 176
SWEET CANDY 30% 230 / 195 / 219

RADIANT ORCHID 100% 147 / 017 / 126
RADIANT ORCHID 60% 185 / 124 / 175
RADIANT ORCHID 30% 219 / 191 / 217

PURPLE RAIN 30% 217 / 201 / 225

PURPLE RAIN 100% 137 / 075 / 148
PURPLE RAIN 60%181 / 147 / 192

FLOWERY MEADOW 30% 195 / 172 / 197

FLOWERY MEADOW 100% 093 / 008 / 085
FLOWERY MEADOW 60% 144 / 097 / 141

VIBRANT SUMMER 100% 104 / 176 / 034
VIBRANT SUMMER 60% 176 / 208 / 130
VIBRANT SUMMER 30% 217 / 232 / 195

DARK FOREST 100% 000 / 119 / 052
DARK FOREST 60% 119 / 166 / 121
DARK FOREST 30% 192 / 210 / 187

GREEN PEPPER 100% 110 / 119 / 064
GREEN PEPPER 60% 163 / 168 / 130
GREEN PEPPER 30% 208 / 210 / 190

POP GREEN 100% 180 / 204 / 004
POP GREEN 60% 221 / 226 / 130
POP GREEN 30% 238 / 241 / 197

MORNING SKY 100% 036 / 175 / 225
MORNING SKY 60% 157 / 208 / 237
MORNING SKY 30% 209 / 232 / 246

DEEP OCEAN 100% 000 / 104 / 161
DEEP OCEAN 60% 092 / 154 / 195
DEEP OCEAN 30% 178 / 203 / 225

AZUR BLUE 100% 000 / 167 / 181
AZUR BLUE 60% 142 / 208 / 216
AZUR BLUE 30% 205 / 233 / 236

MOUNTAIN LAKE 30% 190 / 225 / 222

MOUNTAIN LAKE 100% 000 / 151 / 144
MOUNTAIN LAKE 60% 104 / 192 / 186

SWEET CARAMEL 100% 205 / 170 / 112
SWEET CARAMEL 60% 225 / 202 / 166
SWEET CARAMEL 30% 240 / 229 / 210

HOT CHOCOLATE 100% 105 / 049 / 034
HOT CHOCOLATE 60% 166 / 118 / 100
HOT CHOCOLATE 30% 211 / 182 / 169

DELICIOUS BROWN 100% 082 / 045 / 027
DELICIOUS BROWN 60% 142 / 109 / 089
DELICIOUS BROWN 30% 195 / 175 / 162

TENDER CREAM 100% 213 / 183 / 172
TENDER CREAM 60% 229 / 210 / 202
TENDER CREAM 30% 243 / 233 / 229

OFF WHITE 100% 223 / 219 / 209
OFF WHITE 60% 236 / 234 / 228
OFF WHITE 30% 246 / 244 / 242

HEAVY METAL 100% 112 / 146 / 156
HEAVY METAL 60% 166 / 187 / 193
HEAVY METAL 30% 209 / 220 / 224

HOT SANDS 100% 129 / 112 / 096
HOT SANDS 60% 178 / 164 / 152
HOT SANDS 30% 216 / 208 / 201

WARM GREY 30% 196 / 188 / 186

WARM GREY 100% 094 / 081 / 077
WARM GREY 60% 142 / 130 / 127

Statice Mai    30% 210 / 210 / 235 

Statice Main 100% 056 / 056 / 128
Statice Maiin 60% 119 / 119 / 195

Linkage Potential

21

Objective: detect suspicious records, e.g. close matches and sensitive duplicates

Original crowd Synthetic crowd

Risk Assessment

Suspicious

Not suspicious



3,19

5,21

11,42 11,38

DEEP BLACK 100% 000 / 000 / 000
DEEP BLACK 60%        135 / 135 / 135
DEEP BLACK 30%        200 / 200 / 200

SHINY SILVER 100% 139 / 140 / 139
SHINY SILVER 60% 186 / 187 / 187
SHINY SILVER 30% 221 / 222 / 222

GOLDEN GATE 100% 137 / 115 / 077
GOLDEN GATE 60% 182 / 165 / 139
GOLDEN GATE 30% 217 / 208 / 194

Statice Main 100% 243 / 152 / 000
Statice Main  60% 255 / 195 / 095
Statice Main  30% 255 / 235 / 202

BLOOD ORANGE 100% 224 / 060 / 049
BLOOD ORANGE 60% 240 / 144 / 111
BLOOD ORANGE 30% 249 / 203 / 182

WELL DONE 100% 160 / 018 / 027
WELL DONE 60% 194 / 113 / 087
WELL DONE 30% 225 / 183 / 164

LAZY SUNDAY 100% 138 / 034 / 058
LAZY SUNDAY 60% 182 / 119 / 119
LAZY SUNDAY 30% 218 / 187 / 184

LEMON TWIST 30% 252 / 247 / 198

LEMON TWIST 100% 247 / 232 / 000
LEMON TWIST 60% 250 / 240 / 129

VIVID BAZAAR 100% 226 / 182 / 000
VIVID BAZAAR 60%        238 / 209 / 117
VIVID BAZAAR 30%        247 / 232 / 189

YELLO GOLD 100% 255 / 181 / 000
YELLO GOLD 60% 253 / 208 / 120
YELLO GOLD 30% 255 / 232 / 191

MISTER MANDARINE 100% 242 / 148 / 000
MISTER MANDARINE 60% 250 / 192 / 115
MISTER MANDARINE 30% 253 / 225 / 187

ORANGE SQUASH 100% 248 / 202 / 000
ORANGE SQUASH 60% 252 / 222 / 124
ORANGE SQUASH 30% 253 / 239 / 194

SHOCKING PINK 100% 226 / 000 / 122
SHOCKING PINK 60% 238 / 135 / 178
SHOCKING PINK 30% 247 / 201 / 220

SWEET CANDY 100% 181 / 000 / 123
SWEET CANDY 60% 207 / 128 / 176
SWEET CANDY 30% 230 / 195 / 219

RADIANT ORCHID 100% 147 / 017 / 126
RADIANT ORCHID 60% 185 / 124 / 175
RADIANT ORCHID 30% 219 / 191 / 217

PURPLE RAIN 30% 217 / 201 / 225

PURPLE RAIN 100% 137 / 075 / 148
PURPLE RAIN 60%181 / 147 / 192

FLOWERY MEADOW 30% 195 / 172 / 197

FLOWERY MEADOW 100% 093 / 008 / 085
FLOWERY MEADOW 60% 144 / 097 / 141

VIBRANT SUMMER 100% 104 / 176 / 034
VIBRANT SUMMER 60% 176 / 208 / 130
VIBRANT SUMMER 30% 217 / 232 / 195

DARK FOREST 100% 000 / 119 / 052
DARK FOREST 60% 119 / 166 / 121
DARK FOREST 30% 192 / 210 / 187

GREEN PEPPER 100% 110 / 119 / 064
GREEN PEPPER 60% 163 / 168 / 130
GREEN PEPPER 30% 208 / 210 / 190

POP GREEN 100% 180 / 204 / 004
POP GREEN 60% 221 / 226 / 130
POP GREEN 30% 238 / 241 / 197

MORNING SKY 100% 036 / 175 / 225
MORNING SKY 60% 157 / 208 / 237
MORNING SKY 30% 209 / 232 / 246

DEEP OCEAN 100% 000 / 104 / 161
DEEP OCEAN 60% 092 / 154 / 195
DEEP OCEAN 30% 178 / 203 / 225

AZUR BLUE 100% 000 / 167 / 181
AZUR BLUE 60% 142 / 208 / 216
AZUR BLUE 30% 205 / 233 / 236

MOUNTAIN LAKE 30% 190 / 225 / 222

MOUNTAIN LAKE 100% 000 / 151 / 144
MOUNTAIN LAKE 60% 104 / 192 / 186

SWEET CARAMEL 100% 205 / 170 / 112
SWEET CARAMEL 60% 225 / 202 / 166
SWEET CARAMEL 30% 240 / 229 / 210

HOT CHOCOLATE 100% 105 / 049 / 034
HOT CHOCOLATE 60% 166 / 118 / 100
HOT CHOCOLATE 30% 211 / 182 / 169

DELICIOUS BROWN 100% 082 / 045 / 027
DELICIOUS BROWN 60% 142 / 109 / 089
DELICIOUS BROWN 30% 195 / 175 / 162

TENDER CREAM 100% 213 / 183 / 172
TENDER CREAM 60% 229 / 210 / 202
TENDER CREAM 30% 243 / 233 / 229

OFF WHITE 100% 223 / 219 / 209
OFF WHITE 60% 236 / 234 / 228
OFF WHITE 30% 246 / 244 / 242

HEAVY METAL 100% 112 / 146 / 156
HEAVY METAL 60% 166 / 187 / 193
HEAVY METAL 30% 209 / 220 / 224

HOT SANDS 100% 129 / 112 / 096
HOT SANDS 60% 178 / 164 / 152
HOT SANDS 30% 216 / 208 / 201

WARM GREY 30% 196 / 188 / 186

WARM GREY 100% 094 / 081 / 077
WARM GREY 60% 142 / 130 / 127

Statice Mai    30% 210 / 210 / 235 

Statice Main 100% 056 / 056 / 128
Statice Maiin 60% 119 / 119 / 195

Linkage Potential
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Risk Assessment



3,19

5,21

11,42 11,38

DEEP BLACK 100% 000 / 000 / 000
DEEP BLACK 60%        135 / 135 / 135
DEEP BLACK 30%        200 / 200 / 200

SHINY SILVER 100% 139 / 140 / 139
SHINY SILVER 60% 186 / 187 / 187
SHINY SILVER 30% 221 / 222 / 222

GOLDEN GATE 100% 137 / 115 / 077
GOLDEN GATE 60% 182 / 165 / 139
GOLDEN GATE 30% 217 / 208 / 194

Statice Main 100% 243 / 152 / 000
Statice Main  60% 255 / 195 / 095
Statice Main  30% 255 / 235 / 202

BLOOD ORANGE 100% 224 / 060 / 049
BLOOD ORANGE 60% 240 / 144 / 111
BLOOD ORANGE 30% 249 / 203 / 182

WELL DONE 100% 160 / 018 / 027
WELL DONE 60% 194 / 113 / 087
WELL DONE 30% 225 / 183 / 164

LAZY SUNDAY 100% 138 / 034 / 058
LAZY SUNDAY 60% 182 / 119 / 119
LAZY SUNDAY 30% 218 / 187 / 184

LEMON TWIST 30% 252 / 247 / 198

LEMON TWIST 100% 247 / 232 / 000
LEMON TWIST 60% 250 / 240 / 129

VIVID BAZAAR 100% 226 / 182 / 000
VIVID BAZAAR 60%        238 / 209 / 117
VIVID BAZAAR 30%        247 / 232 / 189

YELLO GOLD 100% 255 / 181 / 000
YELLO GOLD 60% 253 / 208 / 120
YELLO GOLD 30% 255 / 232 / 191

MISTER MANDARINE 100% 242 / 148 / 000
MISTER MANDARINE 60% 250 / 192 / 115
MISTER MANDARINE 30% 253 / 225 / 187

ORANGE SQUASH 100% 248 / 202 / 000
ORANGE SQUASH 60% 252 / 222 / 124
ORANGE SQUASH 30% 253 / 239 / 194

SHOCKING PINK 100% 226 / 000 / 122
SHOCKING PINK 60% 238 / 135 / 178
SHOCKING PINK 30% 247 / 201 / 220

SWEET CANDY 100% 181 / 000 / 123
SWEET CANDY 60% 207 / 128 / 176
SWEET CANDY 30% 230 / 195 / 219

RADIANT ORCHID 100% 147 / 017 / 126
RADIANT ORCHID 60% 185 / 124 / 175
RADIANT ORCHID 30% 219 / 191 / 217

PURPLE RAIN 30% 217 / 201 / 225

PURPLE RAIN 100% 137 / 075 / 148
PURPLE RAIN 60%181 / 147 / 192

FLOWERY MEADOW 30% 195 / 172 / 197

FLOWERY MEADOW 100% 093 / 008 / 085
FLOWERY MEADOW 60% 144 / 097 / 141

VIBRANT SUMMER 100% 104 / 176 / 034
VIBRANT SUMMER 60% 176 / 208 / 130
VIBRANT SUMMER 30% 217 / 232 / 195

DARK FOREST 100% 000 / 119 / 052
DARK FOREST 60% 119 / 166 / 121
DARK FOREST 30% 192 / 210 / 187

GREEN PEPPER 100% 110 / 119 / 064
GREEN PEPPER 60% 163 / 168 / 130
GREEN PEPPER 30% 208 / 210 / 190

POP GREEN 100% 180 / 204 / 004
POP GREEN 60% 221 / 226 / 130
POP GREEN 30% 238 / 241 / 197

MORNING SKY 100% 036 / 175 / 225
MORNING SKY 60% 157 / 208 / 237
MORNING SKY 30% 209 / 232 / 246

DEEP OCEAN 100% 000 / 104 / 161
DEEP OCEAN 60% 092 / 154 / 195
DEEP OCEAN 30% 178 / 203 / 225

AZUR BLUE 100% 000 / 167 / 181
AZUR BLUE 60% 142 / 208 / 216
AZUR BLUE 30% 205 / 233 / 236

MOUNTAIN LAKE 30% 190 / 225 / 222

MOUNTAIN LAKE 100% 000 / 151 / 144
MOUNTAIN LAKE 60% 104 / 192 / 186

SWEET CARAMEL 100% 205 / 170 / 112
SWEET CARAMEL 60% 225 / 202 / 166
SWEET CARAMEL 30% 240 / 229 / 210

HOT CHOCOLATE 100% 105 / 049 / 034
HOT CHOCOLATE 60% 166 / 118 / 100
HOT CHOCOLATE 30% 211 / 182 / 169

DELICIOUS BROWN 100% 082 / 045 / 027
DELICIOUS BROWN 60% 142 / 109 / 089
DELICIOUS BROWN 30% 195 / 175 / 162

TENDER CREAM 100% 213 / 183 / 172
TENDER CREAM 60% 229 / 210 / 202
TENDER CREAM 30% 243 / 233 / 229

OFF WHITE 100% 223 / 219 / 209
OFF WHITE 60% 236 / 234 / 228
OFF WHITE 30% 246 / 244 / 242

HEAVY METAL 100% 112 / 146 / 156
HEAVY METAL 60% 166 / 187 / 193
HEAVY METAL 30% 209 / 220 / 224

HOT SANDS 100% 129 / 112 / 096
HOT SANDS 60% 178 / 164 / 152
HOT SANDS 30% 216 / 208 / 201

WARM GREY 30% 196 / 188 / 186

WARM GREY 100% 094 / 081 / 077
WARM GREY 60% 142 / 130 / 127

Statice Mai    30% 210 / 210 / 235 

Statice Main 100% 056 / 056 / 128
Statice Maiin 60% 119 / 119 / 195

Linkage Potential
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A match between two rare values 
has a greater importance than a 
match between more common 
values.

Original records are closer to 
other original records, than they 
are to synthetic records.

Risk Assessment



3,19

5,21

11,42 11,38

DEEP BLACK 100% 000 / 000 / 000
DEEP BLACK 60%        135 / 135 / 135
DEEP BLACK 30%        200 / 200 / 200

SHINY SILVER 100% 139 / 140 / 139
SHINY SILVER 60% 186 / 187 / 187
SHINY SILVER 30% 221 / 222 / 222

GOLDEN GATE 100% 137 / 115 / 077
GOLDEN GATE 60% 182 / 165 / 139
GOLDEN GATE 30% 217 / 208 / 194

Statice Main 100% 243 / 152 / 000
Statice Main  60% 255 / 195 / 095
Statice Main  30% 255 / 235 / 202

BLOOD ORANGE 100% 224 / 060 / 049
BLOOD ORANGE 60% 240 / 144 / 111
BLOOD ORANGE 30% 249 / 203 / 182

WELL DONE 100% 160 / 018 / 027
WELL DONE 60% 194 / 113 / 087
WELL DONE 30% 225 / 183 / 164

LAZY SUNDAY 100% 138 / 034 / 058
LAZY SUNDAY 60% 182 / 119 / 119
LAZY SUNDAY 30% 218 / 187 / 184

LEMON TWIST 30% 252 / 247 / 198

LEMON TWIST 100% 247 / 232 / 000
LEMON TWIST 60% 250 / 240 / 129

VIVID BAZAAR 100% 226 / 182 / 000
VIVID BAZAAR 60%        238 / 209 / 117
VIVID BAZAAR 30%        247 / 232 / 189

YELLO GOLD 100% 255 / 181 / 000
YELLO GOLD 60% 253 / 208 / 120
YELLO GOLD 30% 255 / 232 / 191

MISTER MANDARINE 100% 242 / 148 / 000
MISTER MANDARINE 60% 250 / 192 / 115
MISTER MANDARINE 30% 253 / 225 / 187

ORANGE SQUASH 100% 248 / 202 / 000
ORANGE SQUASH 60% 252 / 222 / 124
ORANGE SQUASH 30% 253 / 239 / 194

SHOCKING PINK 100% 226 / 000 / 122
SHOCKING PINK 60% 238 / 135 / 178
SHOCKING PINK 30% 247 / 201 / 220

SWEET CANDY 100% 181 / 000 / 123
SWEET CANDY 60% 207 / 128 / 176
SWEET CANDY 30% 230 / 195 / 219

RADIANT ORCHID 100% 147 / 017 / 126
RADIANT ORCHID 60% 185 / 124 / 175
RADIANT ORCHID 30% 219 / 191 / 217

PURPLE RAIN 30% 217 / 201 / 225

PURPLE RAIN 100% 137 / 075 / 148
PURPLE RAIN 60%181 / 147 / 192

FLOWERY MEADOW 30% 195 / 172 / 197

FLOWERY MEADOW 100% 093 / 008 / 085
FLOWERY MEADOW 60% 144 / 097 / 141

VIBRANT SUMMER 100% 104 / 176 / 034
VIBRANT SUMMER 60% 176 / 208 / 130
VIBRANT SUMMER 30% 217 / 232 / 195

DARK FOREST 100% 000 / 119 / 052
DARK FOREST 60% 119 / 166 / 121
DARK FOREST 30% 192 / 210 / 187

GREEN PEPPER 100% 110 / 119 / 064
GREEN PEPPER 60% 163 / 168 / 130
GREEN PEPPER 30% 208 / 210 / 190

POP GREEN 100% 180 / 204 / 004
POP GREEN 60% 221 / 226 / 130
POP GREEN 30% 238 / 241 / 197

MORNING SKY 100% 036 / 175 / 225
MORNING SKY 60% 157 / 208 / 237
MORNING SKY 30% 209 / 232 / 246

DEEP OCEAN 100% 000 / 104 / 161
DEEP OCEAN 60% 092 / 154 / 195
DEEP OCEAN 30% 178 / 203 / 225

AZUR BLUE 100% 000 / 167 / 181
AZUR BLUE 60% 142 / 208 / 216
AZUR BLUE 30% 205 / 233 / 236

MOUNTAIN LAKE 30% 190 / 225 / 222

MOUNTAIN LAKE 100% 000 / 151 / 144
MOUNTAIN LAKE 60% 104 / 192 / 186

SWEET CARAMEL 100% 205 / 170 / 112
SWEET CARAMEL 60% 225 / 202 / 166
SWEET CARAMEL 30% 240 / 229 / 210

HOT CHOCOLATE 100% 105 / 049 / 034
HOT CHOCOLATE 60% 166 / 118 / 100
HOT CHOCOLATE 30% 211 / 182 / 169

DELICIOUS BROWN 100% 082 / 045 / 027
DELICIOUS BROWN 60% 142 / 109 / 089
DELICIOUS BROWN 30% 195 / 175 / 162

TENDER CREAM 100% 213 / 183 / 172
TENDER CREAM 60% 229 / 210 / 202
TENDER CREAM 30% 243 / 233 / 229

OFF WHITE 100% 223 / 219 / 209
OFF WHITE 60% 236 / 234 / 228
OFF WHITE 30% 246 / 244 / 242

HEAVY METAL 100% 112 / 146 / 156
HEAVY METAL 60% 166 / 187 / 193
HEAVY METAL 30% 209 / 220 / 224

HOT SANDS 100% 129 / 112 / 096
HOT SANDS 60% 178 / 164 / 152
HOT SANDS 30% 216 / 208 / 201

WARM GREY 30% 196 / 188 / 186

WARM GREY 100% 094 / 081 / 077
WARM GREY 60% 142 / 130 / 127

Statice Mai    30% 210 / 210 / 235 

Statice Main 100% 056 / 056 / 128
Statice Maiin 60% 119 / 119 / 195

Attribute Inference risk evaluator

24

2) using this knowledge, 
they search for best 
matches in the 
synthetic data.

3) The results of the 
inference complete their 
knowledge of the secret 
attributes.

1) The adversary 
knows some of 
the attributes of 
a set of target 
records

Risk Assessment

Objective: detect specific information leaks about the data sample



3,19

5,21

11,42 11,38

DEEP BLACK 100% 000 / 000 / 000
DEEP BLACK 60%        135 / 135 / 135
DEEP BLACK 30%        200 / 200 / 200

SHINY SILVER 100% 139 / 140 / 139
SHINY SILVER 60% 186 / 187 / 187
SHINY SILVER 30% 221 / 222 / 222

GOLDEN GATE 100% 137 / 115 / 077
GOLDEN GATE 60% 182 / 165 / 139
GOLDEN GATE 30% 217 / 208 / 194

Statice Main 100% 243 / 152 / 000
Statice Main  60% 255 / 195 / 095
Statice Main  30% 255 / 235 / 202

BLOOD ORANGE 100% 224 / 060 / 049
BLOOD ORANGE 60% 240 / 144 / 111
BLOOD ORANGE 30% 249 / 203 / 182

WELL DONE 100% 160 / 018 / 027
WELL DONE 60% 194 / 113 / 087
WELL DONE 30% 225 / 183 / 164

LAZY SUNDAY 100% 138 / 034 / 058
LAZY SUNDAY 60% 182 / 119 / 119
LAZY SUNDAY 30% 218 / 187 / 184

LEMON TWIST 30% 252 / 247 / 198

LEMON TWIST 100% 247 / 232 / 000
LEMON TWIST 60% 250 / 240 / 129

VIVID BAZAAR 100% 226 / 182 / 000
VIVID BAZAAR 60%        238 / 209 / 117
VIVID BAZAAR 30%        247 / 232 / 189

YELLO GOLD 100% 255 / 181 / 000
YELLO GOLD 60% 253 / 208 / 120
YELLO GOLD 30% 255 / 232 / 191

MISTER MANDARINE 100% 242 / 148 / 000
MISTER MANDARINE 60% 250 / 192 / 115
MISTER MANDARINE 30% 253 / 225 / 187

ORANGE SQUASH 100% 248 / 202 / 000
ORANGE SQUASH 60% 252 / 222 / 124
ORANGE SQUASH 30% 253 / 239 / 194

SHOCKING PINK 100% 226 / 000 / 122
SHOCKING PINK 60% 238 / 135 / 178
SHOCKING PINK 30% 247 / 201 / 220

SWEET CANDY 100% 181 / 000 / 123
SWEET CANDY 60% 207 / 128 / 176
SWEET CANDY 30% 230 / 195 / 219

RADIANT ORCHID 100% 147 / 017 / 126
RADIANT ORCHID 60% 185 / 124 / 175
RADIANT ORCHID 30% 219 / 191 / 217

PURPLE RAIN 30% 217 / 201 / 225

PURPLE RAIN 100% 137 / 075 / 148
PURPLE RAIN 60%181 / 147 / 192

FLOWERY MEADOW 30% 195 / 172 / 197

FLOWERY MEADOW 100% 093 / 008 / 085
FLOWERY MEADOW 60% 144 / 097 / 141

VIBRANT SUMMER 100% 104 / 176 / 034
VIBRANT SUMMER 60% 176 / 208 / 130
VIBRANT SUMMER 30% 217 / 232 / 195

DARK FOREST 100% 000 / 119 / 052
DARK FOREST 60% 119 / 166 / 121
DARK FOREST 30% 192 / 210 / 187

GREEN PEPPER 100% 110 / 119 / 064
GREEN PEPPER 60% 163 / 168 / 130
GREEN PEPPER 30% 208 / 210 / 190

POP GREEN 100% 180 / 204 / 004
POP GREEN 60% 221 / 226 / 130
POP GREEN 30% 238 / 241 / 197

MORNING SKY 100% 036 / 175 / 225
MORNING SKY 60% 157 / 208 / 237
MORNING SKY 30% 209 / 232 / 246

DEEP OCEAN 100% 000 / 104 / 161
DEEP OCEAN 60% 092 / 154 / 195
DEEP OCEAN 30% 178 / 203 / 225

AZUR BLUE 100% 000 / 167 / 181
AZUR BLUE 60% 142 / 208 / 216
AZUR BLUE 30% 205 / 233 / 236

MOUNTAIN LAKE 30% 190 / 225 / 222

MOUNTAIN LAKE 100% 000 / 151 / 144
MOUNTAIN LAKE 60% 104 / 192 / 186

SWEET CARAMEL 100% 205 / 170 / 112
SWEET CARAMEL 60% 225 / 202 / 166
SWEET CARAMEL 30% 240 / 229 / 210

HOT CHOCOLATE 100% 105 / 049 / 034
HOT CHOCOLATE 60% 166 / 118 / 100
HOT CHOCOLATE 30% 211 / 182 / 169

DELICIOUS BROWN 100% 082 / 045 / 027
DELICIOUS BROWN 60% 142 / 109 / 089
DELICIOUS BROWN 30% 195 / 175 / 162

TENDER CREAM 100% 213 / 183 / 172
TENDER CREAM 60% 229 / 210 / 202
TENDER CREAM 30% 243 / 233 / 229

OFF WHITE 100% 223 / 219 / 209
OFF WHITE 60% 236 / 234 / 228
OFF WHITE 30% 246 / 244 / 242

HEAVY METAL 100% 112 / 146 / 156
HEAVY METAL 60% 166 / 187 / 193
HEAVY METAL 30% 209 / 220 / 224

HOT SANDS 100% 129 / 112 / 096
HOT SANDS 60% 178 / 164 / 152
HOT SANDS 30% 216 / 208 / 201

WARM GREY 30% 196 / 188 / 186

WARM GREY 100% 094 / 081 / 077
WARM GREY 60% 142 / 130 / 127

Statice Mai    30% 210 / 210 / 235 

Statice Main 100% 056 / 056 / 128
Statice Maiin 60% 119 / 119 / 195

Attribute Inference risk evaluator

25

Risk Assessment

measure success of the attack for different amount of auxiliary knowledge, 
comparing training and test data.

Leaky 
synthesization

Private 
synthesization 



3,19

5,21

11,42 11,38

DEEP BLACK 100% 000 / 000 / 000
DEEP BLACK 60%        135 / 135 / 135
DEEP BLACK 30%        200 / 200 / 200

SHINY SILVER 100% 139 / 140 / 139
SHINY SILVER 60% 186 / 187 / 187
SHINY SILVER 30% 221 / 222 / 222

GOLDEN GATE 100% 137 / 115 / 077
GOLDEN GATE 60% 182 / 165 / 139
GOLDEN GATE 30% 217 / 208 / 194

Statice Main 100% 243 / 152 / 000
Statice Main  60% 255 / 195 / 095
Statice Main  30% 255 / 235 / 202

BLOOD ORANGE 100% 224 / 060 / 049
BLOOD ORANGE 60% 240 / 144 / 111
BLOOD ORANGE 30% 249 / 203 / 182

WELL DONE 100% 160 / 018 / 027
WELL DONE 60% 194 / 113 / 087
WELL DONE 30% 225 / 183 / 164

LAZY SUNDAY 100% 138 / 034 / 058
LAZY SUNDAY 60% 182 / 119 / 119
LAZY SUNDAY 30% 218 / 187 / 184

LEMON TWIST 30% 252 / 247 / 198

LEMON TWIST 100% 247 / 232 / 000
LEMON TWIST 60% 250 / 240 / 129

VIVID BAZAAR 100% 226 / 182 / 000
VIVID BAZAAR 60%        238 / 209 / 117
VIVID BAZAAR 30%        247 / 232 / 189

YELLO GOLD 100% 255 / 181 / 000
YELLO GOLD 60% 253 / 208 / 120
YELLO GOLD 30% 255 / 232 / 191

MISTER MANDARINE 100% 242 / 148 / 000
MISTER MANDARINE 60% 250 / 192 / 115
MISTER MANDARINE 30% 253 / 225 / 187

ORANGE SQUASH 100% 248 / 202 / 000
ORANGE SQUASH 60% 252 / 222 / 124
ORANGE SQUASH 30% 253 / 239 / 194

SHOCKING PINK 100% 226 / 000 / 122
SHOCKING PINK 60% 238 / 135 / 178
SHOCKING PINK 30% 247 / 201 / 220

SWEET CANDY 100% 181 / 000 / 123
SWEET CANDY 60% 207 / 128 / 176
SWEET CANDY 30% 230 / 195 / 219

RADIANT ORCHID 100% 147 / 017 / 126
RADIANT ORCHID 60% 185 / 124 / 175
RADIANT ORCHID 30% 219 / 191 / 217

PURPLE RAIN 30% 217 / 201 / 225

PURPLE RAIN 100% 137 / 075 / 148
PURPLE RAIN 60%181 / 147 / 192

FLOWERY MEADOW 30% 195 / 172 / 197

FLOWERY MEADOW 100% 093 / 008 / 085
FLOWERY MEADOW 60% 144 / 097 / 141

VIBRANT SUMMER 100% 104 / 176 / 034
VIBRANT SUMMER 60% 176 / 208 / 130
VIBRANT SUMMER 30% 217 / 232 / 195

DARK FOREST 100% 000 / 119 / 052
DARK FOREST 60% 119 / 166 / 121
DARK FOREST 30% 192 / 210 / 187

GREEN PEPPER 100% 110 / 119 / 064
GREEN PEPPER 60% 163 / 168 / 130
GREEN PEPPER 30% 208 / 210 / 190

POP GREEN 100% 180 / 204 / 004
POP GREEN 60% 221 / 226 / 130
POP GREEN 30% 238 / 241 / 197

MORNING SKY 100% 036 / 175 / 225
MORNING SKY 60% 157 / 208 / 237
MORNING SKY 30% 209 / 232 / 246

DEEP OCEAN 100% 000 / 104 / 161
DEEP OCEAN 60% 092 / 154 / 195
DEEP OCEAN 30% 178 / 203 / 225

AZUR BLUE 100% 000 / 167 / 181
AZUR BLUE 60% 142 / 208 / 216
AZUR BLUE 30% 205 / 233 / 236

MOUNTAIN LAKE 30% 190 / 225 / 222

MOUNTAIN LAKE 100% 000 / 151 / 144
MOUNTAIN LAKE 60% 104 / 192 / 186

SWEET CARAMEL 100% 205 / 170 / 112
SWEET CARAMEL 60% 225 / 202 / 166
SWEET CARAMEL 30% 240 / 229 / 210

HOT CHOCOLATE 100% 105 / 049 / 034
HOT CHOCOLATE 60% 166 / 118 / 100
HOT CHOCOLATE 30% 211 / 182 / 169

DELICIOUS BROWN 100% 082 / 045 / 027
DELICIOUS BROWN 60% 142 / 109 / 089
DELICIOUS BROWN 30% 195 / 175 / 162

TENDER CREAM 100% 213 / 183 / 172
TENDER CREAM 60% 229 / 210 / 202
TENDER CREAM 30% 243 / 233 / 229

OFF WHITE 100% 223 / 219 / 209
OFF WHITE 60% 236 / 234 / 228
OFF WHITE 30% 246 / 244 / 242

HEAVY METAL 100% 112 / 146 / 156
HEAVY METAL 60% 166 / 187 / 193
HEAVY METAL 30% 209 / 220 / 224

HOT SANDS 100% 129 / 112 / 096
HOT SANDS 60% 178 / 164 / 152
HOT SANDS 30% 216 / 208 / 201

WARM GREY 30% 196 / 188 / 186

WARM GREY 100% 094 / 081 / 077
WARM GREY 60% 142 / 130 / 127

Statice Mai    30% 210 / 210 / 235 

Statice Main 100% 056 / 056 / 128
Statice Maiin 60% 119 / 119 / 195

Take-aways
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● Releasing data is challenging

● Synthetic data can be both useful and private

● Understanding your risks is still crucial



3,19

5,21

11,42 11,38

DEEP BLACK 100% 000 / 000 / 000
DEEP BLACK 60%        135 / 135 / 135
DEEP BLACK 30%        200 / 200 / 200

SHINY SILVER 100% 139 / 140 / 139
SHINY SILVER 60% 186 / 187 / 187
SHINY SILVER 30% 221 / 222 / 222

GOLDEN GATE 100% 137 / 115 / 077
GOLDEN GATE 60% 182 / 165 / 139
GOLDEN GATE 30% 217 / 208 / 194

Statice Main 100% 243 / 152 / 000
Statice Main  60% 255 / 195 / 095
Statice Main  30% 255 / 235 / 202

BLOOD ORANGE 100% 224 / 060 / 049
BLOOD ORANGE 60% 240 / 144 / 111
BLOOD ORANGE 30% 249 / 203 / 182

WELL DONE 100% 160 / 018 / 027
WELL DONE 60% 194 / 113 / 087
WELL DONE 30% 225 / 183 / 164

LAZY SUNDAY 100% 138 / 034 / 058
LAZY SUNDAY 60% 182 / 119 / 119
LAZY SUNDAY 30% 218 / 187 / 184

LEMON TWIST 30% 252 / 247 / 198

LEMON TWIST 100% 247 / 232 / 000
LEMON TWIST 60% 250 / 240 / 129

VIVID BAZAAR 100% 226 / 182 / 000
VIVID BAZAAR 60%        238 / 209 / 117
VIVID BAZAAR 30%        247 / 232 / 189

YELLO GOLD 100% 255 / 181 / 000
YELLO GOLD 60% 253 / 208 / 120
YELLO GOLD 30% 255 / 232 / 191

MISTER MANDARINE 100% 242 / 148 / 000
MISTER MANDARINE 60% 250 / 192 / 115
MISTER MANDARINE 30% 253 / 225 / 187

ORANGE SQUASH 100% 248 / 202 / 000
ORANGE SQUASH 60% 252 / 222 / 124
ORANGE SQUASH 30% 253 / 239 / 194

SHOCKING PINK 100% 226 / 000 / 122
SHOCKING PINK 60% 238 / 135 / 178
SHOCKING PINK 30% 247 / 201 / 220

SWEET CANDY 100% 181 / 000 / 123
SWEET CANDY 60% 207 / 128 / 176
SWEET CANDY 30% 230 / 195 / 219

RADIANT ORCHID 100% 147 / 017 / 126
RADIANT ORCHID 60% 185 / 124 / 175
RADIANT ORCHID 30% 219 / 191 / 217

PURPLE RAIN 30% 217 / 201 / 225

PURPLE RAIN 100% 137 / 075 / 148
PURPLE RAIN 60%181 / 147 / 192

FLOWERY MEADOW 30% 195 / 172 / 197

FLOWERY MEADOW 100% 093 / 008 / 085
FLOWERY MEADOW 60% 144 / 097 / 141

VIBRANT SUMMER 100% 104 / 176 / 034
VIBRANT SUMMER 60% 176 / 208 / 130
VIBRANT SUMMER 30% 217 / 232 / 195

DARK FOREST 100% 000 / 119 / 052
DARK FOREST 60% 119 / 166 / 121
DARK FOREST 30% 192 / 210 / 187

GREEN PEPPER 100% 110 / 119 / 064
GREEN PEPPER 60% 163 / 168 / 130
GREEN PEPPER 30% 208 / 210 / 190

POP GREEN 100% 180 / 204 / 004
POP GREEN 60% 221 / 226 / 130
POP GREEN 30% 238 / 241 / 197

MORNING SKY 100% 036 / 175 / 225
MORNING SKY 60% 157 / 208 / 237
MORNING SKY 30% 209 / 232 / 246

DEEP OCEAN 100% 000 / 104 / 161
DEEP OCEAN 60% 092 / 154 / 195
DEEP OCEAN 30% 178 / 203 / 225

AZUR BLUE 100% 000 / 167 / 181
AZUR BLUE 60% 142 / 208 / 216
AZUR BLUE 30% 205 / 233 / 236

MOUNTAIN LAKE 30% 190 / 225 / 222

MOUNTAIN LAKE 100% 000 / 151 / 144
MOUNTAIN LAKE 60% 104 / 192 / 186

SWEET CARAMEL 100% 205 / 170 / 112
SWEET CARAMEL 60% 225 / 202 / 166
SWEET CARAMEL 30% 240 / 229 / 210

HOT CHOCOLATE 100% 105 / 049 / 034
HOT CHOCOLATE 60% 166 / 118 / 100
HOT CHOCOLATE 30% 211 / 182 / 169

DELICIOUS BROWN 100% 082 / 045 / 027
DELICIOUS BROWN 60% 142 / 109 / 089
DELICIOUS BROWN 30% 195 / 175 / 162

TENDER CREAM 100% 213 / 183 / 172
TENDER CREAM 60% 229 / 210 / 202
TENDER CREAM 30% 243 / 233 / 229

OFF WHITE 100% 223 / 219 / 209
OFF WHITE 60% 236 / 234 / 228
OFF WHITE 30% 246 / 244 / 242

HEAVY METAL 100% 112 / 146 / 156
HEAVY METAL 60% 166 / 187 / 193
HEAVY METAL 30% 209 / 220 / 224

HOT SANDS 100% 129 / 112 / 096
HOT SANDS 60% 178 / 164 / 152
HOT SANDS 30% 216 / 208 / 201

WARM GREY 30% 196 / 188 / 186

WARM GREY 100% 094 / 081 / 077
WARM GREY 60% 142 / 130 / 127

Statice Mai    30% 210 / 210 / 235 

Statice Main 100% 056 / 056 / 128
Statice Maiin 60% 119 / 119 / 195
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